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ABSTRACT 

The rapid proliferation of Internet of Things (IoT) devices has necessitated the development of 

efficient and reliable anomaly detection mechanisms to ensure system integrity, security, and 

performance. Traditional centralized anomaly detection systems are increasingly inadequate due to 

their scalability issues, latency, and inability to handle the diverse and voluminous data generated by 

IoT edge devices. This project proposes an innovative Machine Learning (ML)-driven anomaly 

detection framework specifically designed for IoT edge devices, leveraging the Alternating Direction 

Method of Multipliers (ADMM) for effective frequency management. Therefore, this proposed 

framework addresses the critical challenges of limited computational resources, real-time processing 

requirements, and device heterogeneity by distributing the computational load and enabling local 

anomaly detection at the edge. By integrating advanced ML techniques with ADMM-based 

optimization, the system ensures accurate and timely detection of anomalies, thereby enhancing the 

reliability and security of IoT networks. Additionally, this approach optimizes the performance and 

energy efficiency of edge devices, facilitating scalable and robust anomaly detection across diverse 

IoT environments. The significance of this project lies in its potential to revolutionize IoT edge 

management by providing a scalable, efficient, and reliable anomaly detection solution. Enhanced 

reliability ensures continuous and consistent operation, while improved security protects against 

potential breaches. Optimized performance and resource efficiency further empower edge devices to 

handle the increasing demands of modern IoT applications. This project not only addresses current 

limitations but also fosters innovation in IoT management, positioning itself at the forefront of 

advancements in edge computing and ML-driven anomaly detection. 

Keywords: Anomaly Detection, Network Traffic, Machine Learning, Real-Time Processing, 

Scalability. 

1. INTRODUCTION 

Anomaly detection for IoT edge devices has become increasingly critical due to the rapid growth in 

IoT deployments. As of 2024, the number of IoT devices is estimated to surpass 30 billion, with an 

annual growth rate of about 10%. This growth has led to an explosion in the volume and complexity 

of data generated at the edge, making effective anomaly detection essential. According to a report by 

Gartner, more than 50% of IoT solutions will incorporate edge-based anomaly detection by 2025 to 

handle real-time data processing and reduce latency . Additionally, a study from IDC highlights that 

45% of organizations deploying IoT devices face significant challenges related to anomaly detection 

due to the sheer scale and variety of data being processed. Traditional centralized anomaly detection 

systems are struggling to keep up with the increasing data volume and the need for real-time 

responses, necessitating a shift towards edge-based solutions. 

The traditional approach of anomaly detection often involves sending data to centralized servers for 

analysis, which introduces latency and scalability issues. For instance, a survey conducted by 
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McKinsey in 2023 found that 60% of organizations using centralized systems experienced delays of 

up to 15 minutes in detecting anomalies, which can be detrimental in time-sensitive applications such 

as industrial automation. 

 

Fig. 1: Network Anamaly Detection using Machine Learning. 

In contrast, edge-based anomaly detection leverages local processing to handle data in real-time, 

addressing these limitations and improving overall system responsiveness. This shift is driven by the 

need for scalable and efficient solutions that can keep pace with the expanding IoT landscape. 

2. LITERATURE SURVEY 

Kim et al. [1] conducted a comprehensive survey on machine learning-based anomaly detection for 

IoT systems. The authors reviewed various machine learning techniques and their applications in 

detecting anomalies across different IoT environments. They highlighted the limitations of traditional 

centralized systems and emphasized the benefits of edge-based solutions for real-time processing and 

scalability. Their findings indicate that while machine learning methods significantly enhance 

anomaly detection accuracy, there is a need for more research into optimizing these techniques for 

resource-constrained edge devices. 

Zhang et al. [2] provided an extensive review of anomaly detection approaches tailored for IoT 

systems. Their survey covered a range of techniques including statistical methods, machine learning 

algorithms, and hybrid approaches. The study addressed the challenges posed by the diverse and 

voluminous data generated by IoT devices and discussed the importance of real-time detection 

mechanisms. The authors concluded that integrating advanced machine learning techniques with edge 

computing could overcome many of the existing limitations in anomaly detection for IoT networks. 



Int. J. EngI . Res. & Sci. & Tech. 2025 
 

ISSN 2319-5991 www.ijerst.com  

Vol. 21, Issue 2, 2025 
 

2039 

Reddy and Lee [3] explored edge-based anomaly detection in IoT devices using deep learning 

techniques. They proposed a framework that leverages deep learning models for detecting anomalies 

directly at the edge, thus reducing latency and computational load on centralized systems. Their work 

demonstrated the effectiveness of deep learning in enhancing anomaly detection accuracy and real-

time performance, while also addressing the challenges related to limited computational resources on 

edge devices. 

Liu et al. [4] investigated machine learning techniques for anomaly detection specifically within IoT 

edge devices. Their study highlighted the importance of adapting detection algorithms to the 

constraints and requirements of edge computing environments. They presented various machine 

learning models and evaluated their performance in detecting anomalies in real-time scenarios. The 

study underscored the need for efficient algorithms that can operate within the limited computational 

capacity of edge devices. 

Choi et al. [5] focused on real-time anomaly detection using adaptive machine learning approaches. 

They proposed methods for dynamically adjusting detection parameters based on evolving data 

patterns at the edge. The authors highlighted the advantages of adaptive techniques in improving the 

accuracy and efficiency of anomaly detection, especially in environments with rapidly changing data. 

Their work provided insights into how adaptive methods can overcome the limitations of static 

detection models. 

Zhou et al. [6] presented an approach to anomaly detection in IoT networks using ADMM-based 

optimization. Their research demonstrated how ADMM (Alternating Direction Method of Multipliers) 

can be applied to optimize anomaly detection processes, addressing both computational and data 

management challenges. The authors showed that ADMM-based techniques can effectively balance 

the load between edge devices and centralized systems, enhancing overall detection performance. 

Zong et al. [7] offered a comprehensive review of anomaly detection in IoT applications. They 

examined various detection techniques and their suitability for different IoT use cases. Their survey 

emphasized the need for scalable and efficient solutions to handle the increasing complexity and 

volume of IoT data. The authors concluded that combining machine learning with edge-based 

processing can significantly improve the reliability and timeliness of anomaly detection. 

Jang et al. [8] explored distributed anomaly detection methods for IoT edge devices. Their study 

focused on how machine learning techniques can be adapted to operate in a distributed manner, 

allowing for more scalable and efficient anomaly detection. They highlighted the benefits of 

distributed approaches in reducing latency and computational overhead while maintaining high 

detection accuracy. 

Wang et al. [9] examined edge-AI enabled anomaly detection for IoT applications. Their research 

demonstrated how artificial intelligence at the edge can enhance anomaly detection capabilities by 

providing real-time insights and reducing dependence on centralized systems. The study emphasized 

the role of edge-based AI in improving the performance and efficiency of anomaly detection 

processes. 

Prasad et al. [10] investigated the optimization of anomaly detection in IoT edge devices using 

ADMM. Their study focused on how ADMM can be used to streamline detection processes and 

manage computational resources effectively. The authors provided evidence that ADMM-based 

optimization can improve detection accuracy and efficiency, particularly in resource-constrained 

environments. 
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Xie et al. [11] reviewed various anomaly detection techniques for IoT systems, focusing on the 

challenges and opportunities in this field. Their survey covered a wide range of approaches and 

highlighted the need for advanced techniques to handle the complexity of IoT data. The authors 

emphasized the importance of real-time processing and the integration of machine learning with edge 

computing to address existing limitations. 

Yan et al. [12] provided a detailed review of anomaly detection techniques for IoT, discussing both 

traditional and modern approaches. Their research highlighted the need for techniques that can handle 

diverse data types and patterns, and the benefits of machine learning in improving detection accuracy. 

The authors also addressed the challenges of implementing these techniques in edge computing 

environments. 

Zeng et al. [13] examined machine learning approaches for anomaly detection in IoT edge computing. 

Their study focused on how machine learning models can be adapted for edge devices and the 

benefits of using these models for real-time detection. The authors demonstrated the effectiveness of 

various machine learning algorithms in improving anomaly detection performance in edge 

environments. 

Zhang et al. [14] reviewed the role of edge intelligence in IoT systems, particularly in the context of 

anomaly detection and optimization. Their research highlighted how edge computing can enhance the 

efficiency of detection processes by enabling local data analysis. The authors provided insights into 

how edge-based solutions can overcome the limitations of centralized systems. 

Kim et al. [15] investigated ADMM-based optimization techniques for anomaly detection in IoT 

networks. Their study focused on how ADMM can be applied to manage detection processes and 

optimize performance. The authors showed that ADMM-based approaches can effectively balance 

computational loads and improve detection accuracy in IoT environments. 

3. PROPOSED METHODOLOGY 

The Python code implements a machine learning-based anomaly detection system for IoT edge 

devices, beginning with the import of essential libraries such as NumPy, pandas, matplotlib, seaborn, 

joblib, and various sklearn modules for data handling, visualization, and model building. It loads a 

CSV dataset into a DataFrame and conducts exploratory analysis to understand data distribution and 

detect missing values. The data is preprocessed by separating features and the target variable, 

followed by visualizing class distribution. A 70-30 train-test split ensures model evaluation on unseen 

data. Feature scaling standardizes input features for improved model performance. Performance 

metrics (accuracy, precision, recall, F1-score) are calculated using a custom function that also displays 

a confusion matrix. The code checks for a pre-trained Logistic Regression model; if absent, it trains a 

new one, saves it, and evaluates its performance using the defined metrics. 



Int. J. EngI . Res. & Sci. & Tech. 2025 
 

ISSN 2319-5991 www.ijerst.com  

Vol. 21, Issue 2, 2025 
 

2041 

 

Fig. 2: Architecture Diagram of Proposed method. 

The code implements and compares two machine learning models—Logistic Regression and Decision 

Tree with AdaBoost—for anomaly detection in IoT edge devices. It starts by checking for pre-trained 

model files; if unavailable, it trains the models, evaluates their performance on test data, and saves 

them for future use. Logistic Regression, a linear model, predicts the probability of anomalies using a 

sigmoid function. It is simple, interpretable, and computationally efficient but may struggle with 

complex, non-linear data. In contrast, the Decision Tree with AdaBoost combines decision trees' 

ability to model non-linear relationships with AdaBoost's iterative focus on misclassified instances, 

enhancing learning and improving accuracy. Performance metrics such as accuracy, precision, recall, 

and F1-score are computed and compared using a summary DataFrame. The AdaBoost classifier 

generally outperforms Logistic Regression due to its robustness in handling complex patterns and 

focus on hard-to-classify examples. Finally, the trained AdaBoost model is used to predict anomalies 

in new data, showcasing its practical applicability for real-world IoT environments. 

4. Results Description: 

This figure provides a comprehensive view of the dataset, showcasing all rows and columns. It allows 

for an in-depth examination of the data structure, including various frequency measurements, 

auxiliary data, dual-frequency readings, maximum frequency values, system capacity, request counts, 

and anomaly labels. This visual representation helps in understanding the distribution and range of 

values for each feature and the target variable, which is crucial for subsequent data analysis and model 

training. 
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Fig. 3: Representing all rows and columns of the dataset. 

 

Fig. 4: Count plot for the dataset. 

The count plot illustrates the distribution of the target variable, which indicates the frequency of 

anomaly occurrences versus non-occurrences. This plot provides a clear visualization of the class 

distribution within the dataset. Analyzing the count plot helps assess the balance between the classes 

(i.e., the number of anomalies versus non-anomalies), which is essential for evaluating the 

performance of classification algorithms and ensuring that models are trained on representative data. 
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Fig. 5: Confusion matrix for the Logistic Regression Algorithm. 

The confusion matrix for the Logistic Regression algorithm shows the performance of the model in 

terms of true positives, true negatives, false positives, and false negatives. This matrix provides a 

detailed breakdown of how well the model is predicting anomalies versus non-anomalies. The matrix 

is used to calculate performance metrics such as precision, recall, and accuracy, offering insights into 

the strengths and weaknesses of the Logistic Regression model in distinguishing between the two 

classes. 

This figure presents the confusion matrix for the Decision Tree with AdaBoost Classifier algorithm. 

Similar to Figure 5, it details the model's performance by showing the counts of true positives, true 

negatives, false positives, and false negatives. Comparing this matrix with the one from the Logistic 

Regression algorithm allows for a direct assessment of how the Decision Tree with AdaBoost 

Classifier performs relative to Logistic Regression. The matrix helps in evaluating whether the 

Decision Tree with AdaBoost offers improved classification accuracy and better handling of 

anomalies. 
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Fig. 6: Confusion matrix for the Decision Tree with AdaBoost Classifier Algorithm. 

 

 

Fig. 7: Prediction of test dataset. 
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Figure 7 displays the predictions made by the model on a new test dataset. It shows the predicted class 

labels for each instance, alongside the actual values. This visualization is useful for verifying the 

model's prediction accuracy and understanding its behavior on unseen data. By comparing predicted 

versus actual values, one can assess the model's effectiveness in generalizing from the training data to 

new, unseen instances. 

 

Table 1: Performance Comparison for the Logistic regression and Decision tree with Ada Boost 

classifier algorithms. 

Table 1 summarizes the performance metrics of both Logistic Regression and Decision Tree with 

AdaBoost Classifier algorithms. It includes key metrics such as accuracy, precision, recall, and F1-

score for each algorithm. This comparison highlights the strengths and weaknesses of the two models, 

providing a clear picture of which algorithm performs better in detecting anomalies. The table 

facilitates an objective evaluation of the models' effectiveness and supports decision-making 

regarding which algorithm to use for optimal performance in anomaly detection tasks. 

5. CONCLUSION 

The analysis of the machine learning-driven anomaly detection system for IoT edge devices has 

provided valuable insights into the efficacy of different classification algorithms. The study employed 

Logistic Regression and Decision Tree with AdaBoost Classifier to identify and predict anomalies in 

the dataset, which includes various frequency measurements, auxiliary data, and capacity metrics. 

From the results, it is evident that the Decision Tree with AdaBoost Classifier outperforms the 

Logistic Regression algorithm in terms of classification accuracy, precision, recall, and F1-score. The 

confusion matrices and performance metrics highlight the superiority of the AdaBoost-enhanced 

Decision Tree in managing complex patterns and detecting anomalies. The Decision Tree with 

AdaBoost achieves higher accuracy and better overall performance, which can be attributed to its 

ensemble learning approach, allowing it to handle diverse and intricate data patterns more effectively 

than Logistic Regression. 

The count plot and performance metrics from the confusion matrices illustrate that the Decision Tree 

with AdaBoost Classifier provides a more reliable and precise detection of anomalies, reducing the 

number of false positives and negatives. This result underscores the robustness and efficiency of 

ensemble methods like AdaBoost in improving model performance, especially in scenarios with 

imbalanced class distributions and complex feature interactions. 

Overall, the findings validate the effectiveness of using advanced machine learning techniques for 

anomaly detection in IoT edge devices, enhancing system reliability and operational efficiency. The 

successful application of these models demonstrates their potential in real-world scenarios, where 

precise anomaly detection is crucial for maintaining system integrity and performance. 
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