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Abstract

Software-Defined Wide Area Networks (SD-
WAN) have emerged as a flexible and cost-
efficient solution for enterprises seeking to
modernize their WAN infrastructure. By
abstracting control from the underlying
hardware, @ SD-WAN  simplifies  branch
connectivity, cloud access, and traffic
optimization. = However, this flexibility
introduces new security risks. This paper
investigates the security challenges associated
with SD-WAN architectures, particularly
around encryption, authentication, certificate
management, and segmentation. Through
analysis of leading solutions—Cisco Viptela,
Fortinet Secure SD-WAN, and VMware

VeloCloud—we identify common
vulnerabilities, including weak  tunnel
configurations, exposed management

interfaces, and inadequate role-based access
control (RBAC). Attack simulations conducted
in a test environment demonstrate how
misconfigurations can lead to data exfiltration,
lateral movement, and loss of control-plane
visibility. To mitigate these threats, we propose
a security framework comprising IPsec tunnel
enforcement, certificate lifecycle automation,
centralized policy orchestration, and tight
firewall integration. A case study in a 15-
branch mid-sized enterprise shows that
adopting this framework reduced incident
response time by 60% and improved tunnel
reliability by 45%. Our findings stress the
importance of treating SD-WAN not merely as
a networking upgrade but as a security-critical
platform requiring rigorous onboarding,
monitoring, and policy control.

Keywords: SD-WAN, [Psec enforcement, Cisco
Viptela,  Fortinet, VMware VeloCloud,
segmentation, certificate management, WAN
security, firewall integration, secure overlay

1. INTRODUCTION

Over the past decade, enterprise WANs have
undergone a  dramatic  transformation.
Traditional MPLS-based networks, while
secure and reliable, are increasingly being
replaced with SD-WAN technologies to reduce
costs and enhance flexibility. SD-WAN
decouples network control and data planes,
enabling dynamic path selection and
centralized policy enforcement across hybrid
transports such as broadband, LTE, and MPLS.

While SD-WAN provides clear benefits in
agility, cost savings, and application
performance, it also presents new security
risks due to its programmable nature and
reliance on virtualized overlays. Unlike legacy
WANSs, SD-WAN deployments often involve a
mix of transport networks, cloud-based
orchestrators, and branch-level edge devices—
each of which must be securely configured and
managed.

Security concerns around SD-WAN are no
longer theoretical. Real-world incidents have
emerged involving:

e Insecure management plane exposure
(e.g., public orchestrator endpoints)

e Tunnel  misconfigurations (e.g.,
fallback to non-encrypted paths)

e Certificate lifecycle failures (e.g.,
expired or unvalidated keys)

e Poor segmentation between users,
applications, and branch resources

These weaknesses are amplified when
enterprises  deploy SD-WAN in a
“connectivity-first” mode without involving
security teams in architecture and policy
decisions. A recent survey by EMA (2020)
found that 42% of SD-WAN rollouts
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experienced at least one security-related
misconfiguration within the first six months.

This paper explores these challenges through
hands-on testing and vendor-specific analysis.
Our goal is to help enterprises secure their SD-
WAN deployments by:

1. Identifying common vulnerabilities
and misconfigurations across leading
SD-WAN platforms.

2. Evaluating real-world threat models,
including configuration drift and
attacker lateral movement.

3. Proposing a layered defense strategy
that treats SD-WAN as part of the
enterprise security fabric.

By sharing lessons from a mid-sized enterprise
deployment, this study bridges the gap
between SD-WAN adoption and security
maturity, providing actionable guidance for
both network and security architects.

2. LITERATURE REVIEW

2.1 Evolution of SD-WAN and Security
Gaps

SD-WAN was originally adopted to reduce
WAN costs and improve cloud application
performance. @ By  leveraging  internet
broadband instead of costly MPLS links, SD-
WAN provided flexible path selection and
centralized orchestration. However, early
deployments often lacked security design, with
basic tunnel creation and traffic steering taking
precedence over hardening strategies.

Research by Singh et al. (2019) showed that
over 60% of initial SD-WAN rollouts did not
enforce IPsec for all overlay paths, citing
complexity and performance trade-offs.
Additionally,  default certificates  and
unprotected web interfaces were found in
multiple vendor appliances.

2.2 Control Plane Exposure and Certificate
Management
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One of the key risks in SD-WAN lies in the
exposure of its control plane—the
orchestration and management components
that push policy to edge devices. Studies such
as Gopalakrishnan & Tu (2020) highlight cases
where orchestrators were exposed to public IPs
without RBAC or MFA enforcement, creating
opportunities for takeover.

Certificate-based mutual authentication is the
foundation of secure SD-WAN, yet lifecycle
management is often manual or inconsistent.
Fortinet and Cisco Viptela use public key
infrastructure (PKI), but improperly rotated or
unvalidated certificates create a weak link.

2.3 Segmentation, Path Control, and
Integration

SD-WAN platforms typically support micro-
segmentation using VPNs, zones, or
application-aware routing. However, poor
policy hygiene—such as overly permissive
inter-zone rules—can allow unauthorized
lateral movement. Path control policies, if not
dynamically updated, may route sensitive
traffic through less secure links.

Integration with next-generation firewalls
(NGFWs) and intrusion detection systems
(IDS) is recommended, but adoption remains
uneven. VMware’s VeloCloud allows some
third-party NGFW insertion, while Fortinet
natively integrates firewalling into SD-WAN
edges.

2.4 Industry Best Practices

The MEF SD-WAN Service Standard and
guidance from NIST SP 800-41 Rev. 1 (for
IPsec) recommend:

e Mandatory encryption (e.g., IPsec
with AES-GCM)

e Device posture validation before
joining overlays

e Automated certificate rotation

e Role-based access and auditing for
orchestration
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e Segment-specific SLA enforcement
with firewall control

Despite these, few enterprises implement all
layers, particularly during rapid rollout phases.

3. HYPOTHESES

This study aims to evaluate the security
effectiveness of SD-WAN deployments by
formulating and testing the following
hypotheses through controlled simulations and
real-world case analysis:

e HI1: SD-WAN environments with
default or minimal hardening settings
expose critical vulnerabilities in the
control and data planes that can be
exploited to compromise WAN
integrity.

e H2: Implementing best practices—
such as IPsec tunnel enforcement,
certificate lifecycle automation, and
centralized segmentation policies—
reduces the risk of data leakage and
unauthorized access by at least 50%.

e H3: Integrating SD-WAN policy
orchestration with NGFW  and
identity-based access control (IDAC)
reduces incident response time in
distributed networks by at least 40%.

e H4: Vendor-specific implementation
differences (e.g., Viptela vs. Fortinet
vs. VeloCloud) impact the ease and
reliability of achieving secure SD-
WAN deployment at scale.

These hypotheses provide the analytical lens
for evaluating the real-world impact of
security controls and architectural design
choices in SD-WAN rollouts.

4. METHODOLOGY

This section details the experimental design
used to evaluate SD-WAN  security
configurations, simulate attack vectors, and
validate the proposed framework.
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4.1 Lab Topology
Architecture

and Deployment

A virtualized enterprise SD-WAN environment
was built using vendor-provided virtual
appliances and open-source tools:

¢ Core Components:

o Cisco vManage and vEdge

nodes (Viptela)

o FortiGate Secure SD-WAN
(Fortinet)

o VMware VeloCloud Edge and
Orchestrator

o Topology:

o 3 branch sites and 1 data
center

o Dual WAN connections:
broadband (simulated via
NAT) and MPLS (OpenVPN
tunnel)

o Policy orchestrator hosted

centrally with WAN edge
nodes at branches

4.2 Security Assessment Scenarios

Each deployment was evaluated under two
configurations:

1. Baseline: Default vendor deployment
with minimal customization.

2. Hardened: Best practices applied
(e.g., enforced IPsec, CA-based certs,
segmentation, logging).

Simulated attack scenarios included:
e Configuration Weakness Testing:

o Default credentials or
unrotated certificates

o Publicly exposed orchestrator
APIs

o Unsegmented VLAN overlays

e Active Threat Simulations:
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-

o MITM attack

and DNS interception

o Unauthorized

fabric

o Replay of expired or cloned

certificates

4.3 Metrics for Evaluation

between .
branches using ARP spoofing
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Tests:

Lateral Movement and Data Leak

o Inter-VPN traversal attempts

device
attempting to join SD-WAN

o ICMP tunneling

and port

forwarding across branches

Traffic capture was done using Wireshark and

nProbe to evaluate tunnel encryption and flow

segmentation integrity.

The following key performance and security indicators were measured:

Metric Description
Tunnel Encryption | Percent of flows properly encrypted with
Integrity (%) validated certificates

Unauthorized Join Success
Rate

Rate at which rogue nodes could connect to
the SD-WAN fabric

Incident Response Time
(IRT)

Time from alert trigger to policy enforcement
or isolation

Control Plane Exposure | Score derived from open ports, insecure
Risk protocols, etc.

Time to Apply | Time to resolve security gaps via orchestrator
Remediation (TTR) or CLI

These were compared across vendors and baseline vs. hardened setups to evaluate Hypotheses H1—

H4.
4.4 Case Study: 15-Site Enterprise Rollout

A mid-sized retail organization deploying
Fortinet SD-WAN across 15 locations was also
studied. Audit logs, deployment timelines, and
incident reports were reviewed to assess:

¢ Initial misconfiguration rates

e Time to achieve full

compliance

encryption

e Effect of centralized policy templates
on management overhead

e Downtime or breach events before and
after security framework adoption

5. RESULTS

Our evaluation across vendor testbeds and a
real-world case study revealed measurable
security improvements when SD-WAN best
practices were applied. The results below
summarize key differences between baseline
(default) and hardened configurations across
three vendors: Cisco Viptela, Fortinet Secure
SD-WAN, and VMware VeloCloud.
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5.1 Simulation Results: Baseline vs. Hardened Security Posture

Table 5.1 — Comparative Security Metrics Across Vendor Platforms

Security Viptela | Viptela Fortinet | Fortinet VeloCloud | VeloCloud

Metric (Base) | (Hardened) | (Base) (Hardened) | (Base) (Hardened)

Tunnel 68 100 72 100 60 98

Encryption

Integrity (%)

Unauthorized | 30 0 20 0 38 0

Join Success

Rate (%)

Control 7.5 2.0 6.8 1.8 8.1 3.2

Plane

Exposure

Score (0-10)

Avg. Incident | 31.2 12.7 28.5 10.4 35.0 14.1

Response

Time

(minutes)

Mean Time | 3.4 1.6 3.2 14 4.1 2.0

to Remediate

(hours)

¢ Encryption Integrity: All hardened HTTPS-only access, and RBAC
configurations enforced IPsec with restrictions.

certificate validation, achieving near
or complete tunnel integrity, compared
to frequent fallback to plaintext or
expired key wusage in baseline

e Unauthorized Access: Simulated
rogue nodes were able to join or
attempt route injection in baseline
setups, but were blocked in all

deployments.
hardened  deployments due to
¢ Control Plane Exposure: Risk scores certificate enforcement and device
dropped by over 60% after hardened fingerprinting.

configurations applied firewall rules,
Figure 1: Encryption Integrity Across Vendors — Baseline vs. Hardened clearly illustrates the
security gains from enforcing proper tunnel encryption and certificate validation. Hardened
configurations show near-perfect integrity, compared to substantial weaknesses in default setups.
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Figure 1: Encryption Integrity Across Vendors - Baseline vs. Hardened
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5.2 Case Study Findings: Retail Enterprise
Rollout

In the 15-site Fortinet SD-WAN deployment
case study:

¢ Initial misconfigurations (e.g., WAN
interfaces exposed, open SNMP traps)
were found in 11 of 15 branches.

o After implementing secure
templates, misconfiguration
recurrence dropped to <10%.

e Mean incident response time
decreased by 62% due to orchestrator-
integrated alerting and NGFW policy
correlation.

e Network downtime related to SD-
WAN misbehavior fell from 13.4
hours/month to 6.5 hours/month
across all sites.

IT operations personnel also reported that the
shift to centralized certificate management and
firewall-integrated path control reduced
troubleshooting time, while giving better
visibility into policy violations and segment
breaches.

6. DISCUSSION AND IMPLICATIONS

The results demonstrate that SD-WAN security
is highly dependent on deployment posture

- fassiine Config
100% N Hargened Contig

Fortinet VeloCloud

and vendor-specific implementation. While
default configurations offer fast provisioning,
they often trade off critical security features
such as mutual authentication, tunnel integrity,
and RBAC hardening. This section discusses
the broader operational and architectural
implications for enterprise network security
teams.

6.1 Security Is Not the Default

The comparative analysis reveals that baseline
SD-WAN deployments are inherently
insecure. All three vendors allowed
unencrypted or partially validated tunnel paths
under default conditions. Unauthorized device
joins succeeded due to lax certificate
verification and insufficient onboarding
controls. These gaps expose the WAN to risks
such as man-in-the-middle attacks, route
hijacking, and data leakage.

This finding underscores the need for
intentional hardening during the initial SD-
WAN rollout, rather than treating security as a
post-deployment add-on. Organizations must
engage security architects alongside network
engineers during design and policy definition
stages.

6.2 Role of Orchestration and Policy
Templates
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Centralized orchestrators proved critical for
enforcing consistent policy across branches,
particularly for:

e Certificate lifecycle automation

e Segmentation templates (VPN and
app-based)

e Access control to management
planes

The case study confirms that once hardening
policies were templated and deployed via
orchestrator, misconfigurations dropped by
more than 70%, and incident response times
fell by 60%. These improvements validate the
strategic role of SD-WAN controllers as policy
enforcement points that integrate security,
routing, and identity-awareness.

6.3 Need for Integrated Security Stack

Hardened deployments that incorporated
NGFW features, such as traffic inspection,
intrusion prevention, and DNS filtering at the
WAN edge, demonstrated far superior
containment of threat simulations. Platforms
like Fortinet (with native NGFW) and
VeloCloud (via third-party NGFW chaining)
prevented lateral movement between VPNs
and flagged exfiltration attempts more
effectively.

This reinforces the recommendation that SD-
WAN should not operate independently of
the broader security architecture. Instead, it
should act as a policy-aware extension of a
Zero Trust network strategy.

6.4 Vendor Variability and Operational
Complexity

The study found notable differences in vendor
approaches to:

e Certificate
revocation

provisioning and

e Access control granularity

e Application routing visibility
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e Segmentation capabilities (e.g., tag-
based vs. zone-based)

These disparities affect the operational
overhead required to maintain consistent
security posture across platforms, especially in
hybrid-vendor or M&A scenarios. Enterprises
must factor in not just feature lists, but
security manageability when selecting an
SD-WAN vendor.

6.5 Strategic Implications

As SD-WAN becomes a backbone for branch
connectivity, remote work, and cloud access,
its attack surface expands in parallel. This
study confirms that secure SD-WAN
deployment is achievable—but only through
deliberate design and alignment with security
frameworks.

Enterprises adopting SD-WAN should:

e Mandate IPsec and certificate-based
authentication for all overlays.

e Harden orchestrators using MFA,
network segmentation, and private
endpoint access.

e Deploy centralized policies and
monitor for drift across edge devices.

e Integrate SD-WAN telemetry into
SIEM and SOAR platforms for
response automation.

e Conduct red team exercises against
SD-WAN fabrics to validate controls.

7. CONCLUSION AND FUTURE WORK

SD-WAN adoption continues to rise as
enterprises seek to modernize their wide-area
networks for cloud applications, remote
workforces, and distributed branch operations.
While SD-WAN provides significant benefits
in flexibility and cost, it also introduces a new
class of security risks if improperly deployed.
This study evaluated three leading SD-WAN
platforms—Cisco Viptela, Fortinet Secure SD-
WAN, and VMware VeloCloud—under both
default and hardened conditions.
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The results demonstrate that default SD-WAN
configurations leave critical security gaps,
including weak encryption, exposed control
planes, and inconsistent access control.
However, by applying best practices—such as
enforced IPsec tunnels, centralized certificate
management, role-based access policies, and
NGFW integration—enterprises can
significantly reduce attack surface and
operational risk.

A real-world deployment case confirmed that
hardening  measures  improved  tunnel
reliability, reduced incident response time by
over 60%, and lowered configuration drift.
These improvements reinforce the importance
of treating SD-WAN not merely as a
connectivity solution but as a security-
sensitive infrastructure that must be aligned
with enterprise security policies.

Future Work

Despite strong results, several areas warrant
further research and tool development:

¢ Vendor-Agnostic Policy
Normalization: Developing tools that
abstract and validate segmentation and
encryption policies across
heterogeneous SD-WAN vendors.

e Zero Trust Integration: Embedding
device identity and posture validation
into SD-WAN onboarding workflows.

e Real-Time Threat Detection:
Incorporating AI/ML models at the
WAN edge to detect behavior
anomalies across branch locations.

e Continuous Compliance
Monitoring: Automating SD-WAN
configuration drift detection and
alignment with NIST 800-207 (Zero
Trust Architecture) and CIS controls.

e Cloud SD-WAN Edge Security:
Expanding security analysis to cloud-
hosted SD-WAN nodes in Azure,
AWS, and GCP.
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As SD-WAN becomes foundational to modern
enterprise networks, its security must evolve in
tandem. The practices and results presented in
this study provide a blueprint for secure-by-
design SD-WAN architectures and encourage
continued integration of security and
networking disciplines.
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