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Abstract

DevSecOps practices often face friction
between development speed and security
validation. This paper introduces a
streamlined CI/CD pipeline integrating
Azure Bicep templates for Infrastructure as
Code (laC) with GitHub Actions for
automated policy enforcement. A Node.js-
based e-commerce system was used to test
compliance with enterprise security baselines
including Azure Policy and OWASP Top 10
risks. The pipeline enforced checks during
pull requests and deployment stages. Results
show that 95% of misconfigurations were
caught pre-deployment without delaying
release cycles. This paper elaborates on the
pipeline architecture, implementation steps,
performance analysis, and implications for
large-scale enterprise adoption. A detailed
discussion follows on pipeline
generalizability, organizational resistance,
and tooling interoperability in cross-cloud
contexts.
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1. Introduction

The acceleration of software delivery
pipelines in modern enterprises has placed
considerable strain on traditional security
validation processes. In highly regulated

industries—such as finance, healthcare, and
e-commerce—security ~ misconfigurations
during infrastructure  provisioning or
application deployment can lead to
catastrophic breaches, reputational damage,
and compliance violations. Traditional
approaches often introduce security as a final
step, resulting in delayed releases or reactive
patching.

DevSecOps attempts to shift security left in
the software development lifecycle (SDLC),
integrating continuous security checks and
policy enforcement throughout development
and deployment stages. This research
investigates how two core tools—Azure
Bicep and GitHub Actions—can be
combined to enforce security baselines,
reduce misconfigurations, and minimize
developer friction in CI/CD environments.
The case study is grounded in a realistic
Node.js e-commerce deployment scenario to
test this integrated DevSecOps pipeline.

2. Literature Review

DevSecOps, as a convergence of
development, operations, and security, has
emerged to address the security blind spots of
fast-paced  software delivery  models.
According to Muntés-Mulero and Tolety
(2020), embedding security practices within
automated pipelines results in increased
resilience and reduced mean time to
remediation. The National Institute of
Standards and Technology (NIST) advocates
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policy-as-code and automated controls in its
Secure Software Development Framework
(SSDF).

Azure Bicep, introduced as a more
developer-friendly DSL for ARM templates,
simplifies infrastructure provisioning while
retaining  native  Azure  integration
(Microsoft, 2022). Bicep supports modular
reuse, parameterization, and  built-in
validation, making it ideal for secure-by-
default template  design (Patel &
Ramachandran, 2021).

GitHub Actions, with over 12 million
repositories configured, is increasingly used
for CI/CD automation (Nguyen & Bailey,
2022). Its extensibility allows integration
with scanning tools such as Trivy, ESLint,
and npm audit (Chen et al., 2021). Zhou and
Li (2020) observed that OWASP-based scans
in CI/CD environments reduce production
vulnerabilities by 65%.

Recent work by Malik et al. (2022)
emphasizes the value of laC compliance
checks using Azure Policy and OPA in
enterprise cloud governance. However, few
papers empirically validate the effectiveness
of integrated pipelines in  reducing
deployment misconfigurations, especially
using real-world metrics.

This paper addresses that gap through hands-
on implementation, controlled testing, and
developer feedback from both application
and security engineering perspectives.

3. Research Questions

e« RQ1: Can integrating Azure Bicep
and GitHub Actions improve pre-
deployment security enforcement
without delaying CI/CD pipelines?
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e RQ2: What percentage of
misconfigurations and vulnerabilities
can be detected using policy-as-code
and security scanning at build time?

e RQ3: How do development and
security teams perceive the usability
and effectiveness of an integrated
DevSecOps pipeline?

e RQ4: Can this approach scale across
teams and environments without
increasing configuration complexity?

4. Methodology

The research followed an empirical case
study design, involving real codebases, cloud
resources, and end-user development teams.
The experiment was conducted over six
sprints (12 weeks), with each sprint involving
refinement of the DevSecOps pipeline.

4.1 Pipeline Design and Toolchain
The core architecture included:

e Infrastructure Definition: Azure
Bicep templates to provision App
Services, VNets, Key Vaults, Azure
SQL, and NSGs.

e Pipeline Orchestration: GitHub
Actions for PR validation, build, test,
security enforcement, and Azure
deployment.

e Security Enforcement Tools:

o npm audit for dependency
vulnerabilities
Trivy for container scanning
Checkov for laC linting and
secrets detection

o Azure Policy for enforcement
of mandatory tags, TLS, and
network rules

o GitHub Advanced Security
for secret scanning and code
QL analysis
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4.2 Experimental Setup

A Node.js e-commerce platform with
microservice architecture was used. Bicep
modules were organized into reusable units
and referenced within GitHub workflows.
The pipeline ran on ubuntu-latest runners
with concurrency set to grouped to prevent
parallel drift. Each job execution was timed

and logged for comparison.

4.3 Data Collection Methods

5. Results

ISSN 2319-5991 www.ijerst.com
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Violation detection was measured by
counts of failed policy or scanning
checks.

Build duration was logged at each
stage.

Surveys were distributed to 14
developers and 5 security engineers.
Qualitative data were coded using
thematic analysis (Braun & Clarke,
2006).

Figure 1: DevSecOps Pipeline Architecture Using Azure Bicep and GitHub Actions

GitHub Actions
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Azure Deployment
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Figure 1: DevSecOps Pipeline Architecture Using Azure Bicep and GitHub Actions

Table 1: Misconfiguration and Vulnerability Detection Summary

Violation Type

Missing Resource Tags
Public IP Exposure
Unencrypted Storage
Secrets in Config Files

OWASP Top 10 Critical
CVEs

Policy Non-Compliance
(Azure)

18
12
14

11

10

Detected Pre-
Deployment

w O O - O

Detected Post- Caught Early
Deployment (%)
100%
92%
100%
100%

78%

100%
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Figure 2: Pre-Deployment vs Post-Deployment Violation Detection
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Figure 2: Pre-Deployment vs Post-Deployment Violation Detection

6. Analysis

RQ1-RQ2 Analysis:
Pre-deployment enforcement captured 95%
of configuration and code security issues.
Azure Policy’s deny effect prevented non-
compliant deployments. GitHub Actions
handled over 80 concurrent PRs/week with
<6 min average pipeline time, suggesting
minimal friction. Bicep’s modular templates
reduced errors due to copy-paste and
enhanced auditability.

RQ3 Feedback Themes:

o Developer Perspective: Developers
noted early blockers but later
appreciated shift-left enforcement.
Survey ratings for usability averaged
4.3/5.

e Security Engineer  Perspective:
Engineers cited improved confidence
in compliance posture. Issues were
reduced by 72% in post-deployment
audits.

RQ4
Reusable

Scalability
workflow

Insights:
templates  and

parameterized Bicep modules enabled rapid
onboarding of new teams. Enforcing
organizational policies via GitHub reusable
workflows and Bicep registries provided
consistency without duplication.

7. Discussion

This implementation validates the hypothesis
that DevSecOps automation using Azure-
native and GitHub-native tooling is effective
at scale. Compared to legacy manual checks,
automation ensured predictable outcomes
with no release delays. A critical enabler was
policy-as-code, allowing human-readable,
version-controlled enforcement logic.

Adoption success depended on developer
education and involvement of security
champions.  Tooling integration  was
smoother than expected, but required CI
configuration  expertise. The  synergy
between GitHub Advanced Security and
Azure Defender added traceability for audit
and reporting.
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Limitations included:

o Learning curve for Bicep and GitHub
workflow syntax

o False positives in secret scanning

e Inconsistent support for third-party
modules in Azure Policy

8. Conclusion

This study demonstrates the feasibility of
secure-by-default CI/CD pipelines using
Azure Bicep and GitHub Actions. The
integrated DevSecOps approach successfully
prevented high-risk configurations and
vulnerabilities pre-deployment. With 95%
enforcement  accuracy and  minimal
performance overhead, it provides a
replicable framework for enterprise use.

Future work should examine cross-cloud
extensions (e.g., Terraform in multi-cloud
setups), integrate Al-driven risk scoring, and
explore automated remediation via GitHub
Copilot or Azure OpenAl.
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