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Abstract—

One kind of test escape that corrupts data without
anyone noticing is known as a Silent Data Error
(SDE). At the scales used by cloud service providers,
they are noticeable even at very low DPPM levels.
The costly system level test (SLT) is used to screen
for certain faults in high-volume production that
appear as system dependent errors (SDEs). Because
these faults are so subtle, semiconductor devices that
are susceptible to SDEs don't show any obvious
patterns or abnormalities in the test data distributions.
Therefore, it is difficult to screen these defective
devices using ATE utilizing statistical death limits.
We suggest using a Supervised Machine Learning
(ML) strategy to discover inherent patterns in a real-
world test dataset in order to speed up the process of
identifying such defective devices before system
testing. Results from experiments reveal that when
compared to both conventional supervised and
unsupervised approaches, the adopted supervised
learning framework using an ensemble of feature
selection  algorithms  performs  far  better.
Index Terms—machine learning, silent data mistakes

INTRODUCTION

When large-scale infrastructure systems suffer data
loss without warning, it might be due to the sinister
and destructive Silent Data Error (SDE) [1] [2].
System Level Tests (SLT) need a specialized test
suite to identify these devices due to their covert
nature, which evades detecting circuitry inside CPUs
[31].

In order to identify and screen devices that may have
faults that appear as SDEs, SLT employs a number of
SDE detecting test suites, such as the Data center
Diagnostics Project (DCDIAG) [4,5].
Nevertheless, owing to the lengthy time-to-fail, such
tests come with a hefty price tag [6]. However, we
still need lengthy testing to identify the failures, even
with architectural developments that use Lockstep [7]
and INFIELD testing [8] strategies to decrease SDE
susceptibility. Those SDE failure devices at SLT are

all marked as known good dies and have previously
been checked on the ATE. This is because there
aren't enough reliable tests or kill limits to detect
these devices.
As a result, we use ML modeling on ATE test data in
an effort to identify devices that could be SDE
failures at SLT. This forecast may be useful for
preventing these gadgets from reaching SLT in the
first place. Relevant but smaller-scale research on
consumer returns [9] has failed [10] [11] without
focusing on SDE. Experimental findings from a large
industrial dataset, as well as our Machine Learning
technique, data labeling, data pre-processing, and
feature engineering are detailed in this article.

PROPOSED METHODOLOGY

Predicting devices that appear as SDEs in the system
or platform is the goal of this early effort. Initially,
we exclude devices that have been shown to be
problematic by the use of conventional ATE
structural testing, such as SCAN and BIST. next this,
we apply the supervised learning method to the test
data in order to discover its inherent patterns, as
explained in the next section.

A. Proposed Method Flow
Our proposed methodology is shown in the Figure 1
& 2.

Dievices tested at SLT ATE Test Data for
(Good & SDE fuils) | 1| Devices tsted at SLT E> Train ML Model
[Label] [Features]

Fig. 1. Phase I: Model Training

Post ATE screen ATE Test Data Inference
(Non-fail) devices 4}, for SLT |:> o learped :> Predicted
before SLT Testing Untested Devices MLmodel SDE
[SLT Untested] [Features]

Fig. 2. Phase 2: Inference

Using the ground truth label as input, our study use
multivariate test results (features) to train a prediction
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function. Our data set's structure is shown in Figure
3. Consider a set of n SLT tests T1, T2,...., Tn in
which M devices pass (G1,... GM) and W devices fail
(D1,... DW) due to SDE. The results of the ATE
tests, as they pertain to each device Gj and Dj, are
saved as —fj = [fj1,..., fin] and ——kj = [kj1...., kjn]
correspondingly. We also assign a value of 1 to
devices that pass and a value of 0 to devices that fail
as a result of SDE. We get rid of the devices that
don't have an SDE failure or a Good status. Our goal
is to create a generalizable binary classifier H using
the data from the dataset mentioned above, where
H(—-T = T1, T2,..., Tn) — {0, 1}. A prediction
label (either 0 or 1) is produced by the classifier,
which takes input in the form of a test result vector
——T.

_ T s Tn _ Label
G Ffir .0 fim 1
|Gar| | oo faa]| |1
(D] [k .. ki | [O]
| Dw | | fw1 ... Ewa| |0]

Fig. 3. Data Mapping

In our training dataset, there is a significant
imbalance between the number of samples for
devices that fail SDE and those that pass (W <<< M).
Despite our best efforts, we were unable to get
satisfactory training results with any of the
oversampling strategies we tried, including K-
NearestNeighbor (KNN) synthetic minority over-
sampling technique (SMOTE) [12], K-Means
SMOTE, and Adaptive Synthetic (ADASYN) [13].
Since the likelihood of SDE failure is greater in
LOTs with devices that display it, we made the first
order assumption that these LOTs were the only ones
from which to choose wafers. Afterwards, we
achieved device class parity by using KNN SMOTE
oversampling.

D. Data preprocessing
We removed features with more than 12% missing
values and imputed with the mean value to handle
missing values in the test data [14]. Duplicate
features have been eliminated. Additionally, we have
eliminated features with low variance, which are
variables that may not add anything to the model and
are eliminated when the p-value is less than 0.95
according to Equation 1.
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In order to increase relevance and avoid duplication
in input features, feature engineering is a vital step.
Using classifiers such as tree-based, MLP, etc., [16]
and Principal Component Analysis (PCA) [15] to
reduce features to 300 principal components while
maintaining a variance of 95% yielded only 54% area
under the receiver operating characteristic (ROC)
using the CatBoost model. We have used an
ensemble of feature selection approaches, including
L1l-norm [17] and Gini impurity [18], to enhance the
model's performance. These methods are detailed
below. L1-Norm: 1) We have penalized classifiers
using L1-Norm to estimate the sparse weights
(——W =[wl,w2,...,wn]) of tests (——T) in order to
decrease the data's dimensionality and identify
significant features. After that, we separate the
weights with non-zero values and the tests that go
along with them so we can focus on the important
characteristics. We have expressed the L1-Norm to
the cost function of the binary classifier like Equation
2 in order to locate relevant features.

M+
11111 Z —yj *log(p)— (1—y;) *log(1-p)) + |H | @

In this context, “p represents the hypothesis function,
yj stands for the ground truth, and || —>—W]||1 is the
L1-Norm.

2) Gini-Impurity: This metric allows us to calculate
the relevance of features based on impurities;
thereafter, we may use tree-based classifiers to
remove characteristics that aren't relevant. Based on
the results of Equation 3, we may calculate the split's
impurity; the feature with the lowest impurity would
be considered prime.

e —L

Fini(X) =1 — E pjz 3

F=0

In this way, we may use the impurity score to choose
the top n tests, or features. The probability of samples
belonging to class j is denoted as pj, while the
cardinality of classes is represented by |C|.

EXPERIMENTAL RESULTS

We ran trials on the "SDE fails" and "Non-SDE fails"
failure signature buckets in SLT to see how well our
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suggested technique worked. Data mistakes that do
not affect SDE are quiet and are tested for at SLT
using specialized DCDIAG test suites; data errors
that do affect non-SDE are discovered
deterministically at SLT using signatures from self-
checking internal fault detection hardware. When
creating the ML models, we relied on sklearn [19]
and the Keras framework [20].
In the sections that follow, we detail those tests.
First Experiment (A) A total of twenty-one thousand
devices examined at SLT were used in this
investigation. "Good" and "Non-SDE fails" are the
device labels that were assigned based on the SLT
test findings. After that, we took ATE test data for
each of these devices and used it to extract
characteristics. These characteristics include data
from process monitors, power and temperature
readings, all structural tests, logic at speed testing,
minimum operating voltage (Vmin) from memory
BIST tests, and more. There are around 13,000 rows
in the training dataset, 4,000 rows in the validation
dataset, and 4,000 rows in the test dataset.
First, we have trained the system to focus on the top
fifty characteristics by using the feature selection
methods described in Sections II-E. After that, we
trained a plethora of models, including a neural
network, XGBoost, RandomForest, LightGBM,
CatBoost, and Variational Autoencoder, an
unsupervised method based on mean construction
loss. However, when all test features are used from
feature selection, an XGBoost model (with 100 trees,
a booster learning rate of 0.2, and a booster of gbtree)
performs better than the others.
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Fig. 4 ROC of XGBoost model
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2) Evaluation: With an unknown test dataset
consisting of 4K devices, we evaluated the
aforementioned trained XGBoost Model. In order to
assess how well the model performed, we have used
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ROC. This statistic provides a visual representation
of our model's accuracy in class distinction, broken
down into true positives and false positives. The
model can distinguish between classes with a 98%
confidence level, as shown in Figure 4 by the area
under the ROC curve, which is 0.98. Gini impurity
and L1-Norm features may be model agnostic on
their own, but when combined with additional
features and fed into XGBoost, they allowed the
model to get a greater area under the receiver
operating characteristic (ROC) curve. A True
Negative rate of 96% and a True Positive rate of
100% for "Non-SDE fails" branded devices and
"Good" devices, respectively, were achieved by our
trained model. Second Experiment (B)

) —— Taining Loss

Valldation Loss
o7 \'

Toes

Fpochs

Fig. 5. Convergence of the MLP model

We have taken into account a larger amount of
devices in this trial compared to the first, which
included screening 1.1 million devices at SLT. We
have marked the devices as "Good" or "SDE fails"
according to the outcomes of the SLT tests. Further
characteristics were subsequently derived from the
ATE test data for each of these devices. These
characteristics include data from process frequency
monitors, power and temperature measurements, all
structural tests, logic at speed testing, minimum
operating voltage (Vmin) from memory BIST tests,
and more. For the purpose of hyper-tuning the
parameters, we have divided the dataset into two
parts: training ([180K) and validation (~20K). A test
set of one million devices has been used. Selecting a
large test set allows for the incorporation of data drift
(process-related) [21], [22] occurring over a longer
period of time. In doing so, we may evaluate the
model's capacity to generalize and its performance on
new data.
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Fig. 6. ROC of MLP model

First, education: In order to speed up the training
process, we used the feature selection strategy
outlined in II-E to decrease 100,000 features to
around 15,000 features. The dataset was then trained
using a variety of models, including neural networks,
XGBoost, CatBoost, LightGBM, and RandomForest.
A 6-layer Multi-Layer Perceptron (MLP) model was
the most effective of the bunch.
In order to avoid overfitting, it incorporates a dropout
layer at each hidden layer, which has a variable
number of nodes and varying probabilities.
Every hidden layer uses the Gaussian Error Linear
Unit activation function as its output. Figure 5
displays the model's convergence with respect to
epochs, and it is trained using entropy loss with a
learning rate of le—4. At the ninth epoch, we see a
near-perfect match between the training data loss and
validation data loss, marking an ideal point at which
to terminate training.

IV. CONCLUSION

By training and inferring on a large-scale industrial
ATE test data set using ML, we aimed to anticipate
SDE failure devices at SLT in this article. This is the
first effort of its kind, as far as we are aware. We get
a good performance score when using our proposed
approach to build a model to predict between Good
and Non-SDE (functional detectable fail) devices.
However, when we apply the same methodology to
predict SDE failing devices, we only get 26.61% of
the SDE failing devices correctly with the test data
that is available. We want to enhance the ML model's
performance in the future by expanding the
framework to cope with bigger datasets and adding
elements from pre-silicon design data, architectural
error detection hardware capabilities, Burn-In
parameters, sophisticated structural fault models, etc.
To avoid wasting test time, ML model training and
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inference will take place offline, meaning after the
ATE test, while devices are on their way to the SLT
test. With better results, we may utilize this approach
to identify which devices are likely to fail SDE tests
early on and subject them to rigorous testing. As a
result, the likelihood of SDE DPPM is reduced in that
group. Beyond that, we can reduce the amount of
time it takes to apply tests on "Good" devices, which
in turn reduces the cost of effective test time at SLT.
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