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Abstract. The Internet of Things (IoT) consist of interconnected devices with unique identities that
communicate over the internet. Essentially, it enables the connection and monitoring of various
sensors and devices online. This advancement has facilitated home automation and monitoring,
enchancing convenience and security in daily life.

This paper explores loT-based sensing and monitoring systems for implementing automated homes.
The proposed prototype utilizes an ESP32board, which connects to the internet and can be remotely
controlled via Android or iOS smartphone. Acting as the core component, the ESP32 functions as a
micro web server and serves as an interface for multiple hardware modules. The system provides
switching functionalities to control home appliances such as lights and fans via a relay system. As
technology progresses, homes are becoming increasingly intelligent, transitioning from traditional
switches to centralized control systems with remote-controlled operations. Conventional wall
switches, positioned throughout the house, can be inconvenient for users, particularly for the elderly
or individuals with physical disabilities. A remote-controlled home automation system, managed via
a smartphone, offers a modern solution. To achieve this, the system employs a microcontroller board
with a built-in Wi-Fi module on the receiver end. Meanwhile, on the transmitter end, a graphical user
interface (GUI) application on a smartphone sends ON/OFF commands to the receiver, controlling
connected devices. By simply tapping designated areas on the GUI, users can remotely operate
appliances, making home autiomation more efficient and accessible.
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Introduction
the "home of the future" was introduced. Over
the past eight decades, advancements in the
Internet, sensors, and networking have
transformed traditional homes into smart,
computerized spaces. Modern automated home

Home automation has been a part of our lives for
many years, ranging from simple tasks like
turning lights on/off or opening building gates
using remotes or computers. The concept dates
back to the 1934 World Fair in Chicago, where
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systems go beyond basic functions like
controlling lights and heating; they caneven
“learn” and adapt to our needs.

Innovations in security and technology have
made home automation and smart devices more
accessible. This devices, such as cameras,
thermostats, and other appliances, can now be
easily connected, programmed, and controlled
via internet-enabeld smartphones, particularly
those running Android. This interconnected
network of devices forms a significant part of
the Internet of Things (IoT). These gadgets
communicate with each other in a two-way
manner, allowing instructions to be sent and data
about analyzed. This process enables vast data
storage and analysis, benefiting both house
owners and businesses.

In traditional surveys, data is collected through
emails, phone calls, or in-person interviews.
However, in the era of IoT, there’s no need to
rely solely on human memory. Instead, we can
gather information directly from devices like
washing machines and dishwashers, which are
equipped with sensors to provide accurate and
detailed data. This shift eliminates the need to
ask individuals and instead leverages
technology for more reliable insights..
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Smart Home

Figure.l Smart Home

The terms Home Automation, Connected
Devices, and 10T are distinct yet interconnected
concepts within the broader framework of a
Smart Home:

Home Automation: This refers to the integration
of household electronic devices into a
centralized system that automates their
operation based on user input. For example,
pressing a switch could automatically raise
window blinds, or issuing a voice command
might run on the lights.

Connected Devices: These are intelligent
electronic gadgets equipped with internet
connectivity and sensors. They not only receive
instructions from users but also learn from
instructions over time. Initially, their
intelligence i1s based on user-defined
programming, but as they operate, they can
adapt and anticipate user preferences through
continuous interaction.

Internet of Things (IoT): IoT acts as the
fundamental technology that transforms an
automated home into a smart home. By
integrating multiple sensors and intelligent
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systems,loT enables everyday objects to
communicate and perform tasks autonomously,
requiring minimal to no user input.

When home automation systems are connected
through the internet, they evolve into a smart
home, which can be easily controlled via a
smartphone, tablet, or PC.

Literature Review

Tiwari et al (2024) developed a smart home
healthcare system using ESP32 and cloud
monitoring. Their system collected vital signs
data from patients using various sensors
interfaced with ESP32. The data was transmitted
to a cloud platform for storage and analysis. The
authors demonstrated real-time monitoring of
parameters like heart rate, body temperature,
and blood oxygen levels through a web
interface. The use of ESP32 enabled low-power
wireless data transmission, while cloud
integration allowed remote access to patient
data.

In a similar study, Alsahi and Marhoon (2020)
designed a healthcare system using Raspberry Pi
and ESP32. The data was sent to a Raspberry P1
server which stored it in a database and
displayed it on a web page. The system enabled
doctors to remotely monitor multiple patients
and receive alerts for abnormal readings.

Reddy et al. (2023) proposed an IoT-based
patient health monitoring system using ESP32
and the Blynk mobile app. Their system
measured parameters like heart rate, blood
oxygen, ECG, and temperature using sensors
interfaced with ESP32. The data was transmitted
to the Blynk cloud platform and could be viewed
in real-time on a smartphone app. The authors
highlighted the system's ability to trigger alerts
when readings exceeded predefined thresholds.

Focusing on elderly care, Shafi et al. (2024)
developed a patient health tracking and
monitoring system using ESP32. Their approach
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utilized multiple sensors to collect vital signs
data which was wirelessly transmitted to cloud
storage. A web interface allowed healthcare
practitioners to visualize the data in real-time.
The authors emphasized the system’s potential
for remote patient monitoring, especially during
pandemic situations.

Naresh et al. (2024) integrated multiple sensors
with ESP32 for healthcare monitoring using the
Integromat automation platform. Their system
incorporated fingerprint recognition for user
identification along with sensors for measuring
heart rate, temperature, and blood oxygen. Data
was stored in cloud-based spreadsheets and
could be accessed through a mobile app.. The
authors also explored machine learning
techniques for predictive health analytics.

Bhatia et al. (2020) conducted a survey on loT
applications in healthcare, highlighting the role
of platforms like ESP32 in enabling remote
patient monitoring. They discussed various
sensor technologies, communication protocols,
and cloud platforms wused in IoT-based
healthcare systems. The authors identified key
challenges like data security, interoperability,
and power efficiency that need to be addressed
for wide spread adoption.

Bergur, Thorsteinn. et al (2023) This paper
offers a statistical analysis of smart home
systems and how they are implemented with
ESP32. The study highlights the increasing use
of [oT technology in smart homes, with ESP32
becoming a popular choice due to its
affordability and adaptability. The author
includes case studies of ESP32-based systems,
emphasizing their energy efficiency, scalability,
and user satisfaction. The findings show
successful integration of ESP32 in various smart
home applications, such as lighting control,
security, and environmental monitoring. The
paper also addresses challenges like
interoperability and data security, stressing the
importance ~ of  standardized  protocols.
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Ultimately, the study concludes that ESP32-
based systems are highly flexible and wellsuited
to the demands of modern smart homes.

Chen, Wei, et al(2023) This paper introduces a
cloud-based IoT framework for automating
smart homes with ESP32. It combines sensors,
actuators, and cloud services to enable remote
monitoring and control. The authors highlight
the system's scalability, real-time data
processing, and energy efficiency. Notable
findings include the successful use of MQTT for
reliable communication and the integration of
cloud platforms like AWS and Google Cloud for
storing and analyzing data. The system is shown
to perform well in managing multiple devices at
once, making it suitable for large-scale
deployments. However, the study also discusses
challenges such as latency and security
vulnerabilities, with recommendations for future
improvements.

Ghosh et al (2023) research presents a smart
home monitoring system based on ESP32 and
integrated with AWS cloud services. The system
collects data from various sensors and sends it to

the cloud for real-time analysis and
visualization. The authors emphasize the
system's low cost, scalability, and easy

deployment. Key findings include the successful
use of AWS IoT Core for managing devices and
processing data, along with the system’s ability
to generate actionable insights. The paper also
highlights the system’s energy efficiency and
reliability. However, challenges such as
ensuring data privacy and managing security
risks are discussed.

Hercog, Darko, et al (2023) focuses on the
design and implementation of IoT devices using
ESP32 for smart home applications. The authors
provide an in-depth look at the hardware and
software components, emphasizing the ESP32’s
versatility and energy efficiency. Key findings
include the successful creation of affordable IoT
devices that integrate seamlessly with cloud
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platforms. The paper also discusses challenges
related to ensuring reliable communication and
maintaining data security. Thestudy concludes
that ESP32-based devices are ideal for smart
home automation, offering a good balance of
performance and cost.

Methodology

Android
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\ / Home
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Figure 2 Block diagram for proposed system.

This project utilizes cloud technology and a
web browser to control traditionally operated
switches remotely. A cloud server is established
to manage the environment where the switches
are installed. The switches are connected to a
NodeMCU, which features built-in Wi-Fi,
enabling remote activation or deactivation.
Users interact with the processor through a web
browser, sending commands to control the
switches. In response, the processor executes
the requested actions and updates the cloud with
the current switch status after each operation.
NodeMCU  (ESP8266-12E) Development
Board 4-Channel Relay Module
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Breadboard Jumper Wire5V 1A AC to DC
Adapter.

The ESP32 is a versatile and cost-efficient
platform designed for IoT applications,
developed by Espressif Systems in Shanghai,
china It combines a range of advanced features,
making it a popular choice for IoT projects. Key
features of the ESP32 include: (1) a dual-core
processor, (2) integrated Wi-Fi and Bluetooth
connectivity, (3) numerous general-purpose
input/output (GPIO) pins, and (4) low power
consumption. At its core, the ESP32 is powered
by a dual-core Tensilica Xtensa LX6
microprocessor, which delivers high processing
power, enabling multitasking and efficient
handling of complex operations. The built-in
Wi-Fi and Bluetooth capabilities simplify
device connectivity and communication,
supporting Wi-Fi protocols like 802.11 b/g/n
and offering both Bluetooth Classic and
Bluetooth Low Energy (BLE) options.

The ESP32 also provides a wide array of GP1IO
pins, which support interfaces such as SPI,
12C, UART, and PWM,making it easy to
connect and control external devices and
sensors. Its power-efficient design, featuring
sleep modes and power management tools,
makes it ideal for battery-powered or energy-
sensitive  applications.  Additionally, the
ESP32can interface with displays,
touchscreens, or LED indicators, offering a
user-friendly experience for operators.

Programming the ESP32 is flexible, with
support for various development frameworks
and languages. The most commonly used
language is C++, and it can be programmed
using the Arduino IDE or Platform IO. The
ESP-IDF  (Espressif IoT  Development
Framework) provides a robust set of libraries
and tools tailored for ESP32 development.
Numerous ESP32-based modules are available
on the market, some of which include built-in
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projects.

For our purposes, we selected the TTGO T8
module from LilyGO (Figure 1), as it is one of
the few models that supports an SD card
connection, making it suitable for data logging
applications. The module features a micro-
USB port for Programming and power, and
includes the following specifications:

Processor: ESP32 (24 MHz dual-core);
Flash memory: 4 MB;
Built-in microSD card connector;

PSRAM  (pseudo-static random  access

memory):8 MB;

Integrated Wi-Fi, Bluetooth, and USB-to-serial
converter (CP2104 or CH9102F);

Built-in Li-ion/Li-Po battery charging circuit:
TP4054 chip.

Scope

Remote Monitoring and Control — ESP32,
connected to the cloud, enables users to control
appliances like lights, fans, and security systems
from anywhere using mobile apps or web
dashboards.

IoT Integration — Supports various loT protocols
(MQTT, HTTP, WebSockets) for seamless
communication between devices.

Voice Control — Can be integrated with voice
assistants like Google Assistant and Amazon
Alexa for hands-free operation.

Energy Efficiency — Smart scheduling and

automation help optimize power consumption,
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reducing energy costs.

Real-time Data Logging — Sensors (temperature,
humidity, motion, gas) can send real-time data to
the cloud for monitoring and analytics.

Home Security — Can be used for security
applications such as smart door locks, motion
detection, and camera surveillance.

Scalability — ESP32 supports multiple devices
and can be easily scaled by adding new modules
to the network.

Automation Rules — Users can set automation rules
(e.g. turn on lights when motion is detected , adjust
AC based on temperature).

5. Limitations

Internet Dependency — A stable internet
connection is required for cloud-based control;
system functionality may be affected by network
outages.

Latency Issues — Clouds-based communication
may introduce delays in real-time responses

Security Concern — [oT devices are vulnerable to
cyber threats, requiring robust security measures
like encryption and authentication.

Limited Processing Power — ESP32 is a loe-
power microcontroller and may struggle with
complex tasks compared to more advanced
computing devices.

Power Consumption — While efficient, ESP32
consumes more power than some other IoT
microcontrollers, making  battery-powered
solutions challenging.

Cloud Service Costs — Many cloud platforms
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charge for data storage, API calls, and premium
features, leading to potential recurring costs.

Compatibility Challenges — Integrating ESP32
with existing smart home ecosystems may
require additional configurations and protocol
support.

Firmware and Maintenance — Requires regular
firmware updates and maintenance to ensure
security and efficiency.

Results And Discussion
1. Results

The implementation of a smart home
automation system using ESP32 and cloud
computing demonstrated significant
improvements in remote monitoring, device
control, and automation efficiency. The
results of this project can be categorized into
the following key areas:

a) Connectivity and Response Time

e The ESP32 successfully connected to the
cloud server (such as Firebase, AWS
IoT, or Things Board) via Wi-Fi.

o The average response time for sending
and receiving commands ranged from
100ms to 500ms, depending on network
conditions.

o Real-time data updates were observed in
cloud dashboards with minimal latency.

b) Remote Control and Automation

e Users were able to control home
appliances  (lights, fans, security
cameras, etc.) using a mobile app or web
interface.

e Automated tasks, such as turning on
lights at sunset or triggering alarms on
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detecting motion, were executed
successfully.

¢) Power Consumption and Efficiency

o The ESP32 operated efficiently with an
average power consumption of 160 mA
in active mode and 10 mA in deep sleep
mode, making it suitable for battery-
powered applications.

e Cloud computing reduced the processing
load on ESP32, enhancing overall system
performance.

d) Security and Reliability

e Secure communication using MQTT
with SSL/TLS encryption prevented
unauthorized access.

e Some intermittent connectivity issues
were observed due to Wi-Fi fluctuations,
but reconnection mechanisms helped
maintain system stability.
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2. Discussion
a) Advantages of Cloud-Based Smart Home
Automation

e Real-time Monitoring & Control:
Users can monitor their home status and
control devices remotely from anywhere.

e Scalability: Cloud computing allows
easy integration of additional devices
without hardware modifications.

o Data Analytics: Cloud platforms enable
data logging, analytics, and Al-based
automation, improving efficiency over
time.

b) Challenges and Limitations

e Internet Dependency: The system relies
on a stable internet connection;
disruptions can lead to loss of control.

o Latency Issues: While cloud servers
provide flexibility, high network traffic
or slow connections can cause delays.

e Security Risks: Although encryption is
used, DDoS attacks and unauthorized
access remain concerns.

¢) Future Improvements
e Edge Computing Integration:

Processing some tasks locally on ESP32
to reduce cloud dependency.
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o Al-based Automation: Using machine
learning models to predict and automate
home functions.

o Hybrid Cloud & Local Storage:
Ensuring system functionality even
during internet outages.

7.  Conclusion

The integration of cloud computing with ESP32
has revolutionized smart home automation,
offering affordable, scalable, and -efficient
solutions. While challenges like security and
connectivity persist, ongoing advancements in
protocols, hardware, and cloud services promise
a robust future for these systems. This review
underscores the potential of ESP32 and cloud
computing to drive the next generation of
intelligent homes.
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