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Abstract: The study analyses the application
of anonymisation techniques in e-commerce
logistics, focusing on methods such as
differential privacy, k-anonymity, and
synthetic data generation. The growing
concerns over data privacy have prompted
organisations in the matter of adopting
techniques to protect the sensitive
information of customers while maintaining
data utility for analytical purposes. The case
studies highlight real-world applications,
like the use of differential privacy to
enhance delivery route optimisation,
synthetic data to improve inventory
forecasting, and k-anonymity for protecting
customer data during analysis. Despite the
advancements in the techniques, the
literature explores persistent challenges in
preserving geospatial and temporal data
utility, especially in dynamic environments
like e-commerce logistics. The paper offers
a comparative analysis of the latest
research, by identifying gaps in the current
literature and suggesting areas for further
exploration, especially in the development of
Jframeworks that are adaptive
anonymisation and addressing risks of re-
identification in large-scale datasets.
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Differential Privacy, K-anonymity,
Synthetic Data, E-commerce Logistics, Data
Privacy, Geospatial Data, Temporal Data,
Machine Learning, Data Utility, Re-
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I. Introduction
A. Background and Overview of the Study

Data from the inventory keeping track of the
last-mile delivery drives the logistics sector
in e-commerce. Somehow, an increment for
data implies a rise in the concerns associated
with the privacy and security of the data.
Anonymisation is one of the influential and
critical tools that aid in balancing the dual
requirements involving the protection of
sensitive data and the preservation of the
analytical value of the data [7]. There are
certain techniques such as k-anonymity and
differential privacy that are effective in
enabling businesses to share and analyse data
for minimising the risks associated with the
privacy of data. The study enlightens the
purpose of the techniques in the logistics of
e-commerce context identifying the strategies
that ensure proper privacy without
compromising the utility.

The unexpected growth in e-commerce is the
key reason for opportunities to have
unprecedented data for the purpose of
optimising operations and enhancing the
experience of the customers. The projection
of the global e-commerce business in 2021 is
approximately $6.3 trillion, fuelling an
increase in online transactions. Significant
risks about privacy are exposed by the
entities that are involved in the process. Data
breaches of an average cost of $4.35 million
imply the need for adequate data security.
The “General Data Protection Regulation
(GDPR)” and the “California Consumer
Privacy Act (CCPA)” are a few regulations
applied for data protection. These are
essential to be implicated in the method of
anonymisation for complying with legal
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requirements and for maintaining the trust of
the customers. The proper understanding of
the application and limitations of the
anonymisation techniques are crucial in real-
world scenarios for the navigation of balance
between the privacy of data and its utility.

770.79

Figure 1: Global e-commerce logistics
market’s Size from 2020 to 2026
[1]

Figure 1 reflects the growth in the global e-
commerce logistics size of the market from
20202 to 2026. Data for 2025 and 2026 are
provided, providing assumptions depending
on the data for 2020 to 2024. Rapid growth is
noticed in the size of the market of the
industry.

B. Problem Statement

Data sharing among stakeholders of e-
commerce is one of the salient options that
increases the risk associated with the privacy
of data. The existing method of
anonymisation often compromises the utility
of data that hinders influences of operations
involved in the decision-making phase and
customer insights. Challenges are noticed in
the maintenance of privacy and utility of data
involved in the logistics of e-commerce.
Implementation of  the traditional
anonymisation process based on the reliance
on high-dimensional data, temporal patterns,
and  geospatial  information  creates
complications [15]. Almost 62% of
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businesses face significant obstacles in
privacy concerns and the anonymisation
applied addresses the challenges. Unlocking
the full utilisation of logistic data is the key
focus of the entities that are helpful to execute
their business with full potential. It is
essential to provide effective safeguards to
the sensitive data involved in the logistics of
e-commerce.

C. Aim and Objectives

The research aims to identify the

anonymisation techniques for data of e-

commerce logistics, focusing on its

influences in maintaining the utility of data
while providing safeguards to privacy. The
objectives are:

e To analyse the role of anonymisation in
providing protection to e-commerce
logistics data

e To identify the effectiveness of
techniques such as k-anonymity and
differential privacy for maintaining utility

e To explore the trade-offs between privacy
and utility of data in operations of
logistics

e To provide strategies effective for the
implementation of robust frameworks of
anonymisation in the e-commerce
industry

D. Significance and Scope
The study is important to understand the
requirements of increasing the reliance on
strategies  that are data-driven and
implemented in the logistics of e-commerce.
Effective anonymisation aids in achieving
customer  trust, ensuring  regulatory
compliance, and supporting operational
efficiency. It has become critical to provide
privacy to the data as the job market of
logistics, which was valued at $9.6 trillion in
the year 2020, increase its growth involving
more customers [15]. The research of the
study  enlightens the  purpose  of
anonymisation fostering innovation in
protecting the privacy of individual data
evolving data of technology.
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II. Literature Review

A. Anonymisation in Data Privacy
Addressing the growth in privacy concerns is
the key focus of the Anonymisation
technique in the current digital era. The
approach of K-anonymity assures the
reduction of identification risks associated
with the provided data point that is
indistinguishable from at least k-1.
Somehow, the K-anonymity faces issues in
datasets with high-dimension, in which the
maintenance of the indistinguishability is
quite challenging. Improvements such as 1-
diversity and t-closeness address the
limitations due to the incorporation of
diversity and  constraints that are
distributional. The approach to “Differential
privacy” provides controlled noise to the
datasets with the protection of individual
records in preserving the entire trend. Major
corporations, such as Google and Apple, have
adopted the approach for maintenance of
privacy-preserving for the purpose of data
analysis [5][6].

Stiong Privacy Guarantees No Privacy Guarantees

Frased dala Raw data

Anoymizaton Pseudenymizion Emcrping dtaor
methods Minimization methods removing Pl

Figure 2: Differential Privacy and the
Privacy Gradient
[2]

The above figure shows the privacy
guaranteed by the Anonymisation methods in
the logistics of e-commerce. It helps in
understanding the needs of applying the
method to the data.
B. E-commerce Logistics Data

ISSN 2319-5991 www.ijerst.com

Vol. 17, Issue 2, 2021

Sensitive information about the customers
such as the address of the customers, history
of purchasing, and preferences of delivery are
induced in the logistic data. Effective
anonymisation complies with analytics with
regulations such as the GDPR and CCPA
ensuring the usefulness of data associated
with details of the customers [8]. A reach of
over $17.75 billion of global data is expected
by 2025 in the data privacy market. Several
studies enlighten the challenges involved in
preserving the geospatial and temporal utility
in the anonymised data of logistics [9]. Loss
of valuable insights effective on the decision-
making operations is occurring due to a lack
of care in the implementation of
anonymisation.

C. Comparative Analysis of Techniques

The anonymisation methods provide several
techniques such as k-anonymity, 1-diversity,
and t-closeness that offer various levels of
protection, compromising the granularity of
data.  Artificial datasets are created
implementing the synthetic data generation
resembling data that are real and require
advance modelling for retain the utility [10].
Differential privacy is capable enough to
maintain a balance between the privacy and
utility of data in environments with
dynamics. Therefore, the implication of the
approach is increased preserving the
characteristics of the datasets. This is also
appropriate for the datasets of large-scale e-
commerce during the occurrence of
individual entries [11]. Aggregation of
insights is more valuable in this case rather
than the details are specific.

D. Challenges in Anonymisation

Unique challenges are raised due to the
unique nature of the logistics data of e-
commerce to implement anonymisation.
Delivering the route optimization depends on
the geospatial data that is difficult to
anonymise without compromising the utility
of data [12]. Another example of the
challenges is temporal data, which is an order
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of timestamps and needs careful control to
avoid compromising the patterns involved in
critical forecasting [13]. Re-identification of
approximately 23% of datasets that are
anonymised can be performed under certain
conditions. These enlightened vulnerabilities
of data. The adversarial attacks are also
adversely effective in providing adequate
security to data as malicious actors attempt to
re-identify the records that are anonymised
[14]. A robust and adaptive anonymisation
framework is essential to address these
challenges. A strong combination of
advanced techniques and a continuous
evaluation of the emerging threats is
influential in this purpose to reduce the
challenges faced in the Anonymisation ao.

Cleared cookies and browser
history

Deleted / edited something you
posted in past

Set your browser to disable or turn
off cookies

Not used website because it
asked for your real name

Used temporary usemame /
email address

Post comments without revealing
who you are

Asked someone to remove
something posted about you

Tried to mask your identity

Used a public computer to browse:
anonymously

Used fake name /
untraceable username

Encrypted your communications

Used service that allows you to
browse the web anonymously

Given inaccurate info about yourself

0% 10% 20% 30% 40% 50% 60% 70%
Figure 3: Strategies people use to be less
visible online

[3]

Figure 3 provides the tragedies that are
applied for being less visible in the online
platform that is implemented to secure many
details of the users. Somehow, in a few cases,
the parties that try to re-identify data also
apply strategies to hide their identity.

II1. Methodology

A. Research Design
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The investigation for the study is performed
by implementing both the qualitative and
quantitative data collection methods. Hence,
a “mixed method” for assembling data for the
study is executed that aids in analysing all the
edges of the study subject. The qualitative
analysis of the study includes case studies
and thematic analysis to evaluate the non-
statistical data associated with the purpose of
the study. On the other side, statistical
evaluation associated with the anonymisation
technique implementing metrics such as
utility retention, compliance rates, and
privacy risk reduction is performed in the
“quantitative research approach” for the
study. The dual mixed approach provides a
holistic understanding associated with the
trade-off and the practical implications of
several anonymisation procedures [16]. The
“Interpretivism research philosophy” is
chosen with the “abductive research design”
in the study for gathering data as a “mixed
method” is applied for this purpose. In the
study, secondary sources are implemented for
collecting data.

B. Data Collection

The sources of the quantitative data of the
study are reports of regulatory compliance,
analyses of anonymised datasets, and
performance  metrics associated  with
numerous anonymisation techniques. Case
studies and thematic analysis of industry
reports and peer-reviewed literature are
implemented for the “Qualitative data" of the
study [17]. Granular insights and broader
understanding of the contexts are provided
through the research methods adopted in the
study. Implementing these methods for
assembling data aids in improving the
efficiency of the study is focused on
analysing both statistical and non-statistical
data associated with the subject of the study.
C. Metrics of Evaluation
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c S e and
patterns | recurring | interview
themes analysis
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Table 1: Metrics of evaluation
(Source: Self-Developed)

IV. Results and Findings

A. Analysis of Techniques

K-anonymity is influential on the datasets
that are structured and somehow it struggles
in dealing with high-dimensional data. From
the Quantitative analysis of data, it is noticed
that the average retention of utility is 65%
and the qualitative findings of the study
enlighten the limitations associated with the
dynamics of datasets on which the technique
is applied [16]. Differential Privacy is one of
the influential techniques involved in
anonymisation. It provides theoretical
graduates that are strong enough and there is
a possibility of reduction of the utility of data
in the purpose of small datasets. As per the
“quantitative metrics”, the retention rate is
80% whereas the “qualitative data”
represents praising the adaptability of the
approach in the e-commerce operations that
are of large-scale. The “synthetic data”
ensures high levels of data privacy depending
on the generative model’s quality. The utility
rate is indicated above 90% with the
implication of the “quantitative tests”
analysed in the study. The challenges
associated with the synthetic data are
identified in the “qualitative data” involved in
the development of the study.
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Figure 4: Logistics industry costs
worldwide from 2010 to 2021 forecasting
until 2026
[4]

Figure 4 represents changes in the outcomes
of the logistics industry applying the
techniques. Fluctuations are noticed until
2020 in the costs of the industry and
somehow after 2021, drastic changes are
identified in the worldwide costs of the
industry. The costs of the industry are
forecasted from 2021 to 2026 depending on
data from previous years [4]. The remarkable
changes in the costs are due to the
implementation of the techniques involved in

the anonymisation methods of data.

1 3 LI
® R\\“ NI a2 I S S

ISSN 2319-5991 www.ijerst.com
Vol. 17, Issue 2, 2021

Increasing delivery costs
Reliable order fulfillment
Lack of warehouse workers
Not enough warkers
Other

None of these

0% 10% 20% 30% 40% 50%

Share of respondents

Figure 5: Biggest challenges for logistics
providers
[4]

The biggest challenges with the logistics
providers in last-mile delivery in 2020 are
provided through the above figure. The issues
are somehow effective on the efficiency of
the industry. These challenges can be reduced
by introducing e-commerce involving online
platforms. A few issues cannot be solved in
this manner such as data security for this
purpose, it is essential to apply appropriate
anonymisation methods with  several
techniques in an adequate manner focusing
on these processes.

B. Key Insights

e Unique challenges are presented in
the e-commerce of logistics due to its
insights data. The interconnections of
the attributes involved in the industry
are required to address by applying
techniques to avoid compromise in
the maintenance of utility.

e Balancing the noise addition and the
retention of utility is critical in the
matter of differential privacy. The
parameters that are Fine turning such
as privacy budget are effective on the
outcomes significantly.
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efficiency of the study providing relevant

combinations of multiple techniques
provide promises in addressing use
cases are diverse.

C. Case Study Qutcomes

of  Delivery
Route

Case Study Key Outcomes
Retailers Implemented
improve the differential privacy
Optimisation in the

anonymisation  of
geospatial data,
resulting in a 25%
enhancement in
route efficiency by
information  about
safeguarding
sensitive locations

Forecasting of
the Logistics
Platform
Streamlines
Inventory

Utilised  synthetic
data for training the
machine  learning
models enlightening
the demand
prediction to
achieve 90% data
utility and reduce
dependency on
sensitive customer
transaction data [7].

E-commerce
Vendor
Protects Data
of Customer
During
Analysis

Adopted k-
anonymity for data
sharing of customer

demographics,
ensuring
compliance with
GDPR by

maintaining a 75%
rate of retention of
data utility for the
purpose of analytics
applications

Table 2: Key Outcomes of Case Studies
(Source: Self-developed)
The case studies are analysed and details of
the studies are provided in Table 2. The key
outcomes of the case studies increase the

data associated with the subject of the study.
D. Comparative Analysis of Literature

Review
Auth | Focus Key Literature
or Findings | Gap
[5]; | Differenti | Differentia | The gap is
[6] al privacy |1 privacy | a limited
in the | aids in | exploration
anonymis | balancing | of
ation  of | the challenges
data requireme | that are
nt for | practical in
privacy large-scale
with  the | implement
data ation based
utility, on the
especially | differential
in the | privacy in
purpose of | e-
large commerce
datasets environme
for nts that are
example e- | dynamic.
commerce.
Companie
s such as
Apple and
Google
have
adopted
the
technique
for
effective
analysis of
data.
[8];[ | Data The Lack of
9] privacy in | integration | empirical
e- of studies on
commerce | anonymisa | the effects
logistics | tion of
techniques | anonymisa
such as | tion on
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data n of routes large-scale
security in | in real-time e-
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commerce | forecasting [12]; | Challenge | Geospatial | A need for
logistics. | of demand. [13] |s in | and framework
However, anonymisi | temporal |s that are
issues ng the | data which | robust,
persist in geospatial | are crucial | adaptive
the and also | for the | anonymisa
maintenan temporal | purpose of | tion
ce of the data logistics addressing
utility  of and e- | emerging
geospatial commerce | privacy
and forecasting | threats in
temporal. face data of e-
significant | commerce
[10]; [ Synthetic [ Data utility | Further challenges | logistics
[11] |data and |can be | research is of
differentia | preserved | required on anonymisa
1 privacy | by the specific tion. Re-
associated | Synthetic | performan identificati
with data | data ce on  risks
utility generation | associated and
methods with adversarial
while synthetic attacks
protecting | data remain
privacy, by | techniques significant
offering a|in various concerns.
solution domains of
for the | e- [14]; | Risks of | Re- Limited
limitation | commerce. [15] |re- identificati | research on
associated identificat | on of | the process
with k- ion and | anonymise | of
anonymity online d data is | implementi
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techniques reduction | issues, anonymisa
especially | tion
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strategies | in logistics | framework
datasets. S
Privacy dynamicall
strategies |y adjusted
are on the
important | counter of
in new kinds
minimisin | of re-
g the re- | identificati
identificati | on threats.
on risks in
environme
nts of data-
sharing.

Table 3: Comparative Analysis
(Source: Self-developed)

The focus, findings, and gaps of the articles
that are focused on in the development of the
literature review of the study are enlightened
in the above table. It aids in understanding the
primers that are inherited in the investigation
of the study. The comparative analysis is
important to understand the appropriateness
of each article involved in the study.
V. Discussion
A. Interpretation of Results
The findings enlighten the requirement of the

context-specific anonymisation strategies
involved in e-commerce logistics [8].
Quantitative  metrics focus on the

effectiveness of techniques such as
differential privacy and synthetic data, and
qualitative insights enlighten the practical
challenges and opportunities of the data.

B. Challenges and Limitations

Quantitative examines the gods revealed in
scalability = and  consistency  across
stakeholders, and  “qualitative  data”
emphasises the purpose of continuous
innovation for addressing adversarial threats.
C. Practical Implications

Robust frameworks can improve operational
efficiency and customer trust by ensuring
compliance by implementing privacy laws
[9]. The combination of qualitative insights
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and quantitative validation assures a balanced
approach for implementation.
D. Recommendations

e Adopting the hybrid anonymisation
frameworks tailoring logistics data

e Implementing techniques associated
with privacy-preserving machine
learning for sensitive analytics.

e Regularly auditing the anonymisation
processes for identification and
addressing the vulnerabilities [7].

e (ollaborating with industry
stakeholders for the development of
standardised guidelines in the matter
of anonymising logistics data

The strategies are effective in reducing the
challenges and their adverse effects on the
outcomes of the e-commerce of logistics. The
strategies are useful in providing proper data
security that is useful in addressing the issues
due to logistical concerns.

VI. Conclusion and Future Scope

The research enlightens the critical and
salient role of anonymisation in the purpose
of safeguarding data of e-commerce logistics
by preserving the utility data. Mixed-methods
findings are supportive of the techniques
adopted such as k-anonymity, differential
privacy, and synthetic data generation.
Challenges concerning data security and their
impacts are analysed in the study that is
adversely influential on the efficiency of the
e-commerce operations executed by the
entities of logistics. Recommendations for
improving the practice of the sector is
provided that are useful in executing the
operations of e-commerce logistics in an
effective and profitable manner.

Researches in the future are suggested to
explore scalable frameworks and to integrate
emerging appropriate technologies. A few of
the technologies are federated learning and
blockchain implemented for enhancing
privacy and security.
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