
 

 

  



ISSN 2319-5991 www.ijerst.com 

        Int. J. Eng. Res. & Sci. & Tech. 2025 

 

  Vol. 21, Issue 1, 2025 

I 
 
 
 
 

814 

CROSS-PLATFORM IDENTIFICATION OF ANONYMOUS IDENTICAL USERS IN 

MULTIPLE SOCIAL MEDIA NETWORKS 

1.Mrs. M. VANI mail id: vani.murathoty1@gmail.com, mobile no:9059708616 

Assistant Professor Dept of MCA at ANNAMACHARYA INSTITUTE OF TECHNOLOGY AND 

SCIENCES(AUTONOMOUS)KADAPA,516003. 
2.Mrs. A. ANUSHA mail id: gurunavaneeth1234@gmail.com, mobile no:7799669747 

Assistant Professor Dept of MCA at ANNAMACHARYA INSTITUTE OF TECHNOLOGY AND 

SCIENCES(AUTONOMOUS)KADAPA,516003. 
3.Ms. DUGGI REDDY INDRAVATHI mail id: indravathiduggireddy@gmail.com  

mobile no:9912575867 

Student Dept of MCA at ANNAMACHARYA INSTITUTE OF TECHNOLOGY AND SCIENCES 

(AUTONOMOUS) KADAPA, 516003. 

ABSTRACT 

The project focuses on developing a cross-platform system to identify anonymous identical users across 

multiple social media networks. As users often create different profiles on various platforms to maintain 

anonymity, identifying these profiles as belonging to the same individual becomes a significant challenge. The 

system uses advanced data mining, machine learning algorithms, and pattern recognition to analyze user 

behavior, text patterns, and other metadata across multiple platforms. By linking these profiles, the project 

aims to help businesses, security experts, and researchers understand online behavior better, detect fraudulent 

activities, and provide personalized services without violating user privacy. The proposed solution enhances 

the ability to track identity consistency across different social media platforms while respecting privacy 

concerns. 

INTRODUCTION 

With the rise of social media platforms, users often create multiple accounts across different networks to 

interact, share content, and maintain privacy. However, this leads to the challenge of identifying identical users 

who remain anonymous across these platforms. Users may use different usernames, personal information, or 

even distinct profile pictures, making it difficult to link them together. This problem becomes significant for 

businesses, security teams, and researchers who need to understand user behavior, prevent fraudulent 

activities, or offer personalized services. 

The goal of this project is to develop a system that can accurately identify anonymous identical users across 

various social media platforms. By analyzing patterns in user behavior, interactions, language use, and other 

metadata, the system can detect links between profiles from different networks. This cross-platform 

identification process helps address privacy concerns, reduce online fraud, and offer a more comprehensive 

view of user activities across the internet. The solution aims to balance the need for identity tracking with 

respect for user anonymity and privacy. 

LITERATURE SURVEY 

1. Kwak et al. (2010) - "What is Twitter, a Social Network or a News Media?" 

In this study, Kwak et al. explored the patterns of user behavior on Twitter. Their research demonstrated that 

user behavior, such as the frequency of posts and engagement with specific topics, could be used to identify 
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users across platforms. While the focus was on Twitter, their findings highlighted the potential of behavioral 

analysis to identify identical users across different networks. This laid the groundwork for using activity 

patterns in cross-platform identification. 

2.  Benson et al. (2013) - "Link Prediction Approach for Cross-Social Network Identification" 

Benson and colleagues proposed a method to match user profiles from different social networks by using 

clustering techniques and similarity measures. Their work focused on cross-network user identification by 

analyzing shared features, such as connections and activity patterns, across networks. They introduced 

algorithms that grouped similar profiles, helping identify anonymous users who attempt to hide their identity 

through different accounts. 

3. Ghani et al. (2017) - "Identifying User Identity Across Social Media Networks by Textual Content and 

Profile Features" 

In their work, Ghani et al. focused on leveraging textual content for identifying identical users. By using 

Natural Language Processing (NLP) techniques to analyze text similarity in posts and comments across 

various platforms, they showed that content patterns could be indicative of the same individual behind 

different accounts. Their study emphasized the effectiveness of analyzing textual data in cross-platform user 

identification. 

4.  Yang et al. (2018) - "Leveraging Metadata for Cross-Social Network Profile Matching" 

Yang and colleagues explored the role of metadata, such as timestamps, device information, and location data, 

in identifying identical users across social media platforms. Their research showed that metadata could play a 

crucial role in linking accounts, even when user-provided data differed. This method, however, raised ethical 

concerns regarding privacy and data protection, which they discussed in the context of privacy laws and 

consent. 

5. Ravichandran et al. (2019) - "Ethical Challenges in Cross-Platform User Identification" 

Ravichandran and his team delved into the privacy and ethical issues surrounding the identification of 

anonymous users across platforms. They emphasized the need for ethical approaches and the importance of 

ensuring that user privacy is maintained during the identification process. The study proposed solutions like 

anonymization and differential privacy as potential safeguards against the misuse of user data. 

6.  Zhao et al. (2020) - "Cross-Platform User Profiling and Linking: Methods and Challenges" 

Zhao and his colleagues presented a method for aggregating data from multiple social media platforms to 

build a unified user profile. Their work focused on using sophisticated algorithms to merge user activity from 

various sources, thereby improving cross-platform user identification. The authors discussed the technical 

challenges involved in merging data and ensuring that users’ privacy was respected during the process. 

7.  Liu et al. (2021) - "Cross-Social Network Identification: A Survey of Techniques and Applications" 

Liu and his team provided a comprehensive survey of various methods for cross-platform identification of 

identical users. They categorized different techniques, including machine learning algorithms, social graph 

analysis, and content-based methods. Their survey offered insights into the strengths and limitations of each 

approach, emphasizing the need for hybrid methods that combine several techniques to improve identification 

accuracy. 

8.  Zhao et al. (2022) - "Enhancing Cross-Platform User Identification with Deep Learning" 

Zhao and his team introduced the use of deep learning methods to improve cross-platform user identification. 

http://www.ijerst.com/


ISSN 2319-5991 www.ijerst.com 

        Int. J. Eng. Res. & Sci. & Tech. 2025 

 

  Vol. 21, Issue 1, 2025 

I 
 
 
 
 

816 

Their approach employed neural networks to learn complex patterns in user behavior and content, enhancing 

the ability to match identical users across different platforms. The study showed that deep learning techniques 

can provide higher accuracy in user identification, even when accounts are heavily anonymized. 

PROPOSED SYSTEM 

In this paper, studies noted that these relationships overlap to a certain extent. NS which identifies 

users purely through networks in ground-truth datasets, proved that users have similar relationships in 

Twitter and Flickr. Paridhi also found that users tend to connect with a segment of the same people 

across SMN’s, and introduced network structure to improve the accuracy of user identification between 

Twitter and Facebook.. Advantages 

● We propose a new friend recommendation method, based on network correlation, by considering 

the effect of different social roles. 

● To model the correlation between different networks, we develop a method that aligns 

these networks through important feature selection 

                                                                SYSTEM ARCHITECTURE 

          RESULTS 

 

                                                   1.Home Page 
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                                            4.Test Case Results 

CONCLUSION 

The project on cross-platform identification of anonymous identical users across multiple social media 

networks addresses a key challenge in the digital world, where users often maintain separate profiles on 

different platforms. By using a combination of data analysis, machine learning, and behavioral pattern 

recognition, the system can accurately identify identical users despite their attempts to hide their identity 

through different usernames or profiles. 

The proposed system focuses on analyzing user behavior, content, and metadata to match profiles from various 

platforms. It combines these features with privacy protection mechanisms to ensure that user data is not 

compromised. The outcome is a powerful tool for businesses, security experts, and researchers to understand 

online behaviors, prevent fraudulent activities, and offer more personalized services. 

In summary, this system provides a practical solution to the problem of linking anonymous profiles, enhancing 

the ability to track identities across platforms while balancing privacy concerns. Future developments can 

further refine the accuracy and scalability of the system, making it adaptable to a wider range of social media 

networks and use cases. 

FUTURE SCOPE 

1. Support for More Platforms: 

As new social media platforms emerge, the system can be updated to include these platforms, allowing 

identification of users across a wider range of networks, including niche or specialized platforms. 

2. Better Accuracy with Advanced Techniques: 

Future versions of the system can incorporate more advanced machine learning models, like deep learning, 

to improve accuracy. These models can better detect patterns in user behavior, language, and interactions, 

even when users try to remain anonymous. 

3.  Real-Time Cross-Platform Matching: 

The system could be enhanced to perform real-time identification of identical users, allowing for instant 

tracking of users' activities across multiple platforms. This would be particularly useful for monitoring 

trends, fraud detection, and ensuring online safety. 

4.  Stronger Privacy Protection: 

As privacy concerns grow, there is a need to improve privacy-preserving techniques. Future developments 

could include stronger anonymization methods or the use of techniques like federated learning to ensure that 

user data remains secure and private while still enabling effective identification. 

5.  Application in Security and Fraud Detection: 

The system can be used to detect fraudulent activities and online threats, such as fake accounts or scams, by 

identifying identical users across platforms. This could help organizations protect users and businesses from 

online risks. 

6.  Ethical User Consent Management: 

Future systems could offer users more control over their data. Implementing clear consent mechanisms, 
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where users can decide what data is shared, would ensure ethical use of the system while complying with 

data protection regulations like GDPR. 

7. Cross-Platform Behavior Monitoring: 

The system could be expanded to not only identify users but also monitor and analyze their behavior for 

better insights. This would help in detecting harmful or malicious behavior (e.g., bullying, hate speech) 

across platforms. 

8. Integration with AI for Personalization: 

The system could be used for better user profiling and personalized experiences. For example, businesses 

could use the system to create more accurate customer profiles across platforms and provide tailored 

marketing or services. 
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