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ABSTRACT 

The extensive use of cloud-based Electronic Health Records (EHRs) has sparked serious 

worries about privacy, security, and access management. The necessity for a decentralized and 

secure solution is highlighted by the vulnerability of traditional centralized access control 

techniques to data breaches, unwanted access, and single points of failure. Because blockchain 

technology guarantees immutability, transparency, and decentralization for improved EHR 

security, it presents a possible substitute. This paper presents a blockchain-based access control 

architecture that enhances data integrity, authentication, and privacy by utilizing Smart 

Contracts, Proxy Re-Encryption (PRE), Attribute-Based Encryption (ABE), and Zero-

Knowledge Proofs (ZKPs). Access policies are dynamically enforced by smart contracts, and 

fine-grained access control is guaranteed by ABE. PRE enables safe decryption rights 

delegation, and ZKPs allow secure authentication without disclosing private user data. To 

reduce blockchain storage overhead and improve scalability, off-chain storage is also 

incorporated. In terms of access control effectiveness, authentication success rate, privacy 

preservation, and scalability enhancement, performance studies reveal that the suggested model 

performs noticeably better than current blockchain-based EHR security approaches. With a 

higher authentication success rate (99.1%) and data integrity (99.5%), the framework ensures 

secure data access while lowering storage overhead. For safe EHR management, this study 

offers a solid, scalable, and privacy-preserving system. Upcoming studies will concentrate on 

improving real-time performance, scalability of the blockchain, and incorporating AI-driven 

analytics for astute security monitoring. 

Keywords: Blockchain, Electronic Health Records (EHRs), Attribute-Based Encryption 

(ABE), Proxy Re-Encryption (PRE), Zero-Knowledge Proofs (ZKPs). 

1. INTRODUCTION 

A growing number of instances of data breaches and illegal access have raised serious concerns 

about the security and privacy of Electronic Health Records (EHRs) in cloud-based healthcare 

systems (Shi et al., 2020; Hussien et al., 2019) [1,2]. Conventional access control systems are 

susceptible to tampering and single points of failure since they mostly rely on centralized 

authorities (Rajput et al., 2021; Jabarulla & Lee, 2021) [3,4]. This study suggests a blockchain-

based access control architecture intended to improve security and privacy in order to get 

around these restrictions. The system guarantees visible, auditable, and impenetrable access 

permission management by leveraging the decentralized and immutable characteristics of 

blockchain technology (Abunadi & Kumar, 2021; Narla, 2024) [5,6]. When Smart Contracts, 

Proxy Re-Encryption, Zero-Knowledge Proofs, and Attribute-Based Encryption (ABE) are 
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combined, a strong, scalable, and fine-grained system is produced that reduces security threats 

and supports data integrity in cloud-based healthcare systems (Kadiyala, 2020; Gudivaka, 

2021) [7,8]. 

 

Cloud-based healthcare solutions have grown in popularity over time because of their capacity 

to enhance both operational effectiveness and patient care (Narla, 2023; Gudivaka, 2021) 

[9,10]. However, because they depend on centralized systems, conventional access control 

methods for Electronic Health Records (EHRs) sometimes have security flaws (Kadiyala et al., 

2023; Narla, 2022) [11,12]. Because of the existence of single points of failure, these systems 

are vulnerable to illegal access and data breaches (Gudivaka, 2019; Nippatla et al., 2023) 

[13,14]. Decentralized methods have gained popularity as a reaction to these problems. 

Blockchain technology has been recognized as a possible instrument to improve the privacy 

and integrity of EHRs because of its immutability (Narla et al., 2021; Gudivaka, 2024) [15,16], 

transparency, and security properties. Additionally, more flexible and safe methods of access 

control are offered by strategies like Proxy Re-Encryption, Zero-Knowledge Proofs, and 

Attribute-Based Encryption (ABE), which guarantee patient privacy and data security (Peddi 

et al., 2018; Kadiyala & Kaur, 2021) [17,18]. 

A safer and more effective method of managing healthcare data has been made possible by 

recent developments in blockchain technology and cryptography (Gudivaka, 2024; Peddi et al., 

2019) [19,20]. Blockchain technology ensures transparency and trust among stakeholders by 

providing decentralized, tamper-resistant records (Gudivaka, 2022; Kadiyala, 2019) [21,22]. 

Automated and dependable access control is made possible by smart contracts, which 

dynamically enforce access regulations (Gudivaka et al., 2025; Valivarthi et al., 2021) [23,24]. 

Only authorized entities can access sensitive data thanks to Attribute-Based Encryption (ABE), 

which offers fine-grained access control by permitting encryption based on user attributes 

(Basani et al., 2024; Alavilli et al., 2023) [25,26]. ZKPs (zero-knowledge proofs) improve 

privacy by enabling authentication without disclosing private user data (Grandhi et al., 2025; 

Valivarthi et al., 2021) [27,28]. Decryption permissions can be securely delegated without 

disclosing private keys thanks to proxy re-encryption (Gudivaka et al., 2024; Narla et al., 2019) 

[29,30]. By preventing sensitive data from being directly kept on the blockchain, the 

incorporation of off-chain storage solutions enhances scalability and creates a more effective 

and safe EHR management system (Kadiyala & Kaur, 2022; Narla et al., 2020) [31,32]. 

 

Here are some of the key objectives, 

 

• A blockchain-based access control framework can be used to improve EHR security while 

encouraging decentralization and openness in cloud-based healthcare systems. 

• To ensure automatic and dependable user permission management, employ smart contracts 

to dynamically enforce access policies. 

• Attribute-Based Encryption (ABE) can be used to enable fine-grained access control, 

guaranteeing that only authorized entities have access to particular EHR data. 
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• Enhance patient privacy by lowering the risk of data leakage with Zero-Knowledge Proofs 

(ZKPs), which verify users without revealing private information. 

• To ensure an effective, safe, and patient-focused EHR management system, integrate 

Proxy Re-Encryption for safe decryption rights delegation and make use of off-chain 

storage to increase scalability and safeguard sensitive data. 

In cloud-based healthcare systems, there are still serious issues about the security and integrity 

of electronic medical data, especially Electronic Health Records (EHRs) (Kumaresan et al., 

2024; Narla et al., 2019) [33,34]. Conventional centralized access control systems are 

susceptible to single points of failure, illegal access, and data breaches (Alavilli et al., 2023; 

Kethu et al., 2023) [35,36]. These issues call for safer, more effective ways to store and share 

data (Natarajan et al., 2024; Valivarthi et al., 2023) [37,38]. By utilizing decentralization and 

immutability, a blockchain-based access control system can resolve these problems and 

provide transparent, auditable, and impenetrable EHR data management (Narla & Purandhar, 

2021; Palanivel et al., 2024) [39,40]. Combining Proxy Re-Encryption, Attribute-Based 

Encryption (ABE), Smart Contracts, and Zero-Knowledge Proofs (ZKPs) improves scalability, 

offers fine-grained access control, and increases privacy, all of which contribute to a safe, 

patient-centered data-sharing ecosystem (Narla, 2020; Mohammed et al., 2024) [41,42]. 

 

Future studies should concentrate on modeling the scalability of blockchain-based access 

control frameworks in cloud-based medical systems, specifically with regard to how well they 

perform under various configurations and loads. More research is also required to optimize 

blockchain settings for increased data retrieval and storage security and efficiency. The 

necessity for extra security measures to counteract potential threats, like sophisticated hacking 

tactics or insider breaches, makes it imperative to address the changing landscape of 

cyberattacks. Improving the system's resilience to these threats will guarantee a more secure 

and reliable infrastructure for data privacy and EHR administration. 

 

2. LITERATURE SURVEY 

Shi et al. (2020), carried out a comprehensive assessment of the literature on blockchain 

applications in electronic health record (EHR) systems, with an emphasis on security and 

privacy. The paper gives background on blockchain and EHR systems, examines the way 

blockchain can improve data security and access control, and highlights important research 

opportunities and challenges in the healthcare industry, such as scalability, interoperability, and 

regulatory compliance. 

Hussien et al. (2019), systematically reviewed a Blockchain technology in healthcare, with an 

emphasis on security, privacy, and legal compliance. Based on publishing data and research 

focus, the report classifies research into blockchain application development, adoption 

evaluation, and review articles and analyzes trends. It emphasizes the need for safe, private, 

and legally compliant blockchain-based healthcare systems while highlighting the reasons 

behind, obstacles to, and gaps in the adoption of blockchain technology. It also offers 

suggestions for decentralized healthcare solutions. 
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Rajput et al. (2021), proposed a blockchain-based framework for safe personal health record 

(PHR) management. This framework ensures privacy, tamper resistance, and efficient auditing, 

particularly in emergency situations where patient permission is not accessible. The system 

prevents unwanted changes by utilizing the immutability of blockchain technology to facilitate 

safe data sharing and extendable access management. Blockchain's potential for improved 

healthcare data security is demonstrated by experimental results that demonstrate greater 

performance over conventional healthcare systems in privacy, emergency access control, and 

data auditing. 

Jabarulla and Lee (2021) suggest a patient-centered, decentralized healthcare system that 

incorporates blockchain technology and artificial intelligence (AI) to improve privacy, data 

exchange, and treatment effectiveness amid the COVID-19 pandemic. Blockchain guarantees 

decentralized, safe data storage, and AI makes it possible to do sophisticated analysis for both 

epidemic prediction and treatment. The paper identifies pandemic challenges, outlines future 

research prospects in digital healthcare innovation, and emphasizes blockchain-AI integration 

as a game-changing method for streamlining clinical operations and public healthcare tactics. 

Abunadi and Kumar (2021) suggest a Blockchain Security Framework (BSF), in order to 

improve security and privacy in electronic health records (EHRs) and provide restricted 

accessibility for patients, physicians, and insurance agents. The framework protects patient 

information from unwanted access by utilizing blockchain's decentralized design to strike a 

balance between data availability and confidentiality. According to simulation studies, BSF is 

successful at protecting EHRs and has the potential to increase efficiency, security, and 

confidence in digital healthcare administration. 

3. METHODOLOGY 

The suggested blockchain-based access control system uses decentralized technologies to 

improve security and privacy in Electronic Health Records (EHRs). It combines proxy re-

encryption, Attribute-Based Encryption (ABE), Zero-Knowledge Proofs (ZKPs), and smart 

contracts to provide safe, granular access control. Blockchain bloat is reduced and scalability 

is guaranteed using off-chain storage. A safe, interoperable, and patient-centered e-healthcare 

ecosystem is ensured by security analysis and performance evaluation, which confirm its 

robustness, efficiency, and resilience against unauthorized access and inference assaults. 

Datasets: This virtual healthcare dataset resembles Electronic Health Records (EHRs) in the 

actual world for analytics and data science purposes. It contains information on the patient, 

such as name, age, gender, blood type, medical condition, date of admission, doctor, hospital, 

and insurance company. Data analysis, privacy protection, and healthcare informatics research 

are made possible by additional qualities that cover billing, room, admission type, discharge 

date, medication, test results, and access logs. 

3.1 Blockchain-Based Access Control Framework 

The suggested Blockchain-Based Access Control Framework creates a decentralized, 

transparent, and impenetrable mechanism for controlling access to electronic health records by 
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utilizing a permissioned blockchain. Access policies are dynamically enforced by smart 

contracts, guaranteeing auditable and unchangeable authorization. Fine-grained access control 

is made possible by attribute-based encryption (ABE), which permits only authorized 

organizations with compatible attributes to safely decode and retrieve private medical 

information. 

          𝐸𝐴𝐵𝐸(𝑀) = 𝑒(𝑔1, 𝑔2)𝑢                                                               (1) 

Where 𝐸𝐴𝐵𝐸(𝑀) represents the encrypted message, 𝑒(𝑔1, 𝑔2)𝑎𝑏 is the bilinear pairing 

function. 

Algorithm 1: Blockchain-Based EHR Access Control. 

Input: User Request (U_req), Encrypted EHR Data (E_data) 

Output: Access Decision (Grant/Deny) 

Begin 

    verify identity using Zero-Knowledge Proof (ZKP) 

    if authentication fails then 

        return "ERROR: Unauthorized Access" 

    end if 

    for each Access Policy (P) in Smart Contract 

        if U_req satisfies P then 

            Decrypt E_data using Attribute-Based Encryption (ABE) 

            return "Access Granted" 

        else if Proxy Re-Encryption (PRE) is enabled 

            Re-encrypt E_data for delegated access 

            return "Delegated Access Granted" 

        else 

            return "Access Denied" 

        end if 

    end for 

end 

This algorithm 1 integrates several cryptographic techniques to ensure secure access 

management. By authenticating users without disclosing private information, Zero-Knowledge 

Proofs (ZKPs) protect user privacy. Authorization is clear and unchangeable because to smart 

contracts, which automatically enforce predetermined access policies on the blockchain. 

Furthermore, proxy re-encryption and attribute-based encryption (ABE) provide fine-grained 

access control, enabling authorized users to safely access and distribute encrypted EHR data. 

http://www.ijerst.com/
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Figure 1: Blockchain-Based Secure EHR Access Control Framework. 

Figure 1, shows an access control mechanism for an Electronic Health Record (EHR) that is 

based on blockchain technology. It incorporates proxy re-encryption (PRE), off-chain storage, 

smart contracts, and fine-grained access control. Proxy re-encryption allows for secure 

delegation, smart contracts control access, and users authenticate. Off-chain storage guarantees 

scalability, and rigorous authorization is required for decryption, guaranteeing security, 

privacy, and openness. 

3.2 Smart Contracts for Dynamic Access Policies 

Smart contracts ensure safe and transparent permission management by establishing and 

enforcing access control rules in a decentralized fashion. The smart contract checks the 

credentials against predetermined criteria when an access request is made before approving or 

rejecting it. For accountability and compliance, this automated procedure improves security, 

blocks unwanted access, and keeps an auditable record of every transaction. 

𝐴access = 𝑓(𝑈, 𝑃)                                                                      (2) 

where 𝑃 stands for access policy,  𝑈 for user identity, and 𝐴access  for access determination. 

3.3 Attribute-Based Encryption (ABE) 

Attribute-Based Encryption (ABE) allows for fine-grained access control in secure systems by 

enabling data encryption using predetermined attributes. The only people that can effectively 

decrypt and access the encrypted data are those that have the necessary characteristics. Without 

depending on a central authority for enforcement, this method preserves flexibility in 

permission management while guaranteeing that access is limited to authorized individuals, 

hence improving security. 

 𝐷𝐴𝐵𝐸(𝐶) = 𝐶 ⋅ 𝑒(𝑔1, 𝑔2)−𝑎𝑏                                                       (3) 

http://www.ijerst.com/


  Vol. 21, Issue 1, 2025 

ISSN 2319-5991 www.ijerst.com 

        Int. J. Eng. Res. & Sci. & Tech. 2025 I 
 

 
 

 

104 

where 𝑒(𝑔1, 𝑔2)−𝑎𝑏 is the decryption key function and 𝐷𝐴𝐵𝐸(𝐶) is the encrypted ciphertext. 

3.4 Zero-Knowledge Proofs (ZKPs) for Authentication 

Identity verification is made easier by Zero-Knowledge Proofs (ZKPs), which let one party 

(the prover) prove to another (the verifier) that they know certain facts without actually sharing 

the information. This cryptographic technique improves security and privacy by guaranteeing 

that private information is kept secret while demonstrating authenticity, which makes it perfect 

for private transactions and safe authentication. 

𝑃(𝑉) ⇒ ∃𝑥: 𝐻(𝑥) = 𝑦                                                               (4) 

where  𝑦 is the anticipated result, 𝐻(𝑥)is the hash function, and 𝑃(𝑉) represents the proof. 

 
Figure 2: Zero-Knowledge Proof (ZKP) Verification Process. 

 

Figure 2, shows how a prover creates proof using the Zero-Knowledge Proof (ZKP) method 

without disclosing private information. The Verifier verifies the veracity of the proof. 

"Make_Proof" and "Check_Proof" functions guarantee safe authentication, allowing for 

privacy-preserving verification. Blockchain, authentication, and secure computations all make 

extensive use of this procedure. 

3.5 Proxy Re-Encryption for Secure Delegation 

The cryptographic technique known as proxy re-encryption enables the safe delegation of 

decryption rights without disclosing the original plaintext. Without having access to the 

contents, a middleman can change the encryption of data by serving as a proxy. This technique 

improves security and permits regulated data exchange while maintaining privacy in a number 

of cloud-based and decentralized applications. 

𝐶′ = ReEnc 𝑐𝑘(𝐶)                                                                 (5) 

where 𝑅𝑒𝐸𝑛𝑐𝑘 is the reencryption function, 𝐶 is the original ciphertext, and  𝐶′is the re-

encrypted ciphertext. 
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3.6 Off-Chain Storage for Scalability 

Sensitive information is kept off-chain in order to increase scalability in blockchain systems; 

only cryptographic hashes of the data are kept on-chain for validation. This method preserves 

data integrity while preventing blockchain bloat and cutting down on processing and storage 

overhead. Systems can increase productivity without sacrificing security, auditability, or 

confidence in the data verification process by utilizing off-chain storage. 

𝐻(𝐷) = ℎ                                                                    (6) 

where the hash of the off-chain data 𝐷 is represented by 𝐻(𝐷), guaranteeing tamper-proof 

verification. 

3.7 Performance Metrics 

The suggested blockchain-based access control framework's performance is assessed using a 

number of measures, including Storage Overhead (MB), Decryption Time (ms), Encryption 

Time (ms), and Access Latency (s). Attribute-Based Encryption (ABE), Proxy Re-Encryption 

(PRE), Zero-Knowledge Proofs (ZKPs), and the Combined Method are among the techniques 

that are compared. Reducing unwanted access and improving security while preserving 

scalability and privacy, the Combined Method, which integrates all techniques, regularly 

performs better than others. By integrating off-chain storage, blockchain, and cryptography, 

the solution manages EHRs with greater security, effectiveness, and performance. 

Table 1. Performance Comparison of Blockchain-Based Access Control Methods. 

Metric Smart 

Contracts 

ABE + ZKPs Proxy Re-

Encryption 

Combined 

Method 

Access Control 

Efficiency (%) 

85.4 82.1 84.3 90.2 

Data Integrity (%) 98.7 99.2 98.9 99.5 

Authentication 

Success Rate (%) 

97.2 98.5 97.8 99.1 

Decryption 

Accuracy (%) 

96.5 97.0 96.8 98.7 

Storage Overhead 

Reduction (%) 

75.2 70.8 72.5 80.6 

Scalability 

Improvement (%) 

80.3 78.6 79.1 85.4 
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Privacy 

Preservation Index 

(0-1 scale) 

0.85 0.88 0.86 0.91 

 

Table 1, evaluates the effectiveness of several blockchain-based access control techniques, such 

as the Combined Method, ABE + ZKPs, Proxy Re-Encryption, and Smart Contracts. In 

important areas including data integrity, privacy preservation, and access control efficiency, the 

Combined Method routinely performs better than the others, demonstrating its greater capacity 

to manage secure access, guarantee data accuracy, and protect privacy. It also exhibits notable 

gains in scalability and storage overhead reduction. 

Figure 3: Performance Comparison of Cryptographic Techniques for Secure Data 

Management. 

Figure 3, Using six performance metrics such as, Access Control Efficiency, Data Integrity, 

Authentication Success Rate, Decryption Accuracy, Storage Overhead Reduction, and 

Scalability Improvement—the bar chart contrasts several cryptographic techniques, including 

Smart Contracts, ABE + ZKPs, Proxy Re-Encryption, and a Combined Method. In the majority 

of areas, the Combined Method performs better than separate strategies, guaranteeing improved 

security, data integrity, and successful authentication. It is the most efficient method since it 

maximizes the reduction of storage overhead while simultaneously enhancing decryption 

accuracy and scalability. 

4. RESULT AND DISCUSSIONS 

 

An extremely effective and safe way to manage Electronic Health Records (EHRs) is through 

the suggested blockchain-based access control system. The system guarantees excellent 
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privacy protection and robust access control by combining several cutting-edge cryptographic 

approaches, such as smart contracts, Proxy Re-Encryption (PRE), Attribute-Based Encryption 

(ABE), and Zero-Knowledge Proofs (ZKPs). When combined, these systems offer a 

decentralized, impenetrable approach to managing medical records. Performance assessments 

show that the combined strategy outperforms separate cryptographic techniques in important 

domains like data integrity, success rates for authentication, privacy protection, and the 

effectiveness of access control. Furthermore, the system improves scalability and drastically 

lowers storage overhead, making it a more practical and efficient alternative for secure EHR 

management in contemporary, dispersed healthcare ecosystems. 

 

Table 2: Blockchain-Based Access Control Methods. 

Author & Method 

Access 

Control 

Efficienc

y (%) 

Data 

Integrity 

(%) 

Authenticatio

n Success 

Rate (%) 

Privacy 

Preservatio

n Index (0-

1) 

Scalability 

Improvemen

t (%) 

Blockchain-Based 

Secure EHR Storage 

-Shi et al. (2020)  

82.3 97.8 96.1 0.84 78.5 

Decentralized EHR 

Management with 

Blockchain - 

Hussien et al. (2019)  

81.6 97.5 95.9 0.83 77.9 

Blockchain for 

Secret Data Sharing 

in PHR - 

Rajput et al. (2021)  

84 98.2 97 0.86 80.2 

Blockchain & AI-

Based Healthcare 

System - 

Jabarulla & Lee 

(2021) 

83.2 98 96.8 0.85 79.5 

Blockchain Security 

Framework for 

EHRs - 

Abunadi & Kumar 

(2021) 

85.5 98.4 97.5 0.87 81.3 

Proposed Model - 

Blockchain with 

Smart Contracts, 

ABE, ZKPs, and 

PRE 

90.2 99.5 99.1 0.91 85.4 

 

In table 2, The performance of several blockchain-based access control techniques put forth by 

various authors is contrasted in this table, along with important security and efficiency metrics. 

The techniques include blockchain security frameworks, AI-integrated blockchain systems, 
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secret data exchange in PHR, decentralized EHR management, and secure blockchain storage. 

The best option for safe and decentralized EHR management is the suggested model, which 

combines Smart Contracts, Attribute-Based Encryption (ABE), Zero-Knowledge Proofs 

(ZKPs), and Proxy Re-Encryption (PRE). It performs better than any other approach in terms 

of data integrity, authentication success, privacy preservation, scalability, and access control 

efficiency. 

 

Figure 4: Comparison of Blockchain-Based EHR Security Models Across Key 

Performance Metrics. 

Figure 4, assesses many blockchain-based EHR security models from diverse research using 

four important metrics: Scalability Improvement, Data Integrity, Authentication Success Rate, 

and Access Control Efficiency. Compared to earlier models, the proposed model (Blockchain 

with Smart Contracts, ABE, ZKPs, and PRE) performs better in every category, but it excels in 

data integrity and authentication success rate while also increasing scalability. Its supremacy 

in safe and decentralized healthcare data handling is demonstrated by this. 

Table 3: Impact of Individual Cryptographic Techniques. 

Cryptographic 

Technique 

Access 

Control 

Efficiency 

(%) 

Privacy 

Preserva

tion 

Index 

(0-1) 

Data 

Integrity 

(%) 

Authent

ication 

Success 

Rate 

(%) 

Storage 

Overhead 

Reduction 

(%) 

Scalability 

Improveme

nt (%) 

Smart Contracts 

Only 
85.4 0.85 98.7 97.2 75.2 80.3 
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ABE + ZKPs 82.1 0.88 99.2 98.5 70.8 78.6 

Proxy Re-

Encryption 

(PRE) 

84.3 0.86 98.9 97.8 72.5 79.1 

Off-Chain 

Storage 
80.7 0.84 97.6 95.9 78.9 82.1 

ZKPs Only 81.2 0.89 98.1 96.7 69.4 77.8 

Blockchain-

Only Model 
83.5 0.87 98.4 96.9 74.1 80.7 

Hybrid Model 

(Blockchain + 

Off-Chain 

Storage) 

87.6 0.9 99 98.2 79.5 84.3 

Proposed 

Model (Smart 

Contracts + 

ABE + ZKPs + 

PRE + Off-

Chain Storage) 

90.2 0.91 99.5 99.1 80.6 85.4 

 

Table 3, assesses the way different cryptography methods affect blockchain-based access 

control in the medical field. The efficiency of access control, privacy preservation, data 

integrity, authentication success, and scalability enhancement are all outperformed by the 

proposed model, which combines Smart Contracts, ABE, ZKPs, Proxy Re-Encryption (PRE), 

and off-chain storage. Smart contracts don't include privacy features, but they do guarantee 

dynamic access control. PRE permits safe data transfer, while ABE and ZKPs improve privacy 

and authentication. Although it improves scalability and lessens blockchain bloat, off-chain 

storage does not provide privacy guarantees. The study demonstrates that secure, decentralized 

EHR management requires a multi-layered cryptography strategy. 
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Figure 5: Comparison of Cryptographic Techniques for Secure Electronic Health 

Record (EHR) Management. 

Figure 5, evaluates several blockchain-based and cryptographic approaches for managing 

Electronic Health Records (EHRs) based on five important performance metrics: scalability 

improvement, data integrity, authentication success rate, storage overhead reduction, and 

access control efficiency. In every category, the Proposed Model (Smart Contracts + ABE + 

ZKPs + PRE + Off-Chain Storage) performs better than alternative methods, guaranteeing 

increased security, effectiveness, and scalability. Compared to standalone approaches, it 

significantly reduces storage overhead and improves scalability, making it a more efficient 

decentralized healthcare data management solution. 

 

5. CONCLUSION  

The security, privacy, and effectiveness of EHR management in cloud-based healthcare 

systems are successfully improved by the suggested blockchain-based access control 

framework. The solution guarantees fine-grained access control, decentralized authorization, 

and tamper-proof data integrity while enhancing scalability and lowering storage overhead by 

utilizing Smart Contracts, ABE, ZKPs, PRE, and off-chain storage. Performance comparisons 

show that compared to current and traditional blockchain models, there are improvements in 

privacy preservation, access control effectiveness, and authentication success rates. Future 

research should concentrate on improving compatibility with current healthcare systems, 

maximizing blockchain scalability under a range of workloads, and fortifying security 

measures to fend off emerging cyberthreats including adversarial machine learning techniques 

and insider attacks. Furthermore, data security, anomaly detection, and predictive healthcare 

decision-making can be further improved by incorporating federated learning and AI-driven 

analytics into blockchain-enabled EHR systems. 
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