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Abstract
Distributed cloud networks pose many security and privacy issues coupled by complex cyber
threats, that need to be handled, not only in the realm of data security and privacy, but also to
collaborate on threat detection. This research paper looks at the benefits and hurdles
signifying Privacy-Preserving Federated Learning (PPFL) in the area of Cybersecurity
through distributed machine learning systems. It evaluates differential privacy, secure
aggregation and homomorphic encryption possibilities for protecting the sensitive
information of a network and offers collaborative intrusion detection. The proposed
framework evaluates cyber security issues based on publicly available cyber security datasets
incorporating accuracy, precision, recall, F1 score, communication overhead, computation
efficiency and adversarial resilience. The results of the analysis indicate the potential of PPFL
to provide both privacy protection and cybersecurity performance. Scalable federated
architectures are recommended in the study where secure, reliable and privacy protected
distributed cloud architectures are developed.
Keywords: Federated Learning, Cybersecurity, Privacy Preservation, Distributed Cloud
Networks, Intrusion Detection, Differential Privacy, Secure Aggregation, Homomorphic
Encryption.

1. Introduction

Today's organisations have faced a revolutionary transformation of the digital ecosystem
when it comes to things like cloud and distributed data centres, the Internet of Things (IoT)
devices and the concept of edge computing. While these solutions provide scalability,
flexibility and costs, they have also opened the door for organisations to become targets for
various types of cyber threats such as DDoS, malwares, ransomware, unauthorised access,
data breaches or advanced and sophisticated attacks like Advanced Persistent Threats.
Therefore, repetitive cybersecurity techniques increasingly depend on centralized machine
learning models that have the ability to transfer great volumes of network traffic, users data,
and system logs to a central machine for analysis. All this concentration of private
information gives rise to privacy issues, risk of exposure of the data and control and
regulation problems.
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Actually, Federated Learning (FL) has become a new paradigm for machine learning where
multiple distributed parties are able to learn a shared predictive model, while preserving the
originality of data locally, and sharing a subset of their data locally with the other parties.
Instead, the participating cloud nodes train independent local models, and send back to the
aggregation server model parameters or gradients. Then, the global model is split into all the
participating nodes to be learned in each node. Developed such decentralized model opens up
the opportunities to address cybersecurity intelligence strength and local data ownership
(Nguyen et al., 2021; Li et al., 2020).

But it's not as private as you may think and not so secure. The high level of abstraction of the
model can lead to revealing sensitive information through gradient inversion, membership
inference attacks and model reconstruction. Also potential miscreants may try to inflict
corrupted updates to the participants using a poisoning attack, using backdoor attacks and
Byzantine behaviour. Therefore, it is important to include some other privacy-preserving
techniques, such as differential privacy (DP), homomorphic encryption, secure multiparty

computation, and secure aggregation in creating trustworthy FL environments (Mothukuri et
al., 2021).

These mechanisms help achieve collaboration in the following areas of distributed cloud
network: IDS, Identification of abnormal traffic, Classifying malwares, and threat
intelligence sharing. In practice, however, several drawbacks, such as the high computational
cost, transmission delay, the variety of network environments, non-independent and
identically distributed (non-1ID) sets, and scalability limitations must be addressed.

In this regard, the current investigation deals with the potential of the federated learning
approach for improving the cybersecurity of decentralized cloud networks, without
compromising privacy. It's centered on security, scalability and efficiency of decentralized
learning architectures and privacy enhancing technologies in creating a secure, efficient and
scalable cybersecurity system. The privacy—threat detection accuracy, computational
efficiency and robustness of the threat detection to adversarial attack are also taken into
account in the study.

2. Literature Review

Li et al. (2020) studied the basic Fed-Learning architecture and identified the fundamental
problems with regards to communication efficiency and heterogeneous data and distributed
optimization. The results of their experiments laid the groundwork for the use of federated
learning in decentralized computing.

Nguyen et al. (2021) discussed various applications of FL in distributed analytics, attack
detection, and privacy applications in an IoT network. Similarly, Khan et al. (2021) surveyed
recent developments of FED LEARNING FRAMEWORK for IoT with the perspective of
Security, Privacy, Scalability and Communication Efficiency.
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In their comprehensive study on federated learning security and privacy (MOTHUKURI+
2021), they identified some of the vulnerabilities including malicious clients and information
leakage and adversarial manipulation. Their study highlighted the need for embedding
security solutions within federated learning systems and not putting blind faith in the notion
of distributed data storage being secure.

The following researchers, Zhang et al. (2021), have provided details regarding the security
and privacy issues faced in federated learning systems and discussed some potential
mechanisms to mitigate the issues. Their findings revealed the importance of taking
confidentiality and model integrity into account in tandem. Vyas et al. (2024) discussed
only the federal learning privacy issue in connecting an intrusion detection in IoT systems,
emphasizing on privacy boosting mechanisms in joint cyber security applications.

Belenguer et al. (2025) gave an overview of federated learning applications in the field of
intrusion detection systems (IDS) and discussed the challenges of communication overhead,
computational needs and privacy issues. Likewise, Zhang et al. (2025) also recently reviewed
federated learning-based intrusion detection techniques and special attention was used to
detect its distributed intrusion detection and the issues associated with employing
heterogeneous networks.

Abdulkhay and Shin (2025) investigated privacy-preserving, federated intrusion detection
with the non-IID data scenario with their SAFE-IDS framework. They mentioned the
differences of the local network traffic pattern as an essential factor for improving the
collaborative performance on detection. Additionally, Shalabi et al. (2025) explored the
privacy-preserving federated learning approach in network intrusion detection, highlighting
the need for a combination of decentralized training and effective privacy and security
measures.

Recently, Mankotia et al. (2026) put forward a novel federated learning-based privacy
preserving network intrusion detection system (FedPrIDS) for IoT network environment. The
study clarified that collaborative learning is relevant in facing the challenges of cyber threat,
while not having to share sensitive information about the networks. To build on this research,
Bunko et al. (2026) systematically investigated various options related to federated intrusion
detection's privacy preserving approaches. They identified also the need for more than mere
control of the local storage of raw data, there must be other safeguards against gradient
leakage and inference attacks — as well as against a poison attack.

Research Gap: While the literature highlighted the benefits of federated learning for
distributed cybersecurity, several key challenges have yet to be considered — challenges
regarding integrated application of privacy enhancing technologies, adversarial resilience,
communication efficiency and scalability in distributed cloud networks. An integrated
framework for assessing not only privacy protection, but cybersecurity detection performance
as well, is possible. In this study, we strive to overcome this research gap by investigating the
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effectiveness and usability of federated learning in distributed cloud cybersecurity settings
with privacy concerns.

Methodology

The present study is of a quantitative and experimental type of research, which deals on the
effectiveness of Privacy Preserving Federated Learning (PPFL) for Cyber Security in
Distributed Cloud Networks. For the study, secondary data is used and comes from publicly
available cybersecurity datasets, including CIC-IDS2017, CSE-CIC-IDS2018, which contain
normal network traffic and various types of cyberattacks, respectively, and UNSW-NB15. An
architecture that involves multiple distributed cloud nodes that train local ML models without
sharing network data with a central server point of aggregation is considered. To improve
data confidentiality, both federated averaging (FedAvg) and secure aggregation mechanisms
are used for aggregating the global model, and verified. The accuracy, precision, recall, F1-
score, false rating, communication overhead and computational time are used to evaluate the
performance of the proposed framework. Comparison is done in two perspectives: detection
effectiveness and operational efficiency, with conventional centralized learning and privacy-
preserving federated learning. Interpretation of the results and identification of the
applicability of the proposed framework in fulfilling the provision of secure and scalable
cybersecurity management in distributed cloud environments are performed by descriptive
statistics and comparative performance analysis.

4. Results and Analysis

The results and analysis discuss the efficacy of Privacy-Preserving Federated Learning
(PPFL) that enhances Cyber security in distributed Cloud networks. Classifiers' accuracy,
precision, recall, F1-score, false positive rate, privacy protection, communication overhead,
computational efficiency are analyzed.

4.1 Comparative Performance of Machine Learning Architectures

Table 1: Comparative Performance of Learning Architectures

Performance indicators | Centralized ML | Federated Learning | PPFL
Accuracy (%) 98.20 96.80 95.60
Precision (%) 97.90 96.10 95.20
Recall (%) 98.40 96.50 95.80
Fl-score (%) 98.15 96.30 95.50
False Positive Rate (%) | 1.20 2.10 2.40

The result shows that the centralized machine learning model can achieve the highest
accuracy of 98.20%, the traditional federated learning model can achieve the highest
accuracy of 96.80%, and the PPFL model accuracy can achieve the highest value of 95.60%.
In the Federated approach, privacy-preserving ML models have a small but practical drop in
their out-of-sample accuracy but the reduction in the accuracy of detecting these models is
also comparable. The F1 Score which is a measure of both precision and recall score is
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95.50% indicating a good balance between the two scores. This may have to be implemented
with some performance trade-offs, in the form of a rise in the false positive rate for PPFL, but
other privacy enhancing mechanisms can also be explored.

4.2 Intrusion Detection Performance by Attack Category
This analysis considers the extent to which the proposed PPFL framework can enable the
detection of multiple threats to cyber security in a distributed cloud network.

Table 2: Attack Detection Performance Using PPFL

Attack category Precision (%) | Recall (%) | Fl1-score (%0)
DDoS Attacks 96.40 97.20 96.80
Brute Force Attacks | 94.80 93.60 94.20
Botnet Attacks 95.60 94.40 95.00
Port Scanning 97.10 96.20 96.65
Malware Attacks 93.80 92.60 93.20
Data Exfiltration 92.40 91.80 92.10

The findings show that the suggested framework is efficient in various types of cyberattacks.
The best Fl-scores can be attained for DDoS detection with 96.80% and for port scanning
with 96.65%. The obtained F1-score of malware detection and data exfiltration are relatively
low at 93.20% and 92.10%, respectively. This variation suggests that it will be proffered that
the complexity and behaviour of cyberattacks affects the detection performance. Results
indicate that PPFL might facilitate distributed discovery of threats without losing sensitive
network data at the participating nodes.

4.3 Evaluation of Privacy-Preserving Mechanisms
Model updates could potentially reveal sensitive data even if the original data is stored
locally, thus privacy protection is a critical factor in federated learning. The following
analysis is the comparison of contribution from various privacy preserving mechanisms.

Table 3: Comparative Evaluation of Privacy Mechanisms

Privacy mechanism Privacy protection | Accuracy | Computational overhead
level (%) (%0) (%)
Conventional FL 65 96.80 8
Differential Privacy 88 95.90 15
Secure Aggregation 92 96.10 19
Homomorphic Encryption 96 94.20 32
Combined PPFL 98 95.60 25
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Coordinated FLbased approaches guarantee the highest level of privacy protection (98%) as
shown by the analysis, suggesting possible benefits of combining multiple privacy protecting
mechanisms. With a high level of computational complexity, it offers a level of privacy
protection of 96%, but it has a relatively high computational rate of 32%. The proposed PPFL
structure has obtained the balance between privacy protection and the detection accuracy, and
its test accuracy is 95.60%, the computation burden is 25%. Overall, usage of these
technologies implies computational surcharges when deployed for improving confidentiality,
but the results discussed here indicate that such improvement is possible.

4.4 Communication Efficiency in Distributed Cloud Networks

Efficiency of communication is also critical when collaborating training of models with
multiple cloud nodes. Regular updates to models may lead to higher bandwidth usage and
delay.

Table 4: Communication Efficiency Analysis

Learning architecture Communication | Data exchanged | Average latency
rounds (MB) (ms)

Centralized ML 100 2,400 180

Conventional FL 100 1,250 145

Privacy-Preserving FL 100 1,580 165

Findings show that conventional federated learning (FL) consumes 1,250 MB of
communication data while centralized learning consumes 2,400 MB of communication data.
Additional communication due to the secure aggregation and privacy-related operations in
privacy preserving federated learning doubles the need for extra 1,000 MB for each horizon.
However, the central learning communicates the data to communication modules
approximately 34.17% more than the PPFL. It has an average of 165 milliseconds compared
to the centralized approach's 180 milliseconds. This means that PPFL enables reasonable
level of communication efficiency and adequate protection of privacy.

4.5 Computational Efficiency and Scalability
Federated learning's scalability relies on its capacity to process more and more cloud nodes in
the distributed setting without significantly compromising processing speed.
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Table 5: Scalability Analysis of PPFL

Number of cloud | Detection accuracy | Training time | System resource
nodes (%20) (seconds) utilisation (%)
3 94.80 120 48
10 95.10 185 56
15 95.40 240 64
20 95.60 310 72
25 95.30 395 81

The results show that the detection accuracy increases to be 94.80% with 5 cloud nodes and
95.60% with 20 cloud nodes. But as the number of nodes increases to twentyfive, its accuracy
will slightly decrease to 95.30% with training time of 395s, and utilization of resource will be
increased to 81%. Of course with more nodes collaborating in a learning activity, the
likelihood of success increases but as the number of nodes increases, so too can processing
requirements and communication requirements affect operateability.

4.6 Comparative Assessment of Overall Performance
Table 6: Overall Performance Assessment

Parameters Centralized ML | Conventional FL. | PPFL
Detection accuracy (%) 98.20 96.80 95.60
Privacy protection (%) 35 65 98
Communication efficiency (%) | 55 85 78
Computational efficiency (%) | 92 88 75
Scalability score (%) 70 86 90
Adversarial resilience (%) 62 76 91

The consolidated results are shown to have significant privacy protection, scalability and
adversarial resistance capabilities for PPFL. It has a privacy protection score of 98% and an
adversarial resilience score of 91%, which are better than the other two architectures. But
there is still a benefit of centralized machine learning system in terms of accurate detection
and computation time. The “standard” federated learning comes in the middle-ground.
Overall, PPFL bears an encouraging balance, between the effectiveness in the cybersecurity
and privacy protection.

4.7 Hypothesis Testing
The following hypotheses was raised to evaluate the effectiveness of privacy-preserving
federated learning.
e Hi: Privacy-preserving federated learning significantly improves privacy protection
and cybersecurity performance in distributed cloud networks.
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Table 7: Hypothesis Testing Results

Parameters Calculated t-value | p-value | Decision
Privacy protection 4.82 0.001 Reject Ho
Adversarial resilience 3.96 0.003 Reject Ho
Detection accuracy 1.74 0.091 Fail to reject Ho
Communication efficiency | 2.89 0.012 Reject Ho

Based on the results of the hypothesis testing, each of the p-values obtained is less than 0.05,
which infer that the hypothesis is accepted (there is an improvement in the measure of
privacy protection, adversarial resilience, and communication efficiency). The p-value that
was obtained for the detection accuracy is however not statistically significant (p-
value>significance level), and therefore will not be reported separately. Thus, the null
hypothesis is rejected for privacy protection, while it is not rejected for adversarial resilience
and communication efficiency, but the null hypothesis is rejected for detection accuracy. It
implies that the main benefit of PPFL is boosting the privacy and security instead of making
improvements to predictive accuracy over classic architectures.

4.8 Overall Findings

Overall results indicate that privacy-preserving federated learning can be a potential solution
to fortify the cybersecurity for distributed cloud computing system. The proposed architecture
is shown to attain 95.60% true-positive rate (TPR) accuracy, 98% privacy protection and 91%
adversarial resilience in the illustrative analysis. It also shows how to scale down the amount
of communication data exchange between the various cloud nodes so as to achieve
collaborative threat detection while reducing communication data exchange compared with
centralized learning. However, privacy enhancing mechanisms also incur more processing
time and can slightly lower detection accuracy. The study indicates that the number of nodes
in the cloud, the level of network heterogeneity, and the attack type of the cyberattacks have
an effect on performance. Thus, a well-designed PPFL system needs to consider several
important aspects: maintaining privacy, implementing efficient communication, performance
of the model, and computational considerations to guarantee reliable and scalable cyber
defense protection.

Conclusion

Overall, the study indicates that Privacy-Preserving Federated Learning (PPFL) could be a
significant way to improve cybersecurity in distributed cloud situations, since it permits most
of the information required for threat identification to be processed without the movement of
delicate network information from one place to another. The research it does offer gives an
insight into its capabilities in detecting DDoS attacks and malware, or brute force attacks,
botnets, etc., and maintain data security and privacy. A proposed framework shows that
reliability in cybersecurity has a positive relationship with data privacy, scalability and god
Boltzmann's adversarial resilience. The confidentiality of distributed learning processes is
also ensured through the use of secure aggregation and differential-privacy along with using
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the homomorphic encryption. Communication delay and computational costs of
implementing the framework, uncertain precision of the detection and heterogeneous load
become a bit of a challenge. Thus, the privacy preserving Federated Learning paves the way
in the creation of secure, distributed, and large-scale cyber-security framework for current
cloud applications.

Recommendations

Federated learning, coupled with an added layer of privacy, could be deployed across clouds
and in tandem to help facilitate staggered monitoring coupled with a cybersecurity emphasis
in a cloud environment. Some of the policies like “differential privacy” and ‘“secure
aggregation” can be implemented by FL architectures to lessen the risk of transmitting
information leakage and preserve valuable information in the network. There is also a need
for having good modelsite detection and prevention mechanisms in place for occurrence of
malicious model updates and data poisoning / adversarial attacks. Moreover, algorithms for
efficient and effective aggregation with minimal computation, model architectures and
allocation of resources should be taken into account depending on the characteristics of the
application, to reduce the computational cost and system scalability. The importance of
stable, federated cyber security systems as well as regular security audits, continuous
evaluations of the model and regular privacy assessment procedures are recommended.
Future work can explore the application of Blockchain technology for trust building in
Distributed cloud networks and exploring the application of EAI and adaptive Federated
learning for real-time Thunder threat discovery in Heterogeneous distributed cloud networks
in order to achieve transparency, accountability and real-time threat discovery.
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