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ABSTRACT

The broad dissemination of altered facial photographs, especially Deepfakes, which are getting harder to
identify with traditional techniques, is made possible by the Internet's quick development. While existing methods
concentrate on intricate network architectures or geographical domain properties, they sometimes lack resilience
against advanced counterfeit techniques. In order to overcome this, we suggest a Deepfake detection framework based
on MobileNetV2, which uses effective convolutional feature extraction to accurately classify real and fake facial
photos. In order to guarantee consistent input quality and improve the discriminative features for detection, the
framework starts with OpenCV-based preprocessing, which includes face detection, alignment, and normalisation. By
automatically learning hierarchical spatial features from the pre-processed facial photos, MobileNetV2, a lightweight
yet powerful convolutional neural network, replaces the requirement for manually created features.

1. INTRODUCTION

Deepfakes, or extremely realistic synthetic
content, are a result of the development of advanced
artificial intelligence and deep learning technologies,
which have revolutionised the creation of digital media.
Deepfakes are altered facial photos or videos made by
deep generative models, such autoencoders and GANS,
that can accurately mimic or change human features.
Although this technology can be used for creative,
educational, and entertainment purposes, it has also
presented serious risks to digital media's security,
privacy, and credibility. Global concerns have been
raised by the malicious use of Deepfakes in identity
theft, political manipulation, and the dissemination of
false information, making automated detection methods
an important topic of study. Because deep learning-
based techniques can  automatically  extract
discriminative features, they have become effective
alternatives to these restrictions. In this work, we present
a Deepfake detection system based on the lightweight
and effective convolutional neural network architecture
known as MobileNetV2. Face detection, alignment, and
normalisation are among the OpenCV-based
preprocessing methods that support the system and
guarantee consistency and enhance feature quality. The
hierarchical spatial features that capture texture
inconsistencies and visual artefacts caused during
manipulation are then learned using MobileNetV2. This
combination allows for cross-dataset generalisation by
improving resilience and lowering reliance on manual
feature engineering. MobileNetV2's lightweight design
guarantees quicker training and deployment, which
makes it appropriate for real-time applications.
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The suggested system solves scalability issues in
addition to accurately classifying actual and false
photos. This work helps create trustworthy Deepfake
detection algorithms by striking a compromise between
efficiency and accuracy. The concept may find use in
digital forensics, social media monitoring, media
verification, and security. The study's ultimate goals are
to reduce the negative effects of malevolent Deepfake
use and rebuild confidence in digital media.

PROBLEM SYSTEM

The increasing use of Deepfake technology has
made it difficult to distinguish between real and
manipulated facial images. Existing detection methods
often lack accuracy and robustness against advanced
forgeries. Therefore, there is a need for an efficient and
lightweight Deepfake detection system that can
accurately classify images as Real or Fake using
OpenCV preprocessing and the MobileNetV2 deep
learning model.

2. EXISTING SYSTEM

Convolutional Neural Networks (CNNs) are
the main tool used by current Deepfake detection
systems for spatial domain analysis; hybrid designs with
transformers are occasionally used. These models look
for irregularities or artefacts in facial regions, like
mismatched textures, distorted facial expressions, or
abnormal blinking. While some employ attention
processes or multi-scale feature extraction, others try to
improve feature extraction by transforming images into
frequency or residual domains. Some additionally
investigate anomalies in image quality and information
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to enhance classification performance. However, when
Deepfake creation techniques advance and yield more
photorealistic content, these current systems will
confront difficulties. Spatial-only techniques frequently
experience overfitting and may not be able to generalise
across various Deepfake datasets.

3. RELATED WORK

The relevant work in the subject of face de-
false Face Detection Based on Fusion of Spatial Texture
and High-Frequency Noise 213 detection is presented in
this part, along with some contemporary methods for
identifying manipulated or false faces.
By comparing the frequency of eye blinking in forged
videos to the typical frequency in authentic videos, Li et
al. [2] identified fabricated faces using targeted forgery
detection techniques. Matern et al. [8] used the
geometric structure of the face and the reflected features
in the eyes to identify fake faces. These detection
techniques may be less successful against unidentified
manipulation techniques, but they perform well against
recognised forgery techniques. FaceForensics++
(FF++), the largest video-level benchmark test set, was
published by Rossler et al. [9].

4. PROPOSED SYSTEM

The suggested solution combines MobileNetV2-based
classification ~with  OpenCV  preprocessing to
automatically identify Deepfake facial images. In order
to ensure that all facial images are standardised and
reliably positioned for feature extraction, the pipeline
begins with OpenCV for face detection, alignment, and
normalisation. By improving the quality of the incoming
data, this preprocessing stage enables the algorithm to
concentrate on minute discrepancies brought about by
manipulation. The system uses MobileNetV2, a
lightweight convolutional neural network, to extract
hierarchical spatial information from facial photos after

preprocessing. While pooling layers emphasise
important discriminative features and minimise
dimensionality, convolutional layers capture local

patterns and texture abnormalities. (n).

5. MODULES

1. Assembling the Dataset: The main goal of this
module is to compile a varied dataset of authentic and
deepfake photos or videos from publically accessible
sources. To improve model resilience, the dataset has to
contain variations in background settings, lighting, and
facial expressions. To guarantee balanced training, both
real and deceptive media are gathered. Extra
preprocessing is carried out, including frame extraction
and labelling. The accuracy of the model as a whole is
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directly impacted by the quantity and quality of data at
this stage.

2. Data Interpretation:

At this point, the dataset is examined to identify trends
and distinctive features between authentic and
fraudulent material. To find irregularities in the dataset,
statistical analysis, visualisation, and metadata checks
are carried out. Subtle distortions are typically
introduced in deepfake footage and are brought to light
during analysis. This aids in locating possible
characteristics that distinguish authentic faces from
those that have been altered. The knowledge acquired
here directs future feature engineering and
preprocessing.

3. Data Conditioning: This module ensures that the
data is cleaned, normalized, and prepared for model
training. Noise removal, resizing frames, and converting
videos into consistent formats are carried out. Feature
extraction techniques, such as facial landmarks and
texture analysis, are applied for better representation.
Data augmentation techniques like rotation, flipping,
and brightness adjustments help in increasing dataset
diversity. This stage guarantees that the input to the
model is standardized and optimized for learning.

4. Model Execution: In this case, the processed dataset
is used to train the selected deep learning model (such as
CNN, RNN, or hybrid architectures). Frameworks like
PyTorch or TensorFlow are used to run the model. The
algorithm gains the ability to recognise deepfake-
specific artefacts during training, such as irregularities
in lip synchronisation, eye blinking, and facial blending.
Dividing the dataset into training, validation, and testing
sets is necessary for proper training. Additionally, model
checkpoints and logging are kept up to date for tracking
performance.

5. Model Calibration: In order to increase the model's
accuracy and dependability, this module focuses on
modifying hyperparameters. This step involves fine-
tuning the learning rate, batch size, optimiser selection,
and number of epochs. To prevent overfitting and
underfitting, cross-validation methods are used. The
model's ability to generalise well on unseen deepfake
samples is ensured by calibration. Performance
measurements are continuously checked during the
procedure, which entails several experiments. In the end,
this improves the detecting system's accuracy and
durability.

6. Model Performance:

Once trained, the model is evaluated using performance
metrics such as accuracy, precision, recall, F1-score, and
ROC-AUC. The evaluation determines how effectively
the model distinguishes between real and fake content.
Confusion matrix analysis helps in identifying false
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positives and false negatives. Visualization tools may be . o g
used to highlight areas where the model performs Generative Adversarial Network for Fake Face Detection Based on
strongly and weakly. This stage ensures that the model Texture and High-Frequency Noise

meets predefined benchmarks before deployment.
7.0utcome Prediction The trained and calibrated
model is used in this last module to determine if fresh
input media is authentic or fraudulent. The model
produces a classification result with confidence scores
after receiving video frames or photos as input. Real-
time solutions for deepfake detection can use
predictions. End users are informed of the result in a
clear manner, maybe with areas of suspected tampering
highlighted. This module ensures the project's
practicality by completing the cycle.

6. IMPLEMENTATION
The proposed deepfake face detection system is ipor Réolotratilit T
implemented using Python, OpenCV, E

TensorFlow/Keras, Flask, and the MobileNetV2 deep
learning architecture. Initially, a dataset consisting of
real and deepfake videos is collected and labeled into
two classes. Each input video is processed using
OpenCV to extract individual frames, and facial regions
are detected from each frame. The detected faces are
then preprocessed by resizing them to 224 x 224 pixels
and normalizing the pixel values to meet the input
requirements of the MobileNetV2 model.

The preprocessed facial images are passed to the
MobileNetV2 network, which automatically extracts
discriminative facial features and classifies each frame
as either real or fake. The frame-level predictions are
aggregated to generate the final classification of the
uploaded video. A confidence score is also produced to
indicate the reliability of the prediction. To provide a
user-friendly interface, the trained model is integrated
into a Flask-based web application, where users can
register, log in, upload a video, and obtain the deepfake
detection result. This implementation enables efficient
and accurate detection of manipulated facial videos
while maintaining low computational complexity ‘ .
through the use of the lightweight MobileNetV2 ; DeepFake Vid
architecture. |

7. RESULTS AND DISCUSSION
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DISCUSSION:
The developed deepfake face detection system

was successfully implemented as a web-based
application using Flask, OpenCV, and the MobileNetV2
deep learning model. The system provides a simple and
user-friendly interface in which the user first registers
and logs into the application. After successful
authentication, the user uploads a video file for analysis.
Once the video is uploaded, the system begins
processing by extracting individual frames using
OpenCV. From each frame, the facial region is detected
and preprocessed by resizing and normalizing the image
to match the input requirements of the MobileNetV2
model. The processed frames are then passed through
the trained model, which extracts facial features and
classifies each frame as either Real or Fake. After
analysing all the extracted frames, the system combines
the individual frame predictions to determine the final
classification of the uploaded video. The output is
displayed on the web page as "Detected Video is Real"
or "Detected Video is Fake", along with the
corresponding confidence score, enabling the user to
understand the reliability of the prediction.

PERFORMANCE ANALYSIS:

The performance evaluation of the proposed
deepfake face detection system indicates that the
combination of OpenCV and MobileNetV2 provides
effective classification of real and manipulated facial
videos. The model achieved an accuracy of 92%,
demonstrating its ability to correctly classify the
majority of input videos. Furthermore, the precision of
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92% indicates that when the model predicts a video as
fake, the prediction is highly reliable, resulting in a low
number of false positive classifications. However, the
recall of 55% suggests that the system is less effective
at identifying all deepfake videos, as some manipulated
samples are incorrectly classified as real. This reduction
in recall may be attributed to factors such as low-
resolution videos, compression artifacts, varying
illumination, facial pose variations, and the presence of
advanced deepfake generation techniques that were not
sufficiently represented in the training dataset.
Consequently, the F1-score of 69% reflects a moderate
balance between precision and recall, indicating that
while the proposed model is highly accurate and reliable
in its positive predictions, there is scope for improving
its capability to detect a greater number of deepfake
instances. Overall, the obtained results demonstrate the
effectiveness of the proposed approach for deepfake
video detection while highlighting the need for future
enhancements, such as training on larger and more
diverse datasets, incorporating temporal information
from consecutive video frames, and employing
advanced feature learning techniques to improve recall
without compromising the model's high accuracy and

precision.
Confusion Matrix for MobileNetV2
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8. CONCLUSION

The deepfake detection project emphasises
how important it is to fight Al-generated false
information in the modern digital world. Despite its
revolutionary nature, deepfake technology presents
significant risks to digital media security, privacy, and
trust. The technology offers a strong foundation to
distinguish between authentic and altered material by
utilising cutting-edge machine learning and deep
learning techniques. A methodical approach to model
construction is guaranteed by the modular process,
which includes data assembly, conditioning, execution,
calibration, and performance analysis. The potential of
Al-based solutions in spotting minute irregularities in
manipulated media is confirmed by experimental
results. The initiative helps protect people and
organisations from malicious deepfake attacks. But the
fight against deepfakes is dynamic, necessitating
ongoing study and development. The use of updated
datasets, explainable models, and real-time detection
will improve Nevertheless, the fight against deepfakes is
dynamic and necessitates ongoing study and
development. Reliability will be further improved by
combining explainable models, updated datasets, and
real-time detection. In the end, our work establishes a
solid basis for safeguarding digital integrity in a time of
artificial intelligence. Deepfake detection has the
potential to become an essential cybersecurity tool with
additional improvements. It ensures safer digital
communication by empowering people and building
trust across online platforms.

9. FUTURE ENHANCEMENT

Multimodal analysis, which combines text, video, and
audio signals for more accurate detection, can be added
to the deepfake detection system in the future. Social
media companies can use real-time detection systems to
automatically flag or prohibit offensive content. Digital
media can be made legitimate and traceable by using
blockchain technology. Federated learning can be used
to jointly train models while maintaining user privacy.
Users will be able to comprehend the rationale behind
detections thanks to advancements in explainable Al
(XAI). It is also possible to create lightweight models
for edge computing and mobile devices. Regulatory
frameworks can be strengthened by cooperation with
governmental and media institutions. The model will be
able to adjust to new kinds of deepfakes with ongoing
dataset updates.
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