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ABSTRACT

The rapid advancement of Artificial Intelligence (AI) and
Generative Adversarial Networks (GANs) has enabled the
creation of highly realistic synthetic media, commonly known
as deepfakes. Deepfake images, videos, and audio pose
significant threats to digital security, personal privacy,
financial systems, and public trust by facilitating identity
theft, misinformation, fraud, and cybercrime. Conventional
deepfake detection approaches primarily focus on a single
media type, making them less effective against sophisticated
multi-modal deepfake attacks that simultaneously manipulate
visual and audio content. To address these limitations, this
project proposes an intelligent real-time multi-modal
deepfake detection framework using Convolutional Neural
Networks (CNN), Generative Adversarial Networks (GAN),
and deep learning techniques. The proposed framework
integrates multiple detection modules to analyze images,
videos, and audio simultaneously. Initially, facial regions are
detected using Multi-task Cascaded Convolutional Networks
(MTCNN), followed by ResNeXt CNN for extracting spatial
image features. A Bidirectional Long Short-Term Memory
(Bi-LSTM) network captures temporal inconsistencies across
video frames, while Mel-Frequency Cepstral Coefficients
(MFCCs) combined with a lightweight CNN analyze audio
spectrograms to identify synthetic speech artifacts. The
extracted visual and audio features are fused through a
confidence-based multi-modal fusion layer, while a GAN
discriminator provides an additional verification mechanism
for detecting generated facial content. The system is
implemented using Python, TensorFlow, PyTorch, OpenCV,
Librosa, and Flask, enabling efficient real-time deployment
through a user-friendly web interface. Experimental
evaluation demonstrates that the proposed framework
achieves high detection accuracy, improved robustness
against advanced deepfake attacks, and reduced false
detection rates compared with conventional single-modality
methods. The proposed system offers a scalable, reliable, and
intelligent solution for multimedia authentication, digital
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forensics, cybersecurity, and misinformation prevention in
modern digital communication environments.
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L. INTRODUCTION

The rapid advancement of Artificial Intelligence (AI) and
deep learning technologies has transformed digital media
creation by enabling the generation of highly realistic
synthetic images, videos, and audio. Among these
innovations, deepfakes have emerged as one of the most
significant cybersecurity challenges due to their ability to
manipulate facial expressions, voice patterns, and human
appearances with remarkable realism. Deepfakes are
primarily created using Generative Adversarial Networks
(GANSs) and other deep neural network architectures that
learn complex data distributions to generate synthetic media
nearly indistinguishable from authentic content. While these
technologies have legitimate applications in entertainment,
education, virtual reality, and digital content creation, they
have also been exploited for malicious purposes, including
identity theft, political misinformation, financial fraud,
cybercrime, fake news generation, and non-consensual media
manipulation. The rapid spread of manipulated multimedia
across social media platforms has increased the need for
reliable and automated deepfake detection systems.
Conventional forensic techniques are often ineffective against
modern Al-generated media because deepfake generation
methods continuously evolve and produce increasingly
convincing content. Therefore, intelligent detection
frameworks based on deep learning have become essential for
ensuring digital media authenticity and protecting individuals
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and organizations from the harmful consequences of
manipulated multimedia [2], [3], [5], [17].

Existing deepfake detection methods primarily concentrate
on a single media modality, such as image forgery detection,
video manipulation analysis, or synthetic speech recognition.
Although these approaches achieve satisfactory performance
under controlled environments, they often fail when
confronted with sophisticated multi-modal deepfakes that
simultaneously manipulate facial appearance, temporal video
consistency, and audio characteristics. Recent advances in
computer vision, speech processing, and artificial intelligence
have introduced powerful techniques capable of extracting
discriminative features from different media sources.
Convolutional Neural Networks (CNNs) effectively identify
spatial inconsistencies in manipulated facial images, while
Bidirectional Long Short-Term Memory (Bi-LSTM)
networks analyze temporal relationships between consecutive
video frames to detect unnatural facial movements and
blinking patterns. Similarly, Mel-Frequency Cepstral
Coefficients (MFCCs) combined with CNN architectures
successfully identify synthetic speech artifacts in
manipulated audio  recordings. Integrating these
complementary modalities through multi-modal feature
fusion significantly improves detection accuracy and
robustness compared to single-modality systems. Such
intelligent frameworks provide comprehensive multimedia
authentication and enable reliable detection of advanced
deepfake attacks across diverse digital environments [7], [8],

[11], (18], [23].

This project proposes "An Intelligent Real-Time Multi-Modal
Deepfake Detection Framework Using CNN, GAN, and Deep
Learning Techniques" to improve the detection of
manipulated images, videos, and audio through a unified
artificial intelligence framework. The proposed system
employs MTCNN for accurate face detection and alignment,
followed by ResNeXt CNN to extract high-level spatial
image features. A Bidirectional LSTM network captures
temporal inconsistencies across video frames, while MFCC-
based CNN analyzes audio spectrograms to identify
synthesized speech characteristics. Additionally, a GAN
discriminator provides an extra verification layer for
recognizing artificially generated facial images. The
extracted visual and audio features are integrated using a
confidence-based multi-modal fusion strategy to produce the
final authenticity prediction. The complete framework is
implemented using Python, TensorFlow, PyTorch, OpenCV,
Librosa, and Flask, enabling real-time multimedia analysis
through an interactive web interface. Experimental evaluation
demonstrates that the proposed framework achieves high
detection  accuracy, improved robustness  against
sophisticated deepfake attacks, and reduced false detection
rates. The developed system provides an efficient solution for
digital forensics, cybersecurity, media verification, and
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misinformation prevention, contributing to secure and
trustworthy digital communication in modern society [9],
[15], [20], [23], [25].

II. SURVEY OF RESEARCH

Deepfake Detection Using FaceForensics++ Dataset

FaceForensicst++ is one of the most widely used benchmark
datasets for evaluating deepfake detection algorithms. It
contains thousands of original and manipulated videos
generated using multiple face manipulation techniques,
enabling researchers to compare the performance of different
detection models under realistic conditions. The dataset
includes both high-quality and compressed videos, making it
suitable for evaluating robustness against social media
compression.  Researchers  demonstrated that deep
convolutional neural networks such as XceptionNet achieve
high detection accuracy on uncompressed videos but
experience performance degradation on heavily compressed
media. This finding highlights the importance of developing
robust deepfake detection systems that can generalize across
different video qualities. FaceForensics++ has significantly
contributed to advancing multimedia forensics by providing
a standardized benchmark for comparing detection methods
and evaluating their effectiveness against various deepfake
generation techniques [3], [6], [17].

CNN-Based Visual Deepfake Detection (=50 Words)

Convolutional Neural Networks (CNNs) have become the
foundation of modern image-based deepfake detection
because of their exceptional ability to extract hierarchical
visual features from facial images. CNN architectures
automatically identify subtle inconsistencies introduced
during deepfake generation, including texture distortions,
boundary artifacts, lighting mismatches, and color
irregularities. Advanced architectures such as ResNeXt,
ResNet, and XceptionNet have demonstrated superior
performance compared to traditional handcrafted feature
extraction  techniques. ResNeXt employs grouped
convolution operations that improve feature diversity without
significantly increasing computational complexity. These
extracted features effectively distinguish manipulated faces
from authentic images even when visual artifacts are difficult
for humans to recognize. Consequently, CNN-based methods
have become essential components of intelligent multimedia
authentication systems and continue to achieve state-of-the-
art performance on public deepfake benchmark datasets [8],
[10], [14].

Temporal Analysis Using LSTM Networks
Although CNNs successfully detect spatial inconsistencies in

individual frames, they cannot effectively model temporal
relationships within video sequences. Long Short-Term
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Memory (LSTM) networks address this limitation by learning
sequential dependencies between consecutive video frames.
Bidirectional LSTM architectures analyze both past and
future temporal information, enabling the identification of
abnormal blinking patterns, inconsistent facial expressions,
unnatural head movements, and irregular lip synchronization
commonly observed in deepfake videos. Researchers have
demonstrated that integrating CNN-based spatial feature
extraction with LSTM-based temporal modeling significantly
improves deepfake detection accuracy compared to frame-
level analysis alone. Temporal feature learning enables the
detection system to recognize inconsistencies that remain
undetectable in isolated frames. Therefore, LSTM networks
have become an important component of intelligent video
deepfake detection frameworks designed for real-time
multimedia authentication [7], [11], [18].

Audio Deepfake Detection Using MFCC and CNN

The increasing sophistication of voice cloning and text-to-
speech technologies has created a growing need for reliable
audio deepfake detection methods. Mel-Frequency Cepstral
Coefficients (MFCCs) are widely recognized as one of the
most effective speech feature extraction techniques because
they represent the perceptual characteristics of human speech.
Researchers have successfully combined MFCC features
with Convolutional Neural Networks to detect synthetic
speech generated by advanced voice conversion and text-to-
speech systems. CNN classifiers analyze MFCC
spectrograms to identify unnatural spectral patterns,
smoothness, and temporal inconsistencies introduced during
speech synthesis. Compared with conventional signal
processing  methods, deep learning-based MFCC
classification provides higher detection accuracy and
improved  robustness  against  sophisticated  audio
manipulation techniques. These methods have become
fundamental components of modern multimedia forensic
systems for identifying manipulated speech recordings [12],
[13], [20].

GAN-Based Image Forgery Detection

Generative  Adversarial  Networks  (GANs)  have
revolutionized synthetic media generation by producing
highly realistic facial images and videos. At the same time,
GAN discriminators have proven highly effective for
detecting manipulated content because they learn to
distinguish genuine images from artificially generated ones
during adversarial training. Researchers have shown that fine-
tuned GAN discriminators can recognize subtle frequency-
domain artifacts, texture inconsistencies, and pixel-level
distortions introduced during image synthesis. These features
are often invisible to the human eye but remain detectable by
deep neural networks. GAN-based detection models have
demonstrated excellent performance in identifying forged
facial images across various deepfake datasets. The

Vol. 22, No.3(1), 2026

integration of GAN discriminators with CNN-based feature
extraction significantly enhances image authentication
accuracy and strengthens the robustness of multimedia
forensic systems against evolving deepfake generation
techniques [2], [16], [19].

Multi-Modal Deepfake Detection Frameworks

Recent research has increasingly focused on multi-modal
deepfake detection systems that simultaneously analyze
images, videos, and audio to improve detection reliability.
Unlike single-modality approaches, multi-modal frameworks
combine spatial image features, temporal video information,
and speech characteristics to generate comprehensive
authenticity predictions. Researchers have demonstrated that
confidence-based feature fusion significantly enhances
detection accuracy by exploiting complementary information
from multiple data sources. Modern frameworks integrate
CNNs for visual feature extraction, LSTM networks for
temporal sequence modeling, MFCC-based CNNs for audio
analysis, and GAN discriminators for image verification
within a unified architecture. These intelligent systems
exhibit greater robustness against sophisticated multimedia
manipulation attacks and significantly reduce false detection
rates. Multi-modal deepfake detection has emerged as one of
the most promising research directions in digital forensics,
cybersecurity, and misinformation prevention, providing
scalable solutions for real-time multimedia authentication.

III. PROPOSED SYSTEM

The proposed system, "An Intelligent Real-Time Multi-
Modal Deepfake Detection Framework Using CNN, GAN,
and Deep Learning Techniques," is designed to accurately
identify manipulated images, videos, and audio by integrating
multiple deep learning models into a unified detection
framework. Unlike conventional approaches that focus on a
single media modality, the proposed framework
simultaneously analyzes visual, temporal, and audio
characteristics, thereby improving detection accuracy and
robustness against sophisticated deepfake attacks. The
framework begins with multimedia acquisition, where users
upload an image, video, or audio file through a web-based
interface developed using Flask. For image and video inputs,
the Multi-task Cascaded Convolutional Network (MTCNN)
is employed to detect and align facial regions while
eliminating unnecessary background information. The
extracted facial images are then processed using a ResNeXt
Convolutional Neural Network (CNN) to learn high-level
spatial features capable of identifying visual artifacts, texture
inconsistencies, lighting variations, and facial manipulation
patterns commonly introduced by deepfake generation
methods.

For video analysis, the extracted frame features are
sequentially passed to a Bidirectional Long Short-Term

https://ijerst.org/index.php/ijerst 1147



https://ijerst.org/index.php/ijerst

Int. J. Engg. Res. & Sci. & Tech. 2026, ISSN 2319-5991

%L International Journal of Engineering Research and Science & Technology

Memory (Bi-LSTM) network that captures temporal
inconsistencies such as abnormal facial movements, blinking
behavior, lip synchronization errors, and head motion
irregularities. Simultaneously, audio streams are converted
into Mel-Frequency Cepstral Coefficient (MFCC)
spectrograms, which are analyzed using a lightweight CNN
to detect synthetic speech characteristics and voice cloning
artifacts. To further strengthen detection reliability, a
Generative Adversarial Network (GAN) discriminator
performs additional verification by distinguishing authentic
facial images from GAN-generated content. Finally,
confidence scores obtained from the image, video, audio, and
GAN verification modules are integrated using a multi-modal
feature fusion mechanism to generate the final prediction. The
proposed framework provides high detection accuracy,
reduced false alarms, efficient real-time performance, and a
scalable solution for multimedia authentication, digital
forensics, cybersecurity, and misinformation prevention.
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Figl: Proposed workflow

IV. WORKING METHODOLOGY

The proposed An Intelligent Real-Time Multi-Modal
Deepfake Detection Framework Using CNN, GAN, and Deep
Learning Techniques is developed to accurately detect
manipulated images, videos, and audio by integrating
advanced deep learning models within a unified framework.
Unlike traditional deepfake detection methods that analyze
only a single media type, the proposed framework
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simultaneously processes visual, temporal, and audio
information to improve detection accuracy and robustness.
The methodology consists of eight major phases: multimedia
acquisition, data preprocessing, feature extraction, temporal
learning, audio feature analysis, GAN-based verification,
multi-modal feature fusion, and final classification. Each
stage contributes to identifying subtle inconsistencies
introduced during deepfake generation while maintaining
real-time processing capability.

Step 1: Multimedia Acquisition

The first stage of the proposed framework involves collecting
multimedia data from users through an interactive web
application developed using the Flask framework. The system
accepts three categories of input files, including images,
videos, and audio recordings. Supported image formats
include JPEG, PNG, and BMP, while video files are accepted
in MP4, AVI, and MOV formats. Audio recordings in WAV
and MP3 formats are also supported. Before processing, the
uploaded files are validated to ensure correct format,
resolution, and file integrity. Video files are divided into
individual frames at a predefined frame rate, whereas audio
streams are extracted separately for independent analysis.
This preprocessing ensures that each multimedia component
can be analyzed efficiently without loss of information.

Step 2: Data Preprocessing

Data preprocessing is an essential stage that improves input
quality and eliminates unwanted information before feature
extraction. For images and video frames, the Multi-task
Cascaded Convolutional Network (MTCNN) is employed to
detect and align facial regions. Background objects that are
irrelevant to deepfake detection are removed, allowing the
model to focus exclusively on facial characteristics. The
detected faces are resized to a uniform dimension of 224 x
224 pixels, normalized, and converted into numerical tensors
suitable for deep learning.

Image normalization is represented by

where:

(I_n) = normalized image
(I) = original image
(\mu) = mean pixel value

(\sigma) = standard deviation
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Normalization reduces illumination variations, improves
convergence speed during inference, and ensures consistent
feature extraction.For video inputs, every frame undergoes
identical preprocessing operations. Frames containing
multiple faces are processed independently to detect all
possible manipulated identities. For audio preprocessing, the
uploaded speech signal is converted into a mono waveform
with a fixed sampling frequency. Noise reduction filters
remove background interference, while silence removal
eliminates unnecessary audio segments. The cleaned speech
signal is then transformed into a frequency-domain
representation using Mel-Frequency Cepstral Coefficients
(MFCCs).

The MFCC computation is expressed as

MFCC(n) = Zlog(Sk) cos [

k=1

mn(k — 0.5)
=]

where:

(S_k) = Mel filter bank energy
(K) = number of Mel filters
(n) = cepstral coefficient

MFCC features effectively capture speech characteristics and
expose artifacts produced by synthetic voice generation
algorithms.

Step 3: Spatial Feature Extraction Using ResNeXt CNN

After preprocessing, facial images are passed into a ResNeXt
Convolutional Neural Network (CNN) for spatial feature
extraction. CNN automatically learns hierarchical image
representations ~ without requiring manual feature
engineering. The network extracts discriminative features
from different convolutional layers, including texture
information, facial landmarks, lighting inconsistencies, color
mismatches, edge distortions, compression artifacts, and
pixel-level abnormalities that commonly appear in
manipulated images.

The convolution operation is represented as
F(i,j) =Y Y I(i —m,j —n)K(m,n)
m n

where:

(I) = input image
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(K) = convolution kernel
(F(i,j)) = output feature map

Pooling layers reduce feature dimensionality while
preserving  important  spatial  information.  Batch
normalization and activation functions improve model
stability and computational efficiency. The extracted feature
vectors provide a compact yet highly informative
representation of facial characteristics.

Step 4: Temporal Feature Learning Using Bidirectional
LSTM

Deepfake videos often contain temporal inconsistencies that
cannot be identified from individual frames alone. Therefore,
the extracted CNN features are sequentially processed using
a Bidirectional Long Short-Term Memory (Bi-LSTM)
network. Unlike conventional LSTM models, Bi-LSTM
analyzes video sequences in both forward and backward
directions, enabling better understanding of temporal
dependencies.

The hidden state is calculated as
ht — f(WEf + Uhvt_l + b}

where:

(x_t) = current feature vector
(h_{t-1}) = previous hidden state
(W,U) = weight matrices

(b) = bias term

The Bi-LSTM network detects abnormal eye blinking,
inconsistent facial expressions, unnatural head movements,
irregular lip synchronization, and discontinuities between
adjacent frames. These temporal features significantly
enhance the capability of the system to distinguish authentic
videos from manipulated content.

Step 5: GAN-Based Verification

Since most modern deepfakes are generated using Generative
Adversarial Networks (GANs), the proposed framework
incorporates a dedicated GAN discriminator as an additional
verification mechanism. The discriminator is trained to
differentiate authentic facial images from synthetically
generated ones by identifying hidden generation artifacts.

The adversarial objective function is
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min max V(D,G) = E[log D(z)] + E[log(1 — D(G(2)))]

where:

(D) = discriminator

(G) = generator

(x) = real image

(z) = latent noise vector

The discriminator identifies subtle inconsistencies in
frequency distributions, texture synthesis, illumination
transitions, and facial boundaries that are often invisible to
the human eye. Incorporating GAN verification significantly

improves the robustness of the proposed detection framework
against recently developed deepfake generation techniques.

Step 6: Multi-Modal Feature Fusion

The extracted features from image, video, audio, and GAN
verification modules are integrated using a confidence-based
multi-modal feature fusion strategy. Combining information
from multiple modalities improves detection performance

because each modality contributes complementary evidence.

The fusion equation is

Ffusion. — wlRi.-mage + wQE'idea + wﬂFaud'i.a + wilFGAN

where:

(F_{image}) = CNN image features

(F_{video}) = Bi-LSTM temporal features

(F_{audio}) = MFCC audio features

(F_{GAN}) = GAN verification features

(w_1) = weighting coefficients

This fusion mechanism increases robustness against partial

attacks in which only one media component has been
manipulated.

Step 7: Classification and Decision Making
The fused feature vector is supplied to fully connected dense

layers followed by a Softmax classifier, which computes the
probability of each class.
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The final prediction class is selected based on the highest
probability score. The output is displayed as Real or Fake
together with the confidence score, enabling users to
understand the reliability of the prediction. The detection
results are presented through the Flask web interface in real
time. The proposed framework achieves superior
performance because it combines CNN-based spatial feature
extraction, Bi-LSTM temporal modeling, MFCC-based audio
analysis, GAN-based verification, and multi-modal feature
fusion within a single intelligent architecture. Experimental
evaluation demonstrates higher accuracy, improved
robustness against sophisticated deepfake attacks, reduced
false detection rates, and faster inference compared with
conventional single-modality methods. Consequently, the
proposed system provides an efficient and scalable solution
for  digital  forensics, cybersecurity,  multimedia
authentication, online content  verification, and
misinformation prevention in modern communication
systems.

V. IMPLEMENTATION

The proposed An Intelligent Real-Time Multi-Modal
Deepfake Detection Framework Using CNN, GAN, and Deep
Learning Techniques was implemented using Python-based
deep learning frameworks to develop a reliable system
capable of identifying manipulated images, videos, and audio
in real time. The implementation integrates computer vision,
speech processing, and artificial intelligence algorithms into
a unified application that can analyze multimedia content
through an interactive web interface. The development
environment consisted of Python 3.10, TensorFlow, PyTorch,
OpenCV, Librosa, NumPy, Scikit-learn, and Flask. These
software libraries were selected because of their high
computational efficiency, extensive deep learning support,
and compatibility with multimedia processing tasks. The
implementation was carried out on a workstation equipped
with an Intel Core i7 processor, 16 GB RAM, and GPU
acceleration, enabling faster execution of deep learning
models during feature extraction and prediction. The first
stage of implementation involved preparing the multimedia
dataset for training and testing. Publicly available benchmark
datasets containing authentic and manipulated images,
videos, and speech recordings were collected from multiple
sources to ensure diversity and improve the generalization
capability of the proposed framework. The collected data
included genuine human faces, deepfake facial images,
manipulated video clips, and synthetic speech samples
generated using advanced voice synthesis techniques. The
multimedia files were carefully organized into separate
training, validation, and testing directories. Data
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augmentation techniques such as horizontal flipping, image
rotation, brightness adjustment, scaling, random cropping,
and contrast enhancement were applied to increase dataset
diversity and reduce model overfitting. Similarly, audio
samples were augmented through pitch shifting, time
stretching, and noise injection to improve the robustness of
the speech classification model.

After organizing the dataset, the implementation focused on
developing an efficient preprocessing pipeline for each
multimedia modality. Images were resized to a standard
resolution before being converted into normalized numerical
arrays suitable for deep learning models. Video files were
processed using OpenCV, where individual frames were
extracted at regular intervals to preserve temporal continuity.
Each frame underwent face localization using the Multi-task
Cascaded Convolutional Network (MTCNN), which
accurately detected facial regions while eliminating irrelevant
background information. The detected faces were aligned and
resized before being supplied to the feature extraction
network. Audio recordings were processed independently
using the Librosa library. The audio signals were converted
into mono format, sampled at a fixed frequency, filtered to
reduce environmental noise, and transformed into Mel-
Frequency Cepstral Coefficient (MFCC) spectrograms. These
preprocessing operations significantly improved input quality
and enabled the deep learning models to learn more
discriminative multimedia representations. The visual feature
extraction module was implemented using the ResNeXt
Convolutional Neural Network architecture because of its
ability to learn complex spatial representations with relatively
low computational cost. Transfer learning was employed by
initializing the network with pre-trained weights obtained
from large-scale image datasets, thereby reducing the overall
training time while improving feature learning capability. The
final fully connected layers were modified according to the
binary classification problem of distinguishing genuine and
manipulated multimedia. During implementation, batch
normalization, dropout regularization, and adaptive learning
rate optimization were incorporated to improve convergence
speed and reduce overfitting. The trained CNN successfully
extracted facial texture information, lighting inconsistencies,
compression artifacts, boundary distortions, and other hidden
visual characteristics commonly associated with deepfake
generation techniques. To analyze manipulated videos more
effectively, sequential feature vectors extracted from the
CNN were supplied to a Bidirectional Long Short-Term
Memory (Bi-LSTM) network. The implementation of Bi-
LSTM enabled the system to learn temporal dependencies
between consecutive frames by processing video sequences
in both forward and backward directions. This approach
allowed the framework to recognize abnormal blinking
patterns, inconsistent facial expressions, unnatural head
movements, and lip synchronization errors that frequently
occur in deepfake videos. Compared with frame-by-frame
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classification, temporal sequence learning substantially
improved video classification accuracy because the model
could analyze motion consistency throughout the complete
video sequence rather than relying solely on individual
frames.

The audio analysis module was implemented separately to
identify manipulated speech generated by voice cloning and
text-to-speech systems. MFCC feature vectors extracted from
each speech sample were provided as input to a lightweight
convolutional neural network specifically designed for
spectrogram classification. The implemented network learned
subtle frequency-domain artifacts, spectral smoothness
variations, and unnatural speech transitions introduced during
synthetic voice generation. Training was performed using
binary cross-entropy loss with the Adam optimization
algorithm until convergence was achieved. The resulting
classifier demonstrated strong capability in distinguishing
authentic human speech from Al-generated audio across
diverse testing conditions. To further improve reliability, an
additional verification mechanism based on a Generative
Adversarial Network (GAN) discriminator was incorporated
into the implementation. Rather than generating synthetic
images, the discriminator functioned as an independent
verification model capable of identifying artifacts left by
GAN-based image generation algorithms. The discriminator
evaluated facial texture distributions, pixel-level
inconsistencies, illumination transitions, and high-frequency
noise patterns that often remain undetected by conventional
convolutional networks. The confidence scores produced by
the discriminator were combined with the predictions
obtained from the image, video, and audio analysis modules
before making the final decision. This additional verification
stage significantly reduced false positive and false negative
predictions, particularly when processing high-quality
deepfakes.

The complete framework was integrated using a Flask-based
web application that provided a simple and user-friendly
interface for multimedia analysis. Users could upload an
image, video, or audio file directly through the browser
without installing additional software. Once a file was
uploaded, the application automatically executed the
preprocessing  pipeline, extracted relevant features,
performed deepfake analysis using the trained deep learning
models, and displayed the prediction results together with the
corresponding confidence score. The interface also handled
file validation, temporary storage, prediction visualization,
and error handling to ensure smooth execution under different
operating conditions. The modular implementation strategy
allowed individual detection modules to operate
independently while maintaining efficient communication
throughout the framework.
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The implemented framework was thoroughly evaluated using
unseen testing data to measure its effectiveness under
practical conditions. Performance evaluation included
accuracy, precision, recall, Fl-score, confusion matrix
analysis, and receiver operating characteristic (ROC) curve
assessment. The experimental results demonstrated that the
proposed multi-modal framework consistently outperformed
conventional single-modality deepfake detection approaches
by effectively combining spatial image analysis, temporal
video learning, speech feature extraction, and GAN-based
verification. The developed implementation achieved reliable
real-time performance with reduced computational overhead
and high detection accuracy, making it suitable for
applications in digital forensics, cybersecurity, multimedia
authentication, online content verification, and
misinformation prevention. The modular architecture also
provides flexibility for future enhancements, allowing
additional deep learning models and emerging multimedia
analysis techniques to be incorporated without requiring
significant modifications to the existing system.

VI. RESULTS EXPLANATIONS

The proposed An Intelligent Real-Time Multi-Modal
Deepfake Detection Framework Using CNN, GAN, and Deep
Learning Techniques was evaluated using a comprehensive
dataset containing authentic and manipulated images, videos,
and audio samples. The framework was implemented using
Python with TensorFlow, PyTorch, OpenCV, Librosa, and
Flask. Performance evaluation was conducted using standard
metrics including Accuracy, Precision, Recall, F1-Score, and
Confusion Matrix. The experimental results demonstrate that
the proposed framework successfully identifies deepfake
content across multiple media types while maintaining
reliable real-time performance. The integration of CNN-
based spatial feature extraction, Bi-LSTM temporal analysis,
MFCC-based audio processing, GAN verification, and multi-
modal feature fusion significantly improves detection
accuracy compared to conventional single-modality
approaches. The obtained results are discussed through the
following figures.

Prediction Result

FAKE

Confidence Score

92.45 %

Uploaded Image

3] 3

Extracted Features (CNN)
gt ' t Y
@ G o

Figure 2 Deepfake Image Detection Output

° Deepfake Detected

The above figure illustrates the deepfake image detection
results generated by the proposed framework. After
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uploading an image through the Flask-based application, the
system automatically detects the facial region using the
Multi-task Cascaded Convolutional Network (MTCNN). The
detected face is preprocessed and supplied to the ResNeXt
Convolutional Neural Network, where spatial features such
as texture consistency, facial boundaries, lighting variations,
and compression artifacts are extracted. These features are
analyzed to determine whether the uploaded image is genuine
or artificially generated. The prediction result is displayed
together with a confidence score that indicates the reliability
of the classification. Experimental observations show that the
proposed model successfully identifies manipulated facial
images with high accuracy, even when visual artifacts are
subtle and difficult for human observers to recognize. The
incorporation of GAN-based verification further improves
robustness by detecting hidden generation patterns
commonly produced by modern deepfake synthesis
techniques.

Frame Analysls (BI-LSTM)

Figure 3 Video Deepfake Detection Result

The above figure presents the results obtained during video
deepfake detection. The uploaded video is divided into
individual frames using OpenCV, and each frame undergoes
facial detection and preprocessing before feature extraction.
The ResNeXt CNN extracts spatial information from every
frame, while the Bidirectional Long Short-Term Memory (Bi-
LSTM) network analyzes temporal relationships across
consecutive frames. This enables the framework to detect
inconsistencies such as abnormal eye blinking, irregular
facial expressions, unnatural head movements, and lip
synchronization errors. The predictions from all frames are
aggregated to produce the final decision regarding the
authenticity of the video. Experimental evaluation
demonstrates that the proposed framework effectively
distinguishes manipulated videos from genuine recordings
under different lighting conditions, compression levels, and
facial expressions. The combined spatial and temporal
analysis significantly reduces false predictions and enhances
overall detection reliability.

MFCC Spectrogram

Time {s)
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Figure 4 Audio Deepfake Detection Result

The above figure illustrates the output of the audio deepfake
detection module. Audio recordings are first converted into
Mel-Frequency Cepstral Coefficient (MFCC) spectrograms
using the Librosa library. The generated spectrograms are
processed by a convolutional neural network that extracts
discriminative speech features representing frequency
distribution, temporal transitions, and spectral characteristics.
The classifier identifies synthetic voice patterns introduced
during voice cloning and text-to-speech generation. The
system then classifies the uploaded audio as either authentic
or manipulated and displays the prediction together with the
corresponding confidence value. Experimental results
indicate that the proposed framework successfully identifies
artificial speech generated by modern deep learning models
while maintaining high robustness against background noise
and recording variations. The audio analysis module
complements the visual detection modules by providing
additional evidence during multimedia authentication.

Confusion Matrix Performance Metrics
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Figure 5 Overall Multi-Modal Deepfake Detection
Performance

The above figure shows the overall performance of the
proposed multi-modal deepfake detection framework. The
confidence scores obtained from the image, video, audio, and
GAN verification modules are integrated using a multi-modal
feature fusion strategy before the final prediction is
generated. The framework simultaneously analyzes spatial,
temporal, and speech characteristics, allowing it to detect
sophisticated multimedia manipulations more effectively
than single-modality systems. Performance evaluation using
Accuracy, Precision, Recall, and F1-Score demonstrates that
the proposed framework achieves superior classification
performance with lower false positive and false negative
rates. The integration of multiple deep learning models
significantly improves reliability and ensures consistent
detection performance across different multimedia formats.
These experimental results confirm that the proposed
framework provides an efficient, scalable, and practical
solution for digital forensics, cybersecurity, multimedia
authentication, and misinformation prevention in real-world
applications.
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VII. CONCLUSION

The proposed An Intelligent Real-Time Multi-Modal
Deepfake Detection Framework Using CNN, GAN, and Deep
Learning Techniques successfully addresses the growing
challenge of identifying manipulated multimedia content
generated using advanced artificial intelligence technologies.
By integrating image, video, and audio analysis into a unified
framework, the system provides a comprehensive solution for
detecting deepfake attacks across multiple media formats.
Unlike conventional detection methods that focus on a single
modality, the proposed framework combines ResNeXt
Convolutional Neural Networks (CNNs) for spatial feature
extraction, Bidirectional Long Short-Term Memory (Bi-
LSTM) networks for temporal sequence analysis, Mel-
Frequency Cepstral Coefficient (MFCC)-based audio
processing for synthetic speech detection, and a Generative
Adversarial Network (GAN) discriminator for additional
verification. The confidence-based multi-modal feature
fusion strategy effectively combines the outputs of these
individual modules, resulting in improved detection accuracy,
enhanced robustness, and reduced false positive and false
negative rates.

The framework was implemented using Python, TensorFlow,
PyTorch, OpenCV, Librosa, and Flask, enabling real-time
multimedia authentication through an interactive web
interface. Experimental evaluation demonstrated that the
proposed system performs efficiently across authentic and
manipulated images, videos, and audio recordings while
maintaining reliable real-time performance. The integration
of multiple deep learning models significantly improves
classification capability compared with conventional single-
modality approaches and provides greater resilience against
sophisticated deepfake generation techniques.

The proposed framework can be applied in digital forensics,
cybersecurity, social media content verification, law
enforcement, financial fraud prevention, online identity
protection, and multimedia authentication.  Future
enhancements may include transformer-based architectures,
explainable artificial intelligence (XAI), lightweight edge-
deployment models, blockchain-based media verification,
multilingual speech analysis, and continual learning
mechanisms to improve scalability, interpretability, and
adaptability against emerging deepfake generation methods.
Overall, the proposed framework offers an efficient, scalable,
and intelligent solution for safeguarding digital
communication and strengthening trust in multimedia content
within modern information systems.
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