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Abstract— The rapid growth of the Internet of
Things (IoT) has connected billions of smart
devices, making daily life more convenient while
also increasing the risk of cyber threats.
Traditional security methods often struggle to
identify complex and evolving attacks in large-
scale IoT environments. This project presents an
intelligent cyberattack detection system that
applies machine learning and deep learning
techniques to classify network traffic as either
normal or malicious. The collected IoT dataset is
first pre-processed by handling missing values,
converting categorical features into numerical
form, and normalizing the data. Principal
Component Analysis (PCA) is then used to
reduce the number of features while preserving
the most important information. Two
classification models, namely a Multi-Layer
Perceptron (MLP) neural network and a
Random Forest classifier, are trained and
evaluated using the processed dataset. Their
performance is compared based on prediction
accuracy and classification results. Experimental
findings show that the neural network achieves
superior accuracy and effectively detects various
attack categories with minimal false predictions.
The developed system offers a reliable, scalable,
and efficient solution for securing IoT networks
against cyber-attacks. This approach
demonstrates the potential of machine learning-
based intrusion detection systems in improving
network security and supporting the protection
of modern smart environments.

Keywords— Internet of Things (IoT), Cyber
Attack Detection, Intrusion Detection System
(IDS), Machine Learning, Deep Learning, Multi-
Layer Perceptron (MLP), Random Forest,
Principal Component Analysis (PCA), Network
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I. INTRODUCTION

The Internet of Things (IoT) has transformed the
way people interact with technology by connecting
everyday devices such as smart home appliances,
healthcare systems, industrial sensors, and
transportation networks through the internet. These
interconnected devices continuously exchange data
to improve automation, efficiency, and user
experience. However, the rapid expansion of IoT has
also increased the number of potential security
vulnerabilities. Since many IoT devices have limited
processing power and memory, they often lack
strong security mechanisms, making them attractive
targets for cyber attackers [9], [17].

Cyber-attacks on IoT networks can result in
unauthorized access, data theft, denial-of-service
attacks, malware infections, and privacy breaches.
Traditional intrusion detection systems, which rely
mainly on predefined signatures or manually created
rules, are often unable to identify new or
sophisticated attack patterns. As cyber threats
continue to evolve, intelligent detection techniques
that can learn from large volumes of network traffic
have become increasingly important [26], [20].

Machine learning and deep learning have emerged
as effective solutions for network intrusion detection
because they can automatically recognize hidden
patterns in network traffic and classify malicious
activities with high accuracy. Algorithms such as
Random Forest and Multi-Layer Perceptron (MLP)
neural networks have shown promising performance
in detecting different categories of cyber-attacks
while reducing false alarms [32], [13].

In addition, feature selection techniques such as

Principal Component Analysis (PCA) improve
classification efficiency by reducing redundant
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information  without  significantly  affecting
prediction performance [33]. This project develops
an IoT cyber-attack detection system that combines
data preprocessing, PCA-based feature selection,
and machine learning models to identify malicious
network traffic. By comparing the performance of
Random Forest and MLP classifiers, the proposed
system aims to provide an accurate, scalable, and
efficient approach for strengthening IoT network
security and supporting real-time intrusion detection
in modern connected environments.

II. RELATED WORK

1. da Costa et al. (2019) presented a comprehensive
survey of machine learning techniques used for
intrusion detection in Internet of Things (IoT)
environments. The authors discussed how the rapid
growth of IoT devices has introduced significant
security challenges due to limited computational
resources and diverse communication protocols. The
survey compared supervised, unsupervised, and
hybrid machine learning approaches for detecting
network intrusions. It highlighted the strengths and
limitations of commonly used algorithms such as
Decision Trees, Support Vector Machines, Random
Forest, and Artificial Neural Networks. The study
concluded that machine learning methods are more
effective than traditional rule-based detection
systems because they can identify previously unseen
attacks by learning traffic patterns. However, the
authors also emphasized the importance of selecting
appropriate datasets and features to improve
detection performance. Their work serves as a
valuable foundation for designing intelligent IoT
intrusion detection systems that provide higher
accuracy and better adaptability against evolving
cyber threats.

2. Ferrag et al. (2020) conducted an extensive
review of deep learning techniques for cyber
intrusion detection. The study examined different
neural network architectures, including
Convolutional Neural Networks (CNNs), Recurrent
Neural Networks (RNNs), Autoencoders, and Long
Short-Term Memory (LSTM) networks, for
detecting malicious network traffic. The authors
compared these models using publicly available
benchmark  datasets and evaluated their
effectiveness in terms of accuracy, detection rate,
and false alarm reduction. Their findings showed
that deep learning models outperform many
conventional machine learning  algorithms,
especially when processing large-scale and complex
network traffic. The paper also discussed challenges
such as computational cost, dataset imbalance, and
the need for real-time processing.
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3. Liu and Lang (2019) reviewed various machine
learning and deep learning approaches used in
intrusion detection systems. The authors categorized
intrusion detection techniques based on learning
methods and analysed their advantages,
disadvantages, and practical applications. The study
highlighted  that traditional signature-based
detection methods are unable to recognize zero-day
attacks, whereas machine learning algorithms can
identify unknown threats by learning patterns from
network traffic. The review compared algorithms
such as Random Forest, Support Vector Machine,
Decision Tree, Artificial Neural Network, and Deep
Neural Network. The authors observed that deep
learning models generally achieve higher detection
accuracy but require larger datasets and greater
computational resources. They emphasized that
proper feature engineering, preprocessing, and
dataset quality significantly influence model
performance. This survey provides useful guidance
for selecting suitable algorithms in developing
efficient and reliable intrusion detection systems.

[4] Roy et al. (2017) proposed an intrusion detection
framework based on Artificial Neural Networks for
improving cybersecurity. The study focused on
applying deep learning techniques to classify
network traffic into normal and malicious
categories. The proposed model was trained using
benchmark intrusion datasets and evaluated using
multiple performance metrics, including accuracy,
precision, and recall. Experimental results
demonstrated that neural networks could
successfully capture complex attack patterns that are
difficult for traditional machine learning methods to
identify. The authors reported improved detection
accuracy while maintaining a low false positive rate.
They also emphasized the importance of
preprocessing and feature selection in enhancing
classification performance. The research concluded
that deep learning-based intrusion detection systems
are capable of providing robust protection against
modern cyber-attacks and can be integrated into
real-world network security applications.

[5] Dutta et al. (2020a) developed a deep learning
ensemble model for detecting network anomalies
and cyber-attacks. Their approach combined
multiple deep learning classifiers to improve
prediction accuracy and reduce false alarms. The
authors evaluated the proposed ensemble using
standard cybersecurity datasets and compared its
performance with several traditional machine
learning algorithms. The results demonstrated that
the ensemble model consistently achieved higher
accuracy, precision, recall, and Fl-score across
different attack categories. The study also showed
that combining multiple learning models improves
generalization and enhances the detection of
previously unseen attacks. The authors concluded
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that ensemble deep learning techniques provide a
more reliable and scalable solution for intrusion
detection in modern communication networks. Their
findings support the adoption of advanced machine
learning methods for securing IoT environments
against increasingly sophisticated cyber threats.

III. DATASET DETAILS

The dataset used in this project contains [oT network
traffic records collected from smart devices
operating in a connected environment. It includes
both normal network activities and multiple
categories of cyber-attacks, making it suitable for
training and evaluating machine learning models for
intrusion detection. Each record represents a
network communication instance and contains
several features that describe packet characteristics,
communication protocols, device behaviour, and
traffic statistics. The final column of the dataset
represents the target class, indicating whether the
traffic is normal or belongs to a specific attack
category. Before training the models, the dataset
undergoes several preprocessing steps to improve
data quality. Missing values are handled using
suitable imputation techniques, while categorical
attributes are converted into numerical values using
label encoding. Feature scaling is applied to
normalize the data and ensure consistent model
performance. Principal Component Analysis is then
used to reduce the number of features by selecting
the most informative components, which helps
improve computational efficiency and minimizes
redundancy. The dataset contains approximately
357,952 network traffic records. It is divided into
80% training data and 20% testing data to evaluate
the performance of the classification models. The
dataset includes various attack categories such as
Denial-of-Service , data probing, malicious control,
malicious operation, scanning, spying, wrong setup,
and normal traffic. This diverse dataset enables the
proposed system to learn different attack patterns
and accurately classify unknown network traffic.

IV. PROPOSED METHODOLOGY

The proposed system is designed to detect cyber-
attacks in Internet of Things (IoT) network traffic
using machine learning and deep learning
techniques. The complete workflow consists of data
collection, preprocessing, feature selection, model
training, classification, and attack prediction. The
objective is to accurately distinguish between
normal network traffic and malicious activities
while reducing false detections.
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Initially, the IoT network traffic dataset is uploaded
into the system. Since the dataset contains both
numerical and categorical attributes, preprocessing
is performed to improve data quality. Missing values
are replaced using appropriate imputation methods,
and categorical features are transformed into
numerical values through label encoding. The
dataset is then normalized using feature scaling to
ensure that all features contribute equally during
model training. To reduce data complexity and
eliminate  redundant  information, Principal
Component Analysis (PCA) is applied. PCA selects
the most significant features while preserving the
essential characteristics of the original dataset. This
step decreases computational time and improves the
overall efficiency of the classification models.

After feature selection, the processed dataset is
divided into training and testing sets using an 80:20
ratio. Two classification algorithms are employed: a
Multi-Layer Perceptron (MLP) neural network and
a Random Forest classifier. The MLP model learns
complex nonlinear relationships within the network
traffic, while the Random Forest algorithm provides
robust classification by combining predictions from
multiple decision trees. The performance of both
models is evaluated using prediction accuracy and
confusion matrix analysis.

Finally, the trained model is used to classify new loT
network traffic as either normal or one of several
cyber-attack categories, including Denial-of-Service
(DoS), scanning, spying, malicious control,
malicious operation, data probing, and wrong setup
attacks. Experimental results demonstrate that the
MLP classifier achieves higher prediction accuracy
than the Random Forest model. The proposed
approach provides an efficient, scalable, and reliable
solution for detecting cyber-attacks in IoT
environments and supports timely identification of
security threats to protect connected devices and
network infrastructure.
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Figure 1: SYSTEM ARCHITECTURE

Figure [1] The proposed system architecture
illustrates the workflow for detecting cyber-attack
traces in IoT network data using machine learning
techniques. Initially, IoT network traffic is collected
and pre-processed by handling missing values,
encoding categorical features, and normalizing the
data. Principal Component Analysis (PCA) is then
applied to reduce feature dimensionality while
preserving important information. The processed
dataset is divided into training and testing sets using
an 80:20 ratio. Two classification models, Multi-
Layer Perceptron (MLP) and Random Forest, are
trained and evaluated. Their predictions are
compared using performance metrics, enabling
accurate classification of normal traffic and multiple
cyber-attack categories in IoT networks.
V.RESULT AND DISCUSSION

The proposed IoT cyber-attack detection system was
successfully implemented and evaluated using a
real-world IoT network traffic dataset. After
preprocessing the data and applying Principal
Component Analysis (PCA), both the Multi-Layer
Perceptron (MLP) neural network and Random
Forest classifier were trained and tested.
Experimental results showed that the MLP model
achieved approximately 99% prediction accuracy,
outperforming the Random Forest classifier. The
confusion matrix indicated that most normal and
malicious traffic instances were correctly classified
with very few misclassifications. The system
effectively detected multiple attack types, including
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DoS, scanning, spying, malicious control, and data
probing, demonstrating its reliability and suitability
for securing IoT networks against cyber threats.

DETECTION OF CYBER ATTACKS TRACES IN 10T DATA

Figure 2: Upload Dataset

Figure [2] illustrates dataset loaded and we can see
dataset contains some non-numeric data so we need
to Preprocess Dataset to convert non-numeric data
to numeric.

DETECTION OF CYBER ATTACKS TRACES IN 10T DATA

Figure 3: Neural Network

Figure [3] The image shows neural network we got
0.99% accuracy and in confusion matrix graph x-
axis represents predicted attacks and y-axis
represents True dataset class and in diagonal of
graph we can see all test data is correctly predicted.

DETECTION OF CYBER ATTACKS TRACES IN [OT DATA

Figure 4: Random Forest

Figure [4] illustrates random forest also we got
nearer accuracy but Neural network is higher.
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DETECTION OF CYBER ATTACKS TRACES IN 10T DATA

Figure S: Test Data

Figure [5] The image shows square bracket we can
see 10T traces data and after arrow symbol we can
see predicted output as NORMAL or attack name.
So by using machine learning algorithm we can
predict 99% attacks accurately.

DISCUSSION

The experimental results demonstrate that the
proposed cyber-attack detection system can
effectively identify malicious activities in IoT
network traffic. The preprocessing stage, including
handling missing values, encoding categorical
features, and normalizing the data, improved the
quality of the dataset and enabled better model
performance. Applying Principal Component
Analysis (PCA) reduced the number of input
features while preserving important information,
which helped decrease computational complexity
and improved training efficiency. Among the two
classification models evaluated, the Multi-Layer
Perceptron (MLP) neural network achieved higher
prediction accuracy than the Random Forest
classifier. The confusion matrix showed that the
majority of normal and attack instances were
correctly classified, indicating that the model
learned meaningful traffic patterns from the dataset.

The system was able to detect different attack
categories, including Denial-of-Service (DoS),
scanning, spying, malicious control, malicious
operation, data probing, and wrong setup attacks
with high reliability. Although the proposed
approach produced excellent results, its performance
depends on the quality and diversity of the training
dataset. Future improvements may include
evaluating the model on more recent [oT datasets,
incorporating advanced deep learning architectures
such as LSTM or Transformer-based models, and
implementing real-time intrusion detection. Overall,
the proposed system demonstrates that machine
learning techniques provide an accurate, scalable,
and practical solution for enhancing IoT network
security against evolving cyber threats.
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VI.CONCLUSION

The increasing use of Internet of Things (IoT)
devices has made network security a major concern
due to the growing number of cyber-attacks
targeting connected systems. This project presented
an intelligent cyber-attack detection system that
combines machine learning and deep learning
techniques to identify malicious network traffic
accurately. The proposed approach includes data
preprocessing, feature selection using Principal
Component Analysis (PCA), and classification
using Multi-Layer Perceptron (MLP) and Random
Forest algorithms. The experimental results
demonstrated that the MLP model achieved higher
prediction accuracy than the Random Forest
classifier, making it more effective in detecting
different categories of IoT cyber-attacks. The
preprocessing and feature selection stages also
contributed to improving classification performance
by reducing redundant information and enhancing
data quality. The developed system successfully
classified normal and malicious traffic with high
accuracy while maintaining efficient processing
time. Overall, the proposed system provides a
reliable, scalable, and efficient solution for securing
IoT networks against evolving cyber threats. It can
assist organizations in detecting attacks at an early
stage and minimizing potential security risks. In the
future, the system can be enhanced by incorporating
advanced deep learning models, larger and more
diverse datasets, and real-time network monitoring
capabilities. These improvements will further
strengthen the effectiveness of intrusion detection
systems and provide better protection for modern
IoT environments.
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