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ABSTRACT: The rapid digital transformation of enterprise computing, cloud-native infrastructures,
Industrial Internet of Things (lloT), Sofiware-Defined Networks (SDNs), edge computing, and critical
cyber-physical systems has significantly expanded the modern cyberattack surface. Organizations
increasingly rely on interconnected digital infrastructures comprising heterogeneous devices, distributed
applications, cloud services, and intelligent autonomous systems that continuously exchange massive
volumes of sensitive information. While this connectivity improves operational efficiency and business
agility, it simultaneously creates opportunities for sophisticated cyber adversaries to exploit previously
unknown software vulnerabilities, referred to as zero-day vulnerabilities. Zero-day attacks are particularly
dangerous because they exploit vulnerabilities before security vendors release patches or detection
signatures, rendering conventional signature-based intrusion detection systems, antivirus software, and
rule-based security information and event management (SIEM) platforms largely ineffective. Furthermore,
Advanced Persistent Threats (APTs) increasingly employ multi-stage attack strategies involving lateral
movement, privilege escalation, command-and-control communication, and stealthy persistence, making
early detection extremely challenging. This paper proposes a Graph Neural Network-Driven Large
Language Agent Framework for autonomous zero-day cyber threat detection and adaptive incident
response. The proposed architecture integrates Graph Neural Networks, Large Language Agents,
Retrieval-Augmented Cyber Threat Intelligence, Knowledge Graphs, Reinforcement Learning, Explainable
Artificial Intelligence (XAl), and autonomous Security Orchestration, Automation, and Response (SOAR)
into a unified cybersecurity framework. The Graph Neural Network continuously learns structural
relationships among network entities to detect anomalous behaviors indicative of zero-day attacks, while
the Large Language Agent interprets threat intelligence, reasons over attack chains, generates incident
reports, recommends mitigation strategies, and autonomously coordinates adaptive response actions.
Experimental evaluation demonstrates significant improvements in zero-day attack detection accuracy,
threat reasoming capability, false positive reduction, incident response time, explainability, and
autonomous security orchestration compared with existing deep learning-based cybersecurity solutions.
The proposed framework provides a scalable, intelligent, and trustworthy foundation for next-generation
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autonomous cyber defense systems capable of protecting complex enterprise and critical infrastructure
environments.

INTRODUCTION

The increasing dependence of modern organizations on cloud computing, distributed enterprise
networks, Industrial Internet of Things (IIoT), cyber-physical systems, Software-Defined
Networking (SDN), edge computing, and digital transformation initiatives has fundamentally
altered the cybersecurity landscape. Organizations now operate highly interconnected
infrastructures where users, applications, virtual machines, cloud workloads, mobile devices, loT
sensors, industrial controllers, databases, and microservices continuously exchange information
across organizational boundaries. Although these interconnected environments significantly
improve operational efficiency and business continuity, they simultaneously introduce
increasingly complex attack surfaces that sophisticated cyber adversaries actively exploit.

Among the most dangerous cybersecurity threats are zero-day attacks, which exploit previously
undisclosed software vulnerabilities before developers, security vendors, or system administrators
become aware of their existence. Unlike known attacks that can be detected through predefined
signatures, blacklists, or rule-based intrusion detection systems, zero-day attacks possess no
established detection patterns. Consequently, conventional cybersecurity solutions frequently fail
to identify such attacks during their initial execution stages. Cybercriminal organizations, nation-
state attackers, and Advanced Persistent Threat (APT) groups increasingly leverage zero-day
vulnerabilities to infiltrate enterprise networks, conduct cyber espionage, compromise critical
infrastructure, steal intellectual property, deploy ransomware, and establish long-term persistence
while avoiding traditional detection mechanisms.

Modern cyberattacks rarely consist of isolated malicious events. Instead, they typically involve
complex multi-stage attack sequences including reconnaissance, initial compromise, privilege
escalation, lateral movement, credential theft, command-and-control communication, persistence
establishment, data exfiltration, and impact execution. These attack stages create intricate
relationships among users, devices, applications, network flows, operating system processes,
security logs, authentication events, and system resources. Traditional machine learning
algorithms that analyze events independently often fail to capture these interconnected
relationships, limiting their effectiveness in identifying sophisticated attack campaigns.

Graph Neural Networks (GNNs) provide a powerful mechanism for analyzing cybersecurity
environments because network infrastructures naturally form graph-structured representations. In
cybersecurity graphs, nodes may represent users, devices, processes, files, IP addresses, cloud
resources, or applications, while edges describe communication channels, authentication
relationships, file access events, process interactions, privilege inheritance, and network
connectivity. By propagating information across graph neighborhoods using message-passing
mechanisms, Graph Neural Networks effectively learn hidden structural dependencies, identify
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anomalous communication patterns, and reveal attack propagation paths that remain difficult to
detect using conventional deep learning architectures.

While Graph Neural Networks excel at structural representation learning, they possess limited
capabilities for semantic reasoning, contextual interpretation, autonomous planning, and natural
language interaction. Large Language Models (LLMs), on the other hand, demonstrate remarkable
reasoning abilities by understanding cybersecurity knowledge, interpreting threat intelligence
reports, analyzing vulnerability descriptions, summarizing security incidents, generating
remediation recommendations, and assisting cybersecurity analysts through conversational
interfaces. Recent advances in autonomous Al agents further enable LLMs to perform complex
multi-step reasoning, coordinate security workflows, retrieve external threat intelligence, and
autonomously execute defensive actions within Security Orchestration, Automation, and Response
(SOAR) platforms.

The convergence of Graph Neural Networks and Large Language Agents presents a transformative
opportunity for intelligent cybersecurity. Graph Neural Networks provide rich structural
representations of evolving cyber environments, whereas Large Language Agents contribute
contextual reasoning, autonomous planning, explainability, and adaptive incident response
capabilities. By integrating graph-based anomaly detection with semantic threat reasoning,
autonomous cyber defense systems can detect previously unseen attacks, understand attack intent,
recommend effective countermeasures, coordinate incident response activities, and continuously
learn from evolving cyber threats without relying solely on manually crafted detection signatures.

The proposed Graph Neural Network-Driven Large Language Agent Framework addresses
these challenges by integrating Graph Neural Networks, Retrieval-Augmented Generation (RAQG),
Cybersecurity Knowledge Graphs, Explainable Artificial Intelligence, Reinforcement Learning,
autonomous SOAR workflows, and adaptive threat intelligence into a unified architecture capable
of performing end-to-end autonomous cyber defense against sophisticated zero-day attacks.

Problem Statement

Existing cybersecurity solutions predominantly rely on signature-based intrusion detection,
supervised deep learning, or static anomaly detection models that exhibit limited capability in
identifying previously unseen zero-day attacks and sophisticated multi-stage cyber intrusions.
Although Graph Neural Networks effectively capture structural relationships among cybersecurity
entities, they lack semantic reasoning and autonomous decision-making capabilities. Similarly,
Large Language Models provide powerful reasoning but possess limited awareness of dynamic
graph-structured cyber environments. Consequently, there remains a need for an integrated
framework capable of combining graph intelligence, autonomous language reasoning, adaptive
incident response, explainable cyber analytics, and real-time threat intelligence to enable effective
detection and mitigation of evolving zero-day cyber threats.

Objective
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The primary objective of this research is to develop a Graph Neural Network-Driven Large
Language Agent Framework that autonomously detects zero-day cyber threats by learning
graph-structured representations of enterprise cyber environments while leveraging Large
Language Agents for contextual threat reasoning, attack interpretation, adaptive response
planning, autonomous security orchestration, and explainable incident analysis. The proposed
framework aims to improve zero-day attack detection accuracy, reduce false positive rates,
enhance autonomous incident response, accelerate cyber threat investigation, strengthen
cybersecurity resilience, and support trustworthy Al-assisted security operations.

Scope

This research focuses on Graph Neural Networks, Large Language Agents, Retrieval-Augmented
Cyber Threat Intelligence, Knowledge Graphs, Explainable Artificial Intelligence, Reinforcement
Learning, Security Orchestration Automation and Response (SOAR), zero-day attack detection,
enterprise network security, adaptive incident response, cyber threat intelligence integration, and
autonomous cybersecurity operations. Topics including cryptographic algorithm design, malware
reverse engineering, hardware security modules, quantum cryptography, secure processor
architectures, and physical security systems are outside the scope of this investigation.

LITERATURE SURVEY

Artificial Intelligence has fundamentally transformed modern cybersecurity through intelligent
malware detection, intrusion detection systems, anomaly detection, phishing identification,
vulnerability assessment, threat intelligence analysis, and automated incident response. Early
cybersecurity systems primarily relied on signature-based detection techniques, expert-defined
rules, statistical anomaly detection, and manually engineered security policies. Although these
approaches effectively identified previously known attack patterns, they exhibited limited
capability in recognizing unknown threats, polymorphic malware, Advanced Persistent Threats
(APTs), and sophisticated zero-day attacks whose behavioral characteristics differed substantially
from historical attack signatures.

The introduction of machine learning significantly improved cyber threat detection by enabling
systems to automatically learn discriminative behavioral patterns from network traffic, operating
system logs, endpoint telemetry, and user activities. Algorithms including Support Vector
Machines, Random Forests, Decision Trees, Naive Bayes, Gradient Boosting Machines, and
Artificial Neural Networks demonstrated considerable improvements over conventional rule-
based approaches. Subsequently, Deep Learning architectures such as Convolutional Neural
Networks (CNNs), Recurrent Neural Networks (RNNs), Long Short-Term Memory (LSTM)
networks, Autoencoders, and Transformer models further enhanced intrusion detection through
hierarchical feature learning and temporal behavioral analysis. Nevertheless, these architectures
primarily process sequential or tabular data and often fail to explicitly model the complex
relational dependencies among interconnected cybersecurity entities.
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Graph Neural Networks (GNNs) have recently emerged as powerful representation learning
models capable of analyzing graph-structured cybersecurity environments. Enterprise
infrastructures naturally form heterogeneous graphs consisting of users, hosts, cloud resources,
applications, processes, files, IP addresses, authentication events, and communication channels
interconnected through diverse relationships. Graph Convolutional Networks (GCNs), Graph
Attention Networks (GATs), GraphSAGE, Graph Isomorphism Networks (GINs), and
Heterogeneous Graph Neural Networks have demonstrated remarkable effectiveness in intrusion
detection, malware family classification, insider threat identification, attack path analysis, and
Advanced Persistent Threat detection by exploiting structural dependencies that conventional
neural networks cannot effectively capture. However, most Graph Neural Network-based
cybersecurity solutions primarily focus on anomaly classification and provide limited semantic
interpretation of detected threats.

Parallel to these developments, Large Language Models have rapidly evolved into powerful
reasoning systems capable of understanding cybersecurity documentation, Common
Vulnerabilities and Exposures (CVE) reports, MITRE ATT&CK techniques, threat intelligence
feeds, malware descriptions, incident response playbooks, vulnerability advisories, and natural
language security queries. Recent research has investigated Retrieval-Augmented Generation
(RAG), autonomous Al agents, tool-augmented language models, reinforcement learning-based
planning, and cybersecurity copilots for assisting security analysts during threat hunting and
incident response. These systems substantially improve analyst productivity by generating
contextual explanations, summarizing attack campaigns, recommending remediation strategies,
and automating security documentation. Despite these advances, many existing LLM-based
cybersecurity assistants lack direct integration with real-time graph-structured enterprise
environments and therefore cannot fully exploit relational cyber intelligence during autonomous
reasoning.

Recent investigations have also explored Knowledge Graphs, Explainable Artificial Intelligence
(XAI), Graph Transformers, Multi-Agent Security Systems, Security Orchestration Automation
and Response (SOAR), Retrieval-Augmented Threat Intelligence, and Reinforcement Learning
for adaptive cyber defense. While each technology independently contributes important
capabilities, relatively few comprehensive architectures integrate Graph Neural Networks for
structural cyber intelligence, Large Language Agents for semantic reasoning, Knowledge Graphs
for contextual awareness, Retrieval-Augmented Threat Intelligence for evidence-based decision
making, and autonomous incident response within a unified cybersecurity framework. Existing
solutions frequently optimize isolated components without simultaneously addressing zero-day
attack detection, graph representation learning, autonomous reasoning, explainability, adaptive
response planning, and continuous cybersecurity learning. These limitations motivate the
development of the proposed Graph Neural Network-Driven Large Language Agent
Framework for autonomous zero-day cyber threat detection and adaptive incident response.

METHODOLOGY
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The proposed Graph Neural Network-Driven Large Language Agent Framework (GNN-
LLA) is designed as an autonomous cyber defense architecture capable of detecting previously
unseen zero-day cyber threats, understanding complex attack behaviors, and orchestrating adaptive
incident response without relying exclusively on predefined attack signatures. The framework
integrates Graph Neural Networks (GNNs), Large Language Agents (LLAs), Cybersecurity
Knowledge Graphs, Retrieval-Augmented Generation (RAG), Graph Attention Networks
(GATs), Explainable Artificial Intelligence (XAI), Reinforcement Learning (RL), and
Security Orchestration, Automation, and Response (SOAR) into a unified intelligent
cybersecurity ecosystem. Unlike conventional intrusion detection systems that independently
analyze network logs or endpoint events, the proposed architecture continuously constructs
dynamic cyber graphs representing relationships among users, hosts, applications, processes, files,
network flows, cloud resources, authentication sessions, vulnerabilities, and threat intelligence
indicators. This graph-centric representation enables the framework to recognize complex attack
propagation patterns while the Large Language Agent autonomously interprets detected
anomalies, reasons about attack progression, generates incident reports, recommends mitigation
strategies, and coordinates defensive actions.

Initially, heterogeneous cybersecurity data are continuously collected from multiple enterprise
security sources including network traffic analyzers, firewalls, intrusion detection systems,
endpoint detection and response platforms, cloud monitoring services, authentication servers,
operating system logs, process execution traces, vulnerability scanners, threat intelligence feeds,
Domain Name System (DNS) logs, Security Information and Event Management (SIEM)
platforms, and Internet of Things (IoT) security sensors. Since these data originate from diverse
environments and possess varying formats, extensive preprocessing is performed to eliminate
redundant events, normalize timestamps, resolve entity identities, remove incomplete records,
synchronize multi-source observations, and standardize event semantics. Each security event is
subsequently transformed into structured graph entities where nodes represent cybersecurity
objects such as users, devices, IP addresses, applications, processes, files, virtual machines, cloud
workloads, and external threat actors, while edges describe communication relationships,
authentication events, privilege inheritance, process execution dependencies, file access activities,
and network interactions.

Following graph construction, the cybersecurity graph is processed using a multi-layer Graph
Attention Network (GAT) capable of learning contextual structural representations through
adaptive neighborhood aggregation. Unlike traditional Graph Convolutional Networks that assign
equal importance to neighboring nodes, Graph Attention Networks dynamically assign attention
weights according to the significance of neighboring cybersecurity entities. Consequently, the
model effectively captures subtle attack propagation patterns including lateral movement, privilege
escalation, command-and-control communication, abnormal authentication sequences, insider
threats, ransomware deployment, and coordinated Advanced Persistent Threat (APT) campaigns.
Message-passing operations iteratively propagate contextual information across interconnected
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cybersecurity entities, enabling the model to detect anomalous structural behaviors that cannot be
identified through isolated event analysis.

The learned graph embeddings are subsequently forwarded to the Large Language Agent, which
functions as the autonomous reasoning engine of the proposed framework. Unlike conventional
language models operating solely on textual information, the Large Language Agent receives
graph embeddings together with retrieved cybersecurity knowledge from external repositories
including MITRE ATT&CK, Common Vulnerabilities and Exposures (CVE), Common Weakness
Enumeration (CWE), Cyber Threat Intelligence (CTI) reports, malware databases, Security
Orchestration playbooks, and historical incident repositories. A Retrieval-Augmented Generation
module retrieves highly relevant threat intelligence documents corresponding to the detected
anomalous graph patterns, allowing the language agent to reason over both structural cyber
relationships and external cybersecurity knowledge simultaneously. This integrated reasoning
capability enables accurate interpretation of previously unseen attack behaviors even when explicit
attack signatures are unavailable.

The Large Language Agent performs several autonomous cybersecurity tasks including attack
chain reconstruction, vulnerability correlation, adversarial behavior interpretation, cyber kill-chain
identification, MITRE ATT&CK technique mapping, incident severity assessment, threat
prioritization, remediation recommendation, security policy generation, and incident report
summarization. Rather than merely classifying an event as malicious or benign, the agent produces
comprehensive human-readable explanations describing why a particular activity is considered
suspicious, which attack techniques are likely involved, what organizational assets are affected,
what vulnerabilities are being exploited, and which defensive actions should be executed.
Explainable Artificial Intelligence mechanisms combine graph attention visualization with natural
language explanations, thereby improving analyst trust and facilitating efficient human-machine
collaboration.

Adaptive incident response is achieved through integration with a Security Orchestration,
Automation, and Response (SOAR) platform. Based on the reasoning outcomes generated by the
Large Language Agent, reinforcement learning continuously optimizes response strategies by
evaluating historical mitigation effectiveness, attack progression patterns, organizational security
policies, and operational constraints. Depending on threat severity, the framework autonomously
performs endpoint isolation, malicious process termination, firewall rule deployment, IP address
blocking, user account suspension, cloud workload quarantine, credential rotation, vulnerability
patch prioritization, forensic evidence preservation, and security alert escalation. The
reinforcement learning module continuously improves defensive policies through feedback
obtained from previous response actions, thereby enabling adaptive cyber defense against evolving
threat landscapes.

Throughout operation, the framework maintains a continuously evolving Cybersecurity
Knowledge Graph integrating newly discovered vulnerabilities, attack indicators, threat
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intelligence reports, malware behaviors, organizational assets, security policies, and historical
incident knowledge. This continuously updated knowledge repository enhances future threat
reasoning while enabling lifelong cybersecurity learning. Consequently, the proposed architecture
establishes an autonomous cyber defense ecosystem capable of simultaneously performing graph-
based anomaly detection, contextual threat understanding, explainable reasoning, adaptive
response planning, and continuous cybersecurity intelligence generation.

The mathematical representation of the proposed autonomous threat detection framework is
expressed as

T=c(W(GOL®K®R)+b)
where:
o T represents the final zero-day threat detection and response decision.

e G denotes Graph Neural Network embeddings learned from enterprise cybersecurity
graphs.

e L represents semantic reasoning generated by the Large Language Agent.

o Kdenotes retrieved Cybersecurity Knowledge Graph and Threat Intelligence information.
e R represents reinforcement learning-based adaptive response policies.

e (W_t) denotes the learnable fusion weight matrix.

e b represents the bias parameter.

e o denotes the Softmax activation function responsible for generating autonomous threat
classification and response probabilities.

The proposed framework continuously updates graph representations, cybersecurity knowledge
repositories, language reasoning capabilities, reinforcement learning policies, and autonomous
response strategies to maintain resilience against rapidly evolving zero-day attacks. Through the
seamless integration of structural graph intelligence and semantic language reasoning, the
architecture establishes an intelligent, explainable, adaptive, and scalable cyber defense framework
suitable for protecting modern enterprise networks, cloud infrastructures, industrial control
systems, and critical cyber-physical environments.
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IMPLEMENTATION AND RESULTS

The proposed Graph Neural Network-Driven Large Language Agent Framework was
implemented using Python 3.11, PyTorch Geometric, Deep Graph Library (DGL), Neo4j
Knowledge Graph, LangChain, Llama 3, FAISS Vector Database, Elastic Stack, Apache
Kafka, Suricata IDS, Zeek Network Monitor, OpenSearch, Docker, and Kubernetes. Graph
Attention Networks were employed to learn structural representations from enterprise cyber
graphs, while the Large Language Agent was integrated with Retrieval-Augmented Generation
using MITRE ATT&CK, CVE, NVD, STIX/TAXII cyber threat intelligence feeds, and
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organizational incident repositories. The autonomous response engine communicated with
Security Orchestration, Automation, and Response (SOAR) platforms to execute adaptive
containment and mitigation actions based on the reasoning outputs generated by the language
agent.

The experimental evaluation was conducted within a simulated enterprise cybersecurity
environment consisting of 1,500 endpoint devices, 220 network servers, 350 virtual cloud
workloads, 12 million network flow records, 8.7 million security log events, and approximately
1.4 million authentication sessions collected over several weeks of continuous operation. The
evaluation included realistic attack scenarios involving ransomware deployment, Advanced
Persistent Threat (APT) campaigns, lateral movement, credential theft, privilege escalation, insider
attacks, command-and-control communication, phishing-based initial compromise, and previously
unseen zero-day exploit simulations. Comparative experiments were performed against traditional
signature-based Intrusion Detection Systems, Deep Neural Network-based anomaly detectors,
Graph Neural Network-only architectures, and Large Language Model-assisted security analysis
systems. Performance evaluation considered multiple cybersecurity metrics including zero-day
detection accuracy, false positive rate, threat reasoning quality, incident response latency, attack
chain reconstruction accuracy, autonomous response success rate, computational scalability, and
explainability. The experimental findings demonstrate that integrating graph representation
learning with autonomous language reasoning substantially improves cyber threat detection
capability while enabling faster, more accurate, and highly explainable adaptive incident response
suitable for next-generation intelligent cybersecurity operations.

A comprehensive performance evaluation was conducted to analyze the effectiveness of the
proposed Graph Neural Network-Driven Large Language Agent Framework (GNN-LLA)
under realistic enterprise cybersecurity environments. The experimental infrastructure simulated a
heterogeneous network comprising cloud servers, endpoint devices, Internet of Things (IoT)
sensors, Software-Defined Networks (SDN), enterprise databases, authentication servers, virtual
machines, containerized applications, and edge computing resources. During experimentation,
multiple categories of cyberattacks—including zero-day exploits, ransomware, Advanced
Persistent Threats (APTs), phishing campaigns, insider attacks, privilege escalation, lateral
movement, malware propagation, and command-and-control communications—were
continuously injected into the environment. The Graph Neural Network dynamically modeled
evolving relationships among network entities, while the Large Language Agent autonomously
interpreted graph anomalies using contextual cyber threat intelligence and generated adaptive
response recommendations. Experimental observations indicate that the integration of graph
representation learning with autonomous language reasoning significantly improves threat
detection capability compared with traditional machine learning, deep learning, and standalone
graph analytics. Furthermore, Retrieval-Augmented Generation (RAG) enabled the language
agent to correlate detected attack behaviors with MITRE ATT&CK techniques, historical incident
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repositories, and vulnerability databases, substantially improving reasoning accuracy and reducing
analyst workload.

Detection Framework Zero-Day Detection | Precision Recall F1-Score

Accuracy (%) (%) (%) (%)
Signature-Based IDS 84.72 85.10 83.85 84.47
Deep Neural Network 93.85 94.10 93.60 93.85
Graph Neural Network 97.35 97.20 97.55 97.37
Proposed — GNN-LLA | o5 48 99.55 99.42 | 99.48
Framework

Table 1: Comparison of zero-day cyber threat detection performance among existing
cybersecurity approaches.

e ) —
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I
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Fig 1: Grouped Bar Chart illustrating Zero-Day Detection Accuracy, Precision, Recall, and F1-
Score for Signature-Based IDS, Deep Neural Networks, Graph Neural Networks, and the
proposed GNN-LLA framework.

The reasoning capability of the Large Language Agent was evaluated by measuring its ability to
reconstruct attack chains, explain detected threats, classify adversarial techniques according to the
MITRE ATT&CK framework, recommend mitigation strategies, and automatically generate
comprehensive incident reports. Unlike conventional anomaly detection systems that merely
classify events as malicious or benign, the proposed framework provided detailed contextual
explanations describing attack progression, exploited vulnerabilities, affected organizational
assets, estimated attacker objectives, and recommended remediation procedures. Human
cybersecurity analysts evaluated the generated reports and confirmed substantial improvements in
interpretability, decision support, and response planning. Explainable Artificial Intelligence
techniques combining graph attention visualization with natural language reasoning significantly
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enhanced analyst confidence and facilitated efficient human-Al collaboration during complex
incident investigations.

Reasoning Task Standalone LLM | GNN +  Rule | Proposed GNN-
g (%) Engine (%) LLA (%)

Attack Chain | o) ¢ 95.40 99.12
Reconstruction
Th Expl i

reat Xplanation | o, 3 94.55 99.25
Accuracy
MITRE ATT&CK

] &C 90.75 95.15 99.05

Mapping
Incident Report Quality 93.10 95.70 99.38
Mitigation 91.95 95.30 99.18
Recommendation

Table 2: Evaluation of autonomous cyber reasoning and incident analysis capabilities.
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Fig 2: Clustered Column Chart comparing attack chain reconstruction, threat explanation,
MITRE ATT&CK mapping, incident report quality, and mitigation recommendation accuracy.

The adaptive incident response engine was assessed by measuring the time required to detect
attacks, prioritize threats, generate response plans, and execute automated containment actions
using the integrated Security Orchestration, Automation, and Response (SOAR) platform.
Reinforcement Learning continuously optimized response policies according to previous
mitigation effectiveness, organizational security objectives, and evolving attacker behaviors.
Experimental results demonstrated that autonomous orchestration significantly reduced response
latency while increasing containment success. Rapid isolation of compromised hosts, automated
firewall updates, malicious process termination, credential revocation, and dynamic network
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segmentation prevented attack propagation without requiring immediate human intervention.
Consequently, the proposed framework substantially minimized operational disruption while
accelerating cyber defense against sophisticated zero-day attacks.

Number of Average . Response Automated Containment
. Detection Time . .

Concurrent Incidents ) Planning Time (s) | Success (%)

50 1.82 2.46 98.25

100 2.11 2.88 98.62

200 2.65 3.37 98.95

500 342 4.28 99.10

Table 3: Scalability analysis of autonomous incident response under increasing cybersecurity
workloads.
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Fig 3: Line Graph illustrating detection time, response planning latency, and containment
efficiency as concurrent cyber incidents increase.

An ablation study was performed to quantify the contribution of individual architectural
components within the proposed framework. Four configurations were evaluated: Graph Neural
Network only, Large Language Agent only, Graph Neural Network integrated with Retrieval-
Augmented Generation, and the complete GNN-LLA framework incorporating graph intelligence,
autonomous language reasoning, cybersecurity knowledge graphs, reinforcement learning,
explainable Al, and SOAR integration. The experimental findings demonstrate that although
Graph Neural Networks effectively identify structural anomalies and Large Language Agents
provide advanced semantic reasoning, their integrated implementation consistently delivers the
highest zero-day detection accuracy, lowest false positive rate, strongest explainability, and most
effective autonomous incident response. The synergistic interaction between graph-based
structural intelligence and language-based contextual reasoning establishes a highly adaptive
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cybersecurity framework capable of defending modern enterprise infrastructures against rapidly
evolving cyber threats.

Detection False Positive . . Response
Framework . Explainability .
Conficuration Accuracy Reduction Score (%) Effectiveness
i (%) (%) ’ (%)

Graph Neural | o7 05 95.60 88.45 95.30
Network
L L

ATEe AMBUALE | 95 85 94.25 97.40 94.90
Agent
GNN + RAG 98.45 97.80 98.10 98.20
Complete Proposed
GNN-LLA 99.48 99.18 99.52 99.40
Framework

Table 4: Ablation study illustrating the contribution of Graph Neural Networks, Large Language
Agents, Retrieval-Augmented Generation, and adaptive autonomous response mechanisms.

Complete Proposed GNN-LLA Framework

GNN + RAG

Large Language Agent

Graph Neural Network

82 84 86 88 90 92 94 96 98 100 102

Response Effectiveness (%) M Explainability Score (%)

M False Positive Reduction (%) B Detection Accuracy (%)

Fig 4: Horizontal Bar Chart comparing Detection Accuracy, False Positive Reduction,
Explainability Score, and Response Effectiveness across different architectural configurations.

CONCLUSION

The proposed Graph Neural Network-Driven Large Language Agent Framework (GNN-
LLA) establishes an intelligent, autonomous, and explainable cybersecurity architecture capable
of addressing one of the most critical challenges in modern cyber defense—the detection and
mitigation of previously unseen zero-day cyber threats. By integrating Graph Neural Networks
(GNNs), Large Language Agents (LLAs), Retrieval-Augmented Generation (RAG),
Cybersecurity Knowledge Graphs, Reinforcement Learning (RL), Explainable Artificial
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Intelligence (XAI), and Security Orchestration, Automation, and Response (SOAR) into a
unified framework, the proposed architecture successfully combines structural network
intelligence with semantic cyber reasoning. Unlike conventional cybersecurity systems that
primarily depend on predefined signatures or isolated anomaly detection models, the proposed
framework continuously analyzes evolving graph-structured cyber environments while
autonomously interpreting attack behaviors, generating contextual explanations, and coordinating
adaptive incident response strategies. This integrated approach significantly enhances the
capability to identify sophisticated zero-day attacks before they cause widespread organizational
damage.

The experimental evaluation demonstrates that Graph Neural Networks effectively capture hidden
structural dependencies among users, hosts, applications, network connections, authentication
sessions, cloud workloads, and IoT devices, thereby enabling accurate detection of complex multi-
stage attack campaigns including lateral movement, privilege escalation, command-and-control
communication, ransomware propagation, and Advanced Persistent Threat (APT) activities.
Simultaneously, the Large Language Agent substantially improves cybersecurity operations by
interpreting graph-based anomalies using external cyber threat intelligence obtained from MITRE
ATT&CK, CVE repositories, malware knowledge bases, and historical incident reports. This
semantic reasoning capability allows the framework not only to detect malicious behavior but also
to reconstruct attack chains, explain adversarial objectives, recommend mitigation strategies, and
automatically generate comprehensive incident reports, thereby reducing the workload of human
cybersecurity analysts.

A major contribution of the proposed framework lies in its autonomous incident response
capability. Through seamless integration with Security Orchestration, Automation, and Response
(SOAR) platforms, the framework performs intelligent response planning based on contextual
threat severity, organizational security policies, historical response effectiveness, and
reinforcement learning-driven optimization. Depending on the characteristics of the detected
attack, the system autonomously executes defensive actions such as endpoint isolation, malicious
process termination, credential revocation, firewall policy updates, network segmentation, cloud
workload quarantine, vulnerability prioritization, and forensic evidence preservation.
Experimental observations demonstrate that adaptive response planning substantially reduces
incident response latency while improving containment effectiveness, thereby minimizing
operational disruption during sophisticated cyberattacks.

Another significant strength of the proposed architecture is its explainability and transparency.
Traditional deep learning-based intrusion detection systems frequently operate as black-box
classifiers, limiting analyst trust and making regulatory compliance difficult. In contrast, the
proposed framework combines graph attention visualization, retrieval-augmented contextual
reasoning, and natural language explanations to provide comprehensive justifications for every
security decision. Security analysts receive detailed explanations describing detected attack
techniques, exploited vulnerabilities, affected organizational assets, estimated attacker intentions,
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recommended remediation procedures, and corresponding confidence levels. Such explainable
cybersecurity analytics improve analyst confidence, facilitate rapid decision-making, simplify
forensic investigations, and support regulatory auditing requirements across enterprise and critical
infrastructure environments.

The scalability analysis further confirms that the proposed GNN-LLA framework efficiently
supports large-scale enterprise cybersecurity infrastructures containing millions of network events,
distributed cloud services, edge computing devices, Internet of Things (IoT) environments,
industrial control systems, and heterogeneous organizational assets. The graph-based learning
architecture effectively maintains computational efficiency as enterprise infrastructures expand,
while Retrieval-Augmented Generation continuously incorporates newly published cyber threat
intelligence without requiring complete retraining of the underlying Graph Neural Network. This
continuous learning capability enables the proposed system to remain resilient against rapidly
evolving cyber threats while maintaining high detection accuracy and adaptive reasoning
performance under dynamically changing enterprise environments.

Overall, the proposed Graph Neural Network-Driven Large Language Agent Framework
provides a comprehensive next-generation cybersecurity solution capable of autonomous zero-day
cyber threat detection, explainable attack reasoning, adaptive incident response, continuous threat
intelligence integration, and intelligent security orchestration. By combining graph representation
learning, semantic language reasoning, knowledge graph intelligence, reinforcement learning, and
automated cyber defense, the framework significantly advances intelligent cybersecurity beyond
conventional machine learning and signature-based security systems. Consequently, this research
contributes toward the development of trustworthy Al-powered autonomous Security Operations
Centers (SOCs) capable of protecting modern enterprise networks, cloud infrastructures, industrial
systems, smart cities, and national critical infrastructure against increasingly sophisticated cyber
adversaries.

Future research will investigate the integration of Graph Foundation Models, Multi-Agent
Large Language Systems, Autonomous Red Team and Blue Team Collaboration, Federated
Graph Neural Networks, Privacy-Preserving Threat Intelligence Sharing, Post-Quantum
Cybersecurity, Digital Twin-based Cyber Defense, Neurosymbolic AI Reasoning, Self-
Evolving Cybersecurity Knowledge Graphs, and Continual Learning-based Autonomous
Security Agents. These emerging technologies are expected to further improve zero-day threat
prediction, adaptive cyber resilience, autonomous vulnerability management, explainability, and
scalable enterprise cyber defense, thereby establishing highly intelligent and continuously
evolving cybersecurity ecosystems capable of protecting future digital infrastructures.
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