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ABSTRACT

The rapid growth of the Internet of Medical Things (IoMT) has revolutionized modern healthcare by
enabling continuous patient monitoring, remote diagnostics, and intelligent medical decision-making.
However, the integration of interconnected medical devices and cloud-based platforms introduces
significant security vulnerabilities, making IoMT networks highly susceptible to cyberattacks and
anomalous activities. Ensuring real-time anomaly detection is critical to maintaining patient safety,
data privacy, and system reliability. This paper proposes a real-time anomaly detection framework for
IoMT networks using a stacking ensemble learning model. The proposed approach integrates multiple
base classifiers such as Random Forest, Support Vector Machine, and Gradient Boosting to enhance
detection accuracy and robustness. These base models independently analyze network traffic patterns
and device communication behaviors, while a meta-learner combines their predictions to produce a
final optimized decision. The stacking model leverages the strengths of individual algorithms, reduces
overfitting, and improves generalization performance compared to traditional single-model
approaches. The system utilizes real-time network traffic data collected from IoMT devices, applies
preprocessing techniques including feature extraction and normalization, and performs classification
to distinguish between normal and anomalous activities. Experimental results demonstrate that the
proposed stacking-based framework achieves higher accuracy, precision, recall, and Fl-score
compared to conventional machine learning methods. Furthermore, the model supports low-latency
processing, making it suitable for deployment in real-time healthcare environments.

Overall, the proposed solution enhances cybersecurity resilience in [oMT ecosystems by providing an
intelligent, scalable, and efficient anomaly detection mechanism capable of safeguarding sensitive
medical infrastructures.
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INTRODUCTION

The rapid advancement of the Internet of
Medical Things (IoMT) has transformed the
healthcare industry by enabling
interconnected medical devices, wearable
sensors, smart monitoring systems, and
cloud-based healthcare platforms. IoMT
facilitates real-time patient monitoring,
remote diagnosis, automated alerts, and
data-driven  clinical  decision-making.
Hospitals, clinics, and  home-care
environments increasingly rely on IoMT
networks to improve patient outcomes,
reduce operational costs, and enhance
healthcare accessibility. However, the
growing interconnectivity of medical
devices also introduces significant security
challenges, making IoMT infrastructures
vulnerable to cyberattacks, data breaches,
and anomalous network activities.

Unlike traditional IT networks, IoMT
environments handle highly sensitive
medical data and life-critical operations.
Any malicious intrusion, denial-of-service
attack, or abnormal device behavior can
compromise patient safety and disrupt
healthcare services. Conventional intrusion
detection systems often fail to provide
accurate and real-time detection due to the
dynamic and heterogeneous nature of [oMT
traffic. Therefore, there is a critical need for
intelligent and adaptive anomaly detection
mechanisms  capable of identifying
suspicious patterns in real time.

Machine learning techniques have emerged
as powerful tools for detecting anomalies in
complex network environments. However,
single-model approaches may suffer from
limitations such as overfitting, limited
generalization, and reduced detection
accuracy. To overcome these challenges,
ensemble learning methods, particularly
stacking models, combine multiple base
classifiers to  improve  prediction
performance and robustness. This study
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focuses on developing a real-time anomaly
detection framework for IoMT networks
using a stacking ensemble model to enhance
detection accuracy, reduce false alarms, and
ensure secure and reliable healthcare
communication systems.

LITERATURE REVIEW

The literature on anomaly detection in the
Internet of Medical Things (IoMT) reflects
diverse approaches leveraging statistical
methods, machine learning, and ensemble
techniques to address the growing security
challenges in interconnected medical
environments. Early research
predominantly ~ employed  traditional
machine learning algorithms such as
Support Vector Machines (SVM), Decision
Trees, k-Nearest Neighbors (k-NN), and
Naive Bayes classifiers to distinguish
between normal and abnormal traffic
patterns. These studies highlighted the
potential of supervised learning for
intrusion detection but also revealed
limitations in handling imbalanced datasets,
noisy features, and evolving attack vectors.

To overcome these challenges, subsequent
works introduced feature selection and
dimensionality reduction techniques such as
Principal Component Analysis (PCA) and
Information Gain to enhance detection
accuracy and reduce computational
overhead. Parallel studies investigated
unsupervised and semi-supervised methods,
including clustering algorithms (e.g., k-
Means, DBSCAN) and autoencoders, to
detect novel anomalies without requiring
extensive labeled data, showing promise in
dynamic [oMT environments.

With  advances in  computational
capabilities, deep learning-based solutions
have  been  proposed, employing
architectures like Convolutional Neural
Networks (CNN), Recurrent Neural
Networks (RNN), and Long Short-Term
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Memory (LSTM) networks to capture
complex temporal and spatial patterns in
network traffic. While these models
achieved higher accuracy and robustness
compared to traditional techniques, they
often  incurred  significant  training
overheads and were less suitable for real-
time deployment on resource-limited [oMT
devices.

Recently, ensemble learning approaches
have attracted significant attention due to
their ability to combine multiple classifiers
and improve generalization performance.
Studies using bagging and boosting
frameworks, such as Random Forest and
XGBoost, demonstrated enhanced detection
rates and reduced false alarms. However,
only a few researchers have explored
stacking ensemble models in the context of
IoMT, wherein diverse base learners
contribute complementary perspectives and
a meta-learner refines final decisions. These
works suggest that stacking frameworks can
effectively balance accuracy and efficiency
but require careful feature engineering and
model selection.

SYSTEM ARCHITECTURE

The proposed architecture presents an
intelligent IoMT (Internet of Medical
Things) Intrusion Detection and Anomaly
Detection Framework that utilizes a
Stacking Ensemble Machine Learning
Model to identify malicious activities and
security threats in healthcare environments.
The framework consists of five major
stages: data collection, data preprocessing,
ensemble-based classification, anomaly
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detection and alert generation, and
performance evaluation.

The process begins with IoMT devices,
such as wearable health monitors, smart
sensors, and medical equipment, which
continuously generate healthcare and
network traffic data. This collected data
serves as the input for the intrusion
detection system. Since raw [oMT data may
contain noise, missing values, and
irrelevant information, it undergoes a data
preprocessing phase. In this stage, noise
reduction techniques are applied, missing
data is handled, and feature extraction and
feature selection methods are performed to
identify the most relevant attributes. The
resulting pre-processed dataset improves
the quality and efficiency of the learning
process.

The cleaned data is then provided to a
Stacking Ensemble Model, which combines
multiple machine learning algorithms to
enhance detection accuracy. The first layer
consists of three base classifiers: Random
Forest, Support Vector Machine (SVM),
and Gradient Boosting. Each classifier
independently analyses the network traffic
and  generates  predictions.  These
predictions are forwarded to a Meta-
Classifier, which learns from the outputs of
the base models and produces a final
decision. The stacking approach leverages
the strengths of individual algorithms while
minimizing their weaknesses, resulting in
improved robustness and predictive
performance.

The output from the ensemble model is
passed to the Anomaly Detection and Alerts
module. This component identifies
suspicious behaviour, cyberattacks, or
abnormal patterns within the [oMT
network. Once an anomaly is detected, the
system generates alerts and logs security
events for further analysis and auditing
purposes.
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Finally, the detected alerts are
communicated to Healthcare
Administrators, enabling timely security
responses, threat mitigation, and system
protection. The effectiveness of the
proposed framework is measured using
standard evaluation metrics, including
Accuracy, Precision, Recall, and F1-Score,
ensuring reliable assessment of intrusion
detection  performance and overall
cybersecurity effectiveness in healthcare
[IoMT environments.

Methodology:

The proposed methodology presents a real-
time anomaly detection framework for the
Internet of Medical Things (IoMT) using a
Stacking Ensemble Machine Learning
Model. The framework continuously
monitors network traffic generated by
interconnected medical devices,
preprocesses the collected data, extracts
significant features, and classifies network
activities as Normal or Anomalous. The
stacking model combines multiple base
learners with a meta-classifier to achieve
higher detection accuracy, lower false alarm
rates, and better generalization than
individual machine learning algorithms.

2. Methodology Framework

The proposed methodology consists of the
following stages:

Phase 1:

IoMT Network Traffic Collection
Medical devices such as

ECG monitors

Smart infusion pumps

Wearable sensors

Blood pressure monitors

Smart ventilators

Patient monitoring systems

Phase 2:

e generate continuous network traffic.
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e The network packets are collected
using monitoring tools such as

e Wireshark

¢ CICFlowMeter

e Tcpdump
e NetFlow

The proposed methodology for Real-Time
Anomaly Detection in Internet of Medical
Things (IoMT) Networks Using a Stacking
Model is designed to identify malicious
activities and abnormal network behavior
with high accuracy while maintaining the
reliability and security of healthcare
communication systems. As illustrated in
the methodology diagram, the framework
consists of ten sequential stages that
transform raw [oMT network traffic into
actionable security intelligence through
advanced machine learning techniques.

The process begins with [oMT Network
Traffic Collection, where network data is
gathered from various medical devices such
as wearable sensors, ECG monitors,
infusion pumps, blood pressure monitors,
smart ventilators, and patient monitoring
systems. These devices continuously
exchange sensitive patient information over
the network, making them potential targets
for cyberattacks. Traffic monitoring tools
such as Wireshark, CICFlowMeter,
Tepdump, and NetFlow are employed to
capture packet-level communication and
generate network flow records for further
analysis.
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The collected raw data is then passed to the
Data Preprocessing stage. Since real-world
network traffic often contains missing
values, duplicate records, noise, and
inconsistent formats, preprocessing ensures
that the dataset is clean and reliable.
Missing values are handled appropriately,
duplicate entries are removed, irrelevant
information is filtered, categorical attributes
are encoded into numerical values using
label or one-hot encoding, and numerical
features are normalized through Min-Max
or Standard Scaling. This step significantly
improves the quality of the dataset and
enhances the learning capability of machine
learning models.

After preprocessing, the system performs
Feature Extraction, where meaningful
characteristics are derived from the network
traffic. These include basic network
features such as IP addresses, port numbers,
protocols, and flow duration; statistical
features like packet count, byte count,
average packet length, and packet rate;
time-based features including active time,
idle time, and connection duration; and
behavioral features such as TCP flags, SYN
count, ACK count, failed login attempts,
and flow direction. These extracted features
effectively represent the communication
behavior of [oMT devices.

The next stage is Feature Selection, which
eliminates redundant and irrelevant
attributes to  reduce  computational
complexity and improve model
performance. Techniques such as Mutual
Information, Recursive Feature Elimination
(RFE), Random Forest Feature Importance,
and the Chi-Square test are applied to
identify the most informative features for
anomaly detection.

The optimized dataset is then divided into
Training (80%) and Testing (20%) sets,
while 5-fold or 10-fold cross-validation is
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used to ensure robust model generalization
and reduce overfitting.

The core of the proposed framework is the
Stacking Ensemble Learning Model. At
Level-0, four independent base
classifiers—Random Forest, XGBoost,
Support Vector Machine (SVM), and Extra
Trees—are trained using the selected
features. Each classifier independently
predicts the probability of whether a
network flow is normal or anomalous.
Instead of relying on a single classifier, the
probability outputs of all base learners are
combined to form a new feature space.

At Level-1, these prediction probabilities
are provided as inputs to a Logistic
Regression meta-classifier, which learns
how to optimally combine the strengths of
the individual models. This stacking
strategy improves detection accuracy,
reduces false positives, and enhances the
model's ability to identify both known and
previously unseen cyber threats. The final
output classifies each network flow as either
Normal or Anomalous.

Once trained, the stacking model is
deployed within the Real-Time Detection
Engine, where incoming network packets
are  continuously processed through
preprocessing, feature extraction, feature
scaling, and classification. The prediction is
generated within milliseconds, enabling
immediate detection of suspicious activities
without disrupting critical healthcare
services.

Whenever malicious traffic is identified, the
Alert Generation module automatically
creates security notifications, records attack
details such as timestamps, source and
destination IP addresses, attack type, and
prediction probability, and sends alerts
through dashboards, email, SMS, or mobile
applications. This enables healthcare
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administrators to respond rapidly to
potential cyber incidents.

Finally, the effectiveness of the proposed
methodology is evaluated using standard
performance metrics including Accuracy,
Precision, Recall, F1-Score, ROC-AUC,
and Confusion Matrix. These metrics
comprehensively measure the detection
capability, classification accuracy, false
alarm rate, and overall robustness of the
stacking ensemble model. The proposed
methodology therefore provides a reliable,
scalable, and intelligent solution for
securing [oMT networks against evolving
cyber threats while ensuring uninterrupted
healthcare service delivery.

Results:

Real-Time IoMT Anomaly Detection

The Home Screen serves as the entry point
to the [oMT Anomaly Detection System. It
provides a clean and user-friendly interface
with options for users to register, log in, or
create a new account. The page introduces
the system's purpose of securing medical
IoT networks through machine learning-
based real-time detection of cyberattacks
and abnormal device behavior.

The Create Account screen enables new
users to register and access the I[oMT
Anomaly Detection System. Users are

Vol. 22, No.3, 2026

required to provide details such as
username, email address, password, mobile
number, and address. After successful
registration, they can securely log in and
utilize the system's real-time anomaly
detection and monitoring features.

The User Login screen provides secure
authentication for registered users to access
the IoMT Anomaly Detection System.
Users enter their username and password to
log in and access system features. It also
includes a registration link for new users,
ensuring secure, authorized, and seamless
access to real-time IoMT network
monitoring and anomaly detection services.

The Dashboard serves as the central
workspace of the [oMT Anomaly Detection
System, providing access to all major
functionalities  through an intuitive
interface. Users can upload datasets,
preprocess data, train machine learning
models, compare algorithm performance,
perform real-time anomaly detection, and
execute batch detection. The dashboard
ensures a streamlined workflow for efficient
[oMT security analysis.
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The Upload Dataset screen allows users to
import the IoMT network dataset required
for anomaly detection and model training.
Users can browse and select the appropriate
CSV file from their local system for
processing. This step serves as the

foundation for data preprocessing, machine
learning model development, and real-time
cybersecurity analysis.

Upload Dataset

The Dataset Preview screen displays the
uploaded IoMT dataset in a structured
tabular format, allowing users to verify the
imported data before processing. It presents
all available attributes, enabling users to
inspect data quality, validate records, and
ensure the dataset is correctly loaded for
preprocessing, model training, and anomaly
detection tasks.

The Preprocess Dataset screen enables
users to clean and prepare the uploaded
IoMT dataset for machine learning analysis.

Vol. 22, No.3, 2026
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By clicking the Start Preprocessing
button, the system performs operations such
as handling missing values, removing
duplicate records, encoding categorical
features, and normalizing data, ensuring
high-quality input for accurate model

training and anomaly detection.

The Preprocessed Dataset Preview screen
displays the cleaned and transformed IoMT
dataset after preprocessing. It allows users
to verify that missing values, duplicate
records, and inconsistencies have been
handled successfully. The processed data is
now standardized and optimized, making it
suitable for machine learning model
training, performance evaluation, and

accurate anomaly detection.

The Train Machine Learning Algorithms
screen enables users to build predictive
models using the preprocessed I[oMT
dataset. By clicking the Start Training
button, the system trains multiple machine
learning algorithms on the dataset, learns
network traffic patterns, and generates
optimized models for accurate anomaly
detection and  cybersecurity  threat
classification.
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The Model Training Results screen presents
the performance of the trained machine
learning algorithms using key evaluation
metrics such as Accuracy, Precision, Recall,
and F1-Score. It also displays the confusion
matrix for each model, allowing users to
analyze classification performance,
compare algorithms, and identify the most
effective model for IoMT anomaly
detection.

Random Forest Confusion Matrix

Random Forest Canfusion Matrix

Fredicted

The Random Forest Confusion Matrix
screen  visualizes the classification
performance of the Random Forest model.
It displays the number of correctly and
incorrectly classified instances using a
matrix of actual versus predicted values.
This graphical representation helps users
evaluate the model's prediction accuracy,
identify classification errors, and assess its
effectiveness in detecting anomalies within
[IoMT network traffic.

XGBoost Confusion Matrix

xiGBoost Confusian Matrix

The XGBoost Confusion Matrix screen
illustrates the classification performance of
the XGBoost algorithm by comparing
actual and predicted classes. It highlights
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correctly classified and misclassified
instances, enabling users to evaluate the
model's  prediction capability.  This
visualization helps assess the effectiveness
of the XGBoost model in accurately
identifying anomalies and ensuring secure
[oMT network monitoring.

MNeural Network Confusion Matrix

Meural Network Confusion Matrix

The Neural Network Confusion Matrix
screen presents the classification results of
the Neural Network model by comparing
actual labels with predicted outcomes. It
clearly illustrates correctly classified and
misclassified instances, allowing users to
evaluate the model's performance. This
visualization helps measure prediction
accuracy, validate the model's reliability,
and assess its effectiveness in detecting
anomalies within IToMT network traffic.

Algorithm Accuracy Gomparison

The Algorithm Accuracy Comparison
screen provides a graphical comparison of
the accuracy achieved by different machine
learning models, including Random Forest,
XGBoost, and Neural Network. The bar
chart enables users to evaluate and compare
the predictive performance of each
algorithm, making it easier to identify the
most accurate and reliable model for [oMT
anomaly detection.
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The Real-Time Anomaly Detection screen
enables users to analyze individual IToMT
network traffic records by entering relevant
network parameters. After clicking the Run
Detection button, the trained machine
learning model evaluates the input and
classifies it as either Normal or
Anomalous. The prediction result is
displayed instantly, facilitating real-time
monitoring and enhancing the security of
medical [oT networks.

The Attack Detection Result screen displays
the outcome of real-time analysis
performed on the entered IoMT network
traffic data. After processing the input using
the trained machine learning model, the
system identifies the presence of malicious
activity and classifies the detected attack
type, such as Exploits. This enables users to
promptly recognize cyber threats and take
appropriate security measures to protect
IoMT devices and healthcare networks.
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The Batch Detection screen allows users to
upload a CSV file containing multiple [oMT
network traffic records for bulk anomaly
analysis. After selecting the dataset and
clicking the Predict button, the trained
machine learning model processes all
records simultaneously, identifies normal
and malicious traffic, and generates
prediction results efficiently for large-scale
[IoMT security monitoring.

The Batch Prediction Results screen
displays the classification outcomes for all
records in the uploaded IoMT dataset. Each
network traffic instance is labeled as
Normal or with its corresponding attack
category, such as Exploits, Fuzzers, or
Reconnaissance. This tabular view enables
users to analyze large volumes of data
efficiently, identify malicious activities, and
support timely cybersecurity decision-
making for [oMT environments.

CONCLUSION

In conclusion, the proposed real-time
anomaly detection system using a stacking
ensemble model effectively enhances the
security and reliability of IoMT networks.
By leveraging multiple machine learning
classifiers, the system achieves higher
detection accuracy and reduces false
positives, ensuring timely identification of
abnormal activities across heterogeneous
medical devices. Its real-time monitoring
capability allows healthcare administrators
to respond promptly to potential threats,
safeguarding both patient data and device
functionality. The integration  of
preprocessing, feature selection, and
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evaluation metrics ensures robustness,
scalability, and efficient performance.
Overall, this approach demonstrates a
significant advancement in securing loMT
environments, contributing to safer and
more reliable healthcare services while
providing a foundation for future
improvements in intelligent anomaly
detection frameworks.
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