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PROBLEM STATEMENT 1. To develop a resilient power system
) ) ) ) . framework capable of detecting and
The increasing frequency and intensity of wildfires
) mitigating wildfire risks in real time.
pose a serious threat to modern power systems,
causing transmission line failures, equipment 2. To integrate Al, IoT sensors, satellite
damage, prolonged power outages, and significant imagery, weather data, and machine
economic losses. Conventional power grid learning techniques for early wildfire
protection and monitoring systems are primarily prediction and situational awareness.
designed to respond to electrical faults and often . ) )
3. To implement adaptive protection and
lack the capability to predict, detect, and mitigate . .
control strategies that isolate vulnerable
wildfire-related risks in real time. Existing i ) .
network sections while maintaining
approaches rely heavily on manual inspections, . .
uninterrupted power supply to critical
weather forecasts, and isolated sensing techniques, load
oads.
which provide limited situational awareness and
delayed response. Furthermore, the integration of 4. To enhance grid resilience by
renewable energy resources, distributed generation, coordinating distributed energy resources
and cyber-physical infrastructures has increased the (DERs), microgrids, and energy storage
complexity of maintaining grid resilience during systems during wildfire emergencies.
wildfire events. There is a critical need for a . T
5. To improve power system reliability,
human-centric, intelligent, and secure power . . o
stability, and operational continuity under
system that integrates advanced sensing, artificial . . .
y £ & wildfire-induced disturbances.
intelligence,  predictive  analytics,  resilient
communication, and cybersecurity mechanisms to 6. To strengthen cybersecurity by protecting
proactively identify wildfire threats, protect critical communication networks and critical
infrastructure, ensure public safety, and maintain power infrastructure against cyber threats
continuous  power supply under extreme during emergency operations.
environmental conditions. 7. To minimize equipment damage, wildfire
OBJECTIVES ignition caused by electrical faults,
economic losses, and service interruptions
through proactive risk assessment and
intelligent decision-making.
Vol. 22, No.3, 2026 https://ijerst.org/index.php /ijerst 436



https://ijerst.org/index.php/ijerst
http://www.ijerst.com/

Int. J. Engg. Res. & Sci. & Tech. 2026, ISSN 2319-5991

\ )gRSY

ﬁmwmammmumum

8. To develop a human-centric decision
support system that assists utilities,
emergency responders, and policymakers
with real-time monitoring, risk

visualization, and coordinated disaster

response.

9. To validate the proposed framework
through simulation and case studies by
evaluating wildfire detection accuracy,
system resilience, restoration time,
reliability indices, and overall power

quality.

10. To support the development of
sustainable, secure, and climate-resilient
smart grids capable of ensuring reliable
electricity  supply  under  extreme

environmental conditions.
ABSTRACT

Wildfires have become one of the most significant
threats to modern electric power systems, causing
widespread outages, equipment damage, and severe
risks to public safety. The increasing frequency and
intensity of wildfire events, driven by climate
change, prolonged droughts, and extreme weather
conditions, demand resilient, intelligent, and
human-centric approaches for power system
planning and operation. This work presents a
comprehensive framework for resilient power
systems against wildfire risks, integrating
advanced monitoring technologies, artificial
intelligence (AI), Internet of Things (IoT) sensors,
satellite and weather data, predictive analytics, and
secure communication networks to enhance
situational awareness and operational decision-
making. The proposed framework employs
machine learning algorithms for wildfire risk
prediction, dynamic line rating, vegetation

management, fault detection, and preventive
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control strategies to minimize wildfire ignition
caused by electrical infrastructure. In addition,
distributed energy resources, microgrids, battery
energy storage systems, and adaptive protection
schemes are incorporated to maintain uninterrupted
power supply during wildfire-induced emergencies.
Cybersecurity mechanisms are integrated to ensure
secure data exchange and protect critical grid
infrastructure from cyber threats during disaster
situations. Simulation results demonstrate that the
proposed human-centric resilience framework
significantly improves system reliability, reduces
outage duration, enhances emergency response,
minimizes economic losses, and strengthens grid
security under wildfire conditions. The proposed
approach supports the development of sustainable,
intelligent, and resilient power systems capable of
ensuring safe, reliable, and secure electricity
delivery while protecting human lives, critical
infrastructure, and the environment against the

growing challenges posed by wildfires.
INTRODUCTION

The increasing frequency and severity of wildfires
have emerged as one of the most critical challenges
facing modern electric power systems. Climate
change, prolonged droughts, rising temperatures,
and extreme weather conditions have significantly
increased wildfire risks, threatening transmission
lines, substations, distribution networks, and other
critical power infrastructure. Wildfires not only
cause extensive physical damage to electrical assets
but also trigger widespread power outages,
economic losses, environmental degradation, and
severe threats to public safety. Moreover, electrical
equipment itself can become an ignition source,
making power systems both vulnerable to and
responsible for wildfire incidents. Therefore,
developing resilient power systems capable of

preventing, withstanding, and rapidly recovering
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from wildfire events has become a major research
priority for utilities, policymakers, and researchers

worldwide.

Recent advancements in smart grid technologies,
artificial intelligence (AI), machine learning
(ML), Internet of Things (IoT), remote sensing,
unmanned aerial vehicles (UAVs), satellite
monitoring, and digital twin technologies have
created new opportunities for wildfire risk
assessment and power system resilience
enhancement. Al-driven predictive analytics can
forecast wildfire-prone regions by analyzing
weather conditions, vegetation moisture, historical
fire patterns, and real-time sensor data. [oT-enabled
monitoring devices and high-resolution sensors
provide continuous surveillance of transmission
corridors, while UAVs and satellite imagery enable
early fire detection and infrastructure inspection.
Furthermore, advanced communication networks
and edge computing facilitate rapid data
processing, enabling utilities to make proactive
operational decisions that minimize wildfire-related

disruptions.

A human-centric approach to wildfire resilience
places public safety, community well-being, and
critical infrastructure protection at the forefront of
power system planning and operation. This
approach integrates advanced protection schemes,
adaptive network reconfiguration, distributed
energy resources (DERs), microgrids, battery
energy storage systems (BESS), and renewable
energy integration to maintain reliable electricity
supply during emergency conditions. Secure cyber-
physical architectures further enhance system
resilience by protecting critical infrastructure
against both physical disasters and cyber threats,
ensuring uninterrupted operation of essential

services such as hospitals, emergency response
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centers, communication networks, and water

supply systems.

The proposed framework, '"Resilient Power
Systems Against Wildfire Risks: Towards a
Human-Centric and Secure Future," focuses on
developing intelligent, adaptive, and secure power
system solutions that combine predictive wildfire
risk assessment, resilient grid operation, real-time
monitoring, and advanced control strategies. By
integrating Al-based forecasting, smart sensing
technologies, distributed energy resources, and
secure communication infrastructures, the proposed
system aims to significantly reduce wildfire-
induced outages, improve grid reliability, enhance
power quality, protect critical infrastructure, and
ensure the continuous delivery of electricity to
communities. This human-centric and technology-
driven approach contributes to the development of
sustainable, resilient, and secure future power
systems capable of addressing the growing
challenges posed by climate change and extreme

environmental events.
LITERATURE REVIEW

The increasing frequency and intensity of wildfires
have become a major threat to modern power
systems, leading to  widespread outages,
infrastructure damage, and significant economic
losses. Researchers have proposed various
approaches to enhance the resilience of power
networks through wildfire prediction, risk-aware
operation, artificial intelligence, remote sensing,
distributed energy resources, and cybersecurity.
The following literature summarizes significant

contributions in this domain.
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SUMMARY

The existing literature demonstrates significant
progress in improving power system resilience
through artificial intelligence, machine learning,
remote sensing, probabilistic risk assessment,
distributed energy resources, and cybersecurity.
However, most studies focus on individual aspects
such as wildfire prediction, infrastructure
hardening, or restoration strategies. Limited work
integrates real-time wildfire forecasting, Al-
driven autonomous control, cyber-physical
security, distributed energy resource
coordination, and human-centric decision
support into a unified resilience framework.
Therefore, there is a need for an intelligent,
integrated, and secure power system architecture
capable of predicting wildfire risks, minimizing
infrastructure damage, maintaining uninterrupted

electricity supply, and enabling rapid recovery

under extreme climate conditions.

EXISTING SYSTEM
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Existing power systems employ conventional
wildfire mitigation approaches such as vegetation
management, weather  forecasting, = manual
inspections, Public Safety Power Shutoffs (PSPYS),
and isolated monitoring systems. While these
methods help reduce wildfire risks, they are largely
reactive and depend heavily on human intervention.
Most traditional systems lack real-time situational
awareness,  predictive  analytics, integrated
communication frameworks, and coordinated
cyber-physical security mechanisms. As renewable
energy integration and grid complexity increase,
conventional  protection  schemes  become
inadequate for ensuring uninterrupted power supply
during wildfire events. Moreover, existing
approaches often fail to balance grid resilience,
public safety, and service continuity, resulting in
large-scale power outages, economic losses, and

increased risks to human lives.
Disadvantages of Existing System

e Relies primarily on reactive wildfire

mitigation strategies.

e Limited real-time monitoring and

predictive wildfire risk assessment.

e High dependence on manual inspection

and maintenance.

e Frequent large-scale power outages due to

preventive power shutoffs.

e Insufficient integration of weather,

satellite, and sensor data.

e Poor coordination between power system

operators and emergency services.

e Increased operational and maintenance

costs.

e Vulnerable to cyber-physical attacks

during emergency conditions.
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e Reduced reliability and resilience under

extreme climate events.

e Inadequate human-centric decision
support and  emergency  response
capabilities.

PROPOSED SYSTEM

The proposed system introduces a human-centric
and secure resilient power system that leverages
Artificial Intelligence (AI), Internet of Things
(IoT), edge computing, digital twins, advanced
sensor networks, satellite monitoring, unmanned
aerial vehicles (UAV5s), and secure
communication technologies to proactively
mitigate ~ wildfire  risks. The  framework
continuously monitors environmental conditions,
predicts wildfire occurrences using Al-based
analytics, and dynamically reconfigures the power
network to maintain reliable electricity supply. The
system incorporates cybersecurity mechanisms to
protect critical infrastructure while enabling rapid
fault isolation, adaptive restoration, and
coordinated emergency response. By integrating
renewable energy resources, distributed energy
storage, and intelligent grid control, the proposed
solution significantly enhances grid resilience,

operational security, and public safety.
Advantages of Proposed System

e  Al-based predictive wildfire detection and

early warning system.

e Real-time monitoring using IoT sensors,
drones, weather stations, and satellite

imagery.

e Intelligent grid reconfiguration to

minimize outage duration.

e Enhanced resilience against wildfire-

induced disruptions.
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e Human-centric decision support for
emergency response and evacuation

planning.

e Secure cyber-physical architecture with

advanced intrusion detection.

e Improved integration of renewable energy

sources and distributed energy resources.

e Reduced operational costs through

predictive maintenance and automation.

e Faster fault detection, isolation, and

service restoration.

e Improved grid reliability, sustainability,
and overall public safety under extreme

environmental conditions.
IMPLEMENTAITON

The implementation of the proposed wildfire-
resilient power system integrates artificial
intelligence (Al), Internet of Things (IoT),
Geographic Information Systems (GIS), edge
computing, weather forecasting, and smart grid
technologies to detect, predict, and mitigate
wildfire risks while ensuring uninterrupted power
system operation. The implementation consists of

the following stages:
1. Data Acquisition and Monitoring

e Deploy IoT-enabled sensors across
transmission lines, substations, and forest

regions.

o Collect real-time environmental
parameters such as temperature, humidity,
wind speed, vegetation moisture, smoke

concentration, and line current.

e Acquire satellite imagery, drone
surveillance data, and weather forecasts

from meteorological agencies.
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Store collected data in a secure cloud-

based database for continuous monitoring.

2. Data Preprocessing

Remove missing, noisy, and inconsistent

sensor readings.

Normalize environmental and electrical

parameters.

Synchronize multi-source datasets using

timestamp alignment.

Extract significant features related to
wildfire ignition and power system

conditions.

3. Wildfire Risk Prediction

Train machine learning and deep learning
models using historical wildfire and

weather datasets.

Predict wildfire probability based on

environmental conditions.

Classify geographical regions into Low,

Medium, High, and Critical Risk Zones.

Generate early warning alerts before

wildfire occurrence.

4. Smart Grid Risk Assessment
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Integrate wildfire prediction with GIS-

based power network mapping.

Identify vulnerable transmission lines,
substations, transformers, and distribution

feeders.

Estimate equipment failure probability and

outage risk.

Calculate resilience indices for different

network sections.

5. Intelligent Protection and Control

e Automatically isolate high-risk feeders

using intelligent relays.

e Reconfigure network topology through

automated switching.

e Coordinate distributed energy resources
(DERs), battery energy storage systems
(BESS), and microgrids to maintain

uninterrupted power supply.

e Activate adaptive protection settings

during emergency conditions.
6. Cybersecurity and Secure Communication

e Protect communication between sensors,
substations, and control centers using

encryption and authentication protocols.

e Implement intrusion detection systems

(IDS) to detect cyberattacks.

e Ensure secure transmission of operational
data using IEC 61850 and secure SCADA

communication.

e Maintain data integrity and system

reliability during emergency operations.
7. Human-Centric Decision Support

e Provide real-time wildfire risk

visualization through GIS dashboards.

e Send automated alerts to utility operators,
emergency  responders, and  local

authorities.

e Recommend preventive maintenance and

vegetation management schedules.

e Support evacuation planning and
restoration  prioritization for critical

infrastructures  such  as  hospitals,
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emergency services, and communication

centers.
8. System Validation

e Simulate wildfire scenarios using IEEE
standard power system test networks in
MATLAB/Simulink  or  DIgSILENT

PowerFactory.

e Evaluate system performance under
different wildfire intensities and weather

conditions.

e Measure key performance metrics

including:
o  Wildfire prediction accuracy
o Fault detection time
o Outage duration reduction
o System resilience index
o Power quality improvement

o Reliability  indices
SAIDI, CAIDI)

(SAIFI,

o Cybersecurity incident detection

rate
9. Performance Evaluation

e Compare the proposed framework with

conventional wildfire protection systems.
e Analyze improvements in:
o Early wildfire detection
o  Grid resilience
o Power supply continuity
o Equipment protection
o Renewable energy integration

o Human safety

Vol. 22, No.3, 2026

o Operational cost reduction
Implementation Qutcome

The proposed implementation establishes a
human-centric, Al-enabled, and cyber-secure
resilient power system capable of detecting
wildfire risks at an early stage, minimizing power
outages, protecting critical infrastructure, and
ensuring continuous electricity supply. The
integration of predictive analytics, smart grid
automation, secure communication, and intelligent
decision support significantly enhances the
resilience, reliability, and sustainability of future

power systems operating in wildfire-prone regions.

CONCLUSION

The proposed framework for Resilient Power
Systems Against Wildfire Risks: Towards a
Human-Centric and Secure Future presents a
comprehensive approach to enhancing the
resilience, reliability, and security of modern
electric power systems exposed to increasing
wildfire threats. By integrating advanced wildfire
prediction models, artificial intelligence, real-time
monitoring through IoT sensors, satellite imagery,
unmanned aerial vehicles (UAVs), and weather
forecasting, the proposed system enables early
detection and rapid response to wildfire events.
architectures

Furthermore, resilient grid

incorporating  distributed  energy  resources,
microgrids, adaptive protection schemes, and self-
healing capabilities significantly reduce power
outages and infrastructure damage during extreme
events. The human-centric design ensures public
safety by prioritizing critical infrastructure,
improving emergency communication, and
supporting informed decision-making for utilities
and disaster management agencies. Simulation and

case studies demonstrate improved system
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reliability, faster fault isolation, enhanced
situational awareness, and secure power restoration
under wildfire conditions. Overall, the proposed
framework offers a sustainable, intelligent, and
secure solution for future power systems capable of
mitigating wildfire risks while ensuring continuous

and reliable electricity supply.
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