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Abstract: Social media networks are critical in the
conveyance of data and information in today's digital
world. Despite their many benefits, there is one big
issue with fake and misinformation news: it exists.
Reliable content is vital for the credibility of social
media platforms and is a serious threat to social
media users who seek factual information. To tackle
this problem we present an integrated system using
blockchain technology and NLP - enhanced with ML
techniques - to successfully detect and fight bogus
news. We use Reinforcement Learning to enhance the
system for detecting fake user accounts and fake
posts. This is more effective for safeguarding the
integrity of information distributed through social
the

our

media networks. We additionally deploy

decentralised  blockchain  architecture in
approach, increasing the safety of the system and
generating undeniable proof of the right of the digital
contents. The main goal of this system is to build a
safe platform for forecasting and recognising bogus
news in order to create a more safe and dependable
social media ecosystem. We aim to integrate these
technologies in a novel manner which might help
alleviate the dissemination of misinformation and

help people get accurate, reliable information.
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1. INTRODUCTION

Right now, the amount of information shared is
crucial to our social media landscape. However, in
the midst of all this content, the emergence of false
news is a big issue and a persistent one. The use of
fake news has increased exponentially since 2017, as
seen in the increased amount of content online —
365% more [1]. The proliferation of misinformation
not only threatens the integrity of the social media
platforms but also has major consequences in

diplomatic, economic and political arenas.

The of fake

multidimensional problem in the social networks'

issue news propagation is a
fabric, affecting the consumption and propagation of

data and information. This problem not only
consumes the network resources but also affect the
integrity and authenticity of offered services [2].
Thus, the concept of QoT is gaining significance in
the assessment of the credibility of news providers:

(3]
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A sophisticated technological solution is needed to
combat the issue of fake news, while ML text
classification is an essential instrument in boosting
security in social media networks. Social networking
portals abound, and misinformation and bogus
accounts are breeding grounds, typically from non-
governmental organisations with an agenda to sway

public opinion [4].

One of the major areas affected by fake news is
political propaganda. Misinformation is intentionally
created to elicit emotional responses, and to shape
public dialogue [5]. Fake news articles are designed
to evoke a specific emotional response, and to
provide false information [6]. To detect fake news,
complex algorithms are needed to be able to
distinguish between truth and fabrication in the

content analysis [7].

With an exponential growth in the amount of
unstructured data and the number of users and news
items, the need for automated solutions in fake news
detection [8] becomes even more pressing. This
problem can be solved by recent advancement of ML,
DL and Al [9]. However, if these solutions are going
to be successful, one of the key challenges will be
determining the authenticity of digital content — and

that's where blockchain technology comes in.

The decentralised and secure framework offered by
blockchain technology can be useful to make the
content shared on social media platforms more
trustworthy. The integrity and authenticity of the data
are maintained on the blockchain by sequentially
appending a chain of blocks with cryptographic
hashes, time stamps, and transactional data [10]. This

intrinsic characteristic of blockchain makes it a

Vol. 22, No.3(1), 2026

https://ijerst.org/index.php/ijerst

suitable platform to battle misinformation and create

trust in online information [11].

To sum up, fake news is an important issue in social
media networks, which has influenced several aspects
of the information consumption and sharing process.
With the help of cutting-edge machine intelligence,
DL and blockchain technology, this threat can be
mitigated and trust can be restored in digital content.
By working together with researchers, industry and
regulators, the tide can be turned towards a more

secure and trustworthy social media environment.

2. LITERATURE SURVEY

In recent years, fake news has gained a lot of
attention, as it is common on social media and has a
significant impact on public opinion and discussion.
Several methods and techniques have been explored
in a battle against this problem. In this literature
analysis, we summarize recent studies and latest
developments within the field of fake news detection,
focusing on ML methods, stylistic methods and social
media’s role in the spread of fake news.

Miletskiy et al. [1] discuss the changes in
professional political communication in the digital
society, with a special emphasis on communication
strategy of fake news. The findings of this study
highlight  the

communication and the problems resulting from the

transformation ~ of  political

use of fake news.

In this paper, [2] present a sensitive stylistic
technique that they have developed to detect bogus
news on social networks. The aim of the research is
to give a solid basis for the identification and
prevention of misinformation propagation through

language aspects and stylistic differences.
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Nikiforos et al. [4] are interested in identifying fake
news about the Hong Kong events from the Twitter
stream. The study investigates the potential of
utilising ML algorithms for the detection and
classification of fake news especially in the area of

socio-political issues.

In this regard, Merryton and Augasta [5] present the
latest advances of ML approaches for Fake News
detection. The paper surveys the latest algorithms and
approaches for false news detection and mitigation in

various digital platforms.

By Dong et al. [6] a deep two-path semi-supervised
learning approach to identifying fake news is
proposed. The aim of this paper is to enhance the
performance and efficiency of fake news detection
systems, particularly in the scenario of scarce labeled

data, using DL techniques.

To tackle the problem of fake news identification,
Kumar et al. [7] came up with a novel approach using
DL models. In this work, we try to leverage the
power of deep neural networks to deliver strong and
scalable solutions to fake news identification and

mitigation on online platforms.

LSTM-

recurrent neural network to detect bogus news. The

Bahad et al. [8] study a bi-directional

research has shown the potential of recurrent neural
networks in the learning of the temporal dependency
and the relation between semantic words in text, so as

to increase the accuracy of false news detection

who are spreading fake news based on user

interaction and behavioural patterns.

A review of the literature also shows the different
strategies and methodologies employed to identify
false news, including linguistic and stylistic methods,
DL and ML. These advances will be employed to
build strong and scalable solutions to prevent the

spread of disinformation in social media networks.

3. METHODOLOGY

a) Proposed Work:

The proposed system aims to address the challenges
of current false news detection algorithms [21]
through the use of advanced technologies and novel

approaches.

The technology will use cutting-edge ML models
trained on multiple datasets to improve the detection
of fake news. To detect misinformation more
accurately, the models will use NLP [19] techniques
to explore the linguistic characteristics of the social

media content.

The system will use Blockchain [16] technology to
guarantee the content origin and authenticity with an
record, to foster

immutable transparency and

accountability.

The solution we propose will enable users to validate

& verify content via community driven procedures.

Privacy will be a key focus of the proposed system

systems.

with  privacy-preserving design principles and
Sansonetti et al. [9] examine the detection of minimal gathering of personally identifying
unreliable users in social media with the help of DL information.
methods. The study will aim to develop automated
tools that can detect suspicious users and accounts
Vol. 22, No.3(1), 2026 https://ijerst.org/index.php/ijerst 239
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The proposed approach takes these factors into
account and presents a comprehensive solution to
solve the problem of identifying and fighting fake
news in social networks. By leveraging the power of
blockchain technology, sophisticated ML algorithms,
and community-driven validation procedures, the

system aims to promote a more reliable and robust

digital landscape, where truth triumphs over

falsehoods.

b) System Architecture:
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Figl Proposed Architecture

The suggested system architecture consists of many
important components to tackle the problem of fake
news identification and propagation in social media

networks.

First, the architecture starts with loading the Buzz
feed dataset which is used to train and test the models
for fake news identification. Next, the data pre-
processing techniques are used to remove data from

the dataset and get it ready for analysis.

This is then divided into training and test sets to use
for training and testing ML models. Reinforcement
learning algorithms are used and compared with RF
[20] the

effectiveness of fake news identification.

algorithms to  boost accuracy and
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The performance evaluation indicators are used to
assess the trained models in terms of their accuracy in
detecting and categorizing false news material. Then,
certified news stories are published on a Blockchain
[16] network to assure transparency, immutability

and traceability of the information.

The published news articles are stored on the
blockchain, allowing users to trust and verify the
Information saved and

information  provided.

retrieved in the blockchain network assures the
quality and integrity of published info, reduces the
spread of false news [22] and boosts transparency of
social media networks. This all-encompassing system
architecture is intended to improve online
information dissemination’s credibility and address

the problem of false information spreading.

¢) New User Signhup Here:

The new module Signup allows for the streamlined
sign up and registration process. Users enter their
information, and these contracts, recognised for their
transparency and immutability, safely preserve it on
the blockchain. The strategy establishes confidence
and reliability by safeguarding users' information on

the platform and ensuring its security and reliability.

d) User Login Here:

The "User Login" module is meant to provide users
registered to the system with their login. After
logging in, users are able to access their personal
accounts as well as access the services provided by
the platform. This allows people to interact with the
system and participate in tasks such as recognising
bogus information. The module ensures a smooth

experience for users entering, allowing for them to
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participate and collaborate in combating false

information.

1. Load Buzz Feed Dataset:

The "Load Buzz Feed Data Set" module loads any
data set, including the Buzz Feed data set. This is a
crucial step in training and test the false news
detection models as it delivers a set of relevant
training examples which facilitates the precision of
the trained models and encourages the use of DL

algorithms.

2. Train Reinforcement Learning:

The "Train Reinforcement Learning" module is used
to train the RL algorithm with the loaded data. The
system analyses news articles to see if they are
genuine or bogus and enhances categorisation results.
This training process is essential to enhance the
accuracy of the algorithm and ensure uniformity of

the detection results.

3. Publish News in Blockchain:

After verification by the reinforcement learning
system, they can publish news to the blockchain by
using the "Publish news in blockchain™ module. The
process of distribution is made secure, transparent
and immutable with smart contracts to store each

item. An integral part of the battle against fake news.

4. View News:

The "View News" module allows users to access and
browse the list of all news that have been posted on
the blockchain. To promote transparency and
verification of authenticity of content stored in the

blockchain, the users can access the articles stored in
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the blockchain, as well as the classification (authentic

or not).

e) Blockchain Integration:

The blockchain acts as a decentralised and secure
storage mechanism, with each news article being
stored as a block or transaction. This will stop
unauthorized edits and ensure that news data can't be
changed. Decentralisation of the blockchain boosts
in

security and transparency, which is crucial

combating fake news.

User details & news details are stored securely using
smart contracts that are deployed on the Ethereum
blockchain. These contracts specify functions for
storing and retrieving information in a secure manner.
The solution uses Ethereum’s blockchain for a
trustless and transparent method to manage user and

news data making it more secure and reliable.

Every block or transaction in the blockchain has a
hashcode that is used to validate and guarantee the
validity and integrity of the news data recorded in the
block. The hashcodes are computed and verified
before new blocks are added . This is to ensure
accuracy of data and to avoid any unauthorised
alteration of data. The technique adds an additional
layer of security and confidence in the content of

news stored.

4. EXPERIMENTAL RESULTS

To save or access data from Blockchain, we need to
build SMART CONTRACT which will
function to save and READ data, below is the
SMART CONTRACT for Fake News application.

include
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Let's publish this contract in Blockchain server, for
this purpose follow the below steps, above screen
defined functions of smart contract for USER &
NEWS so now we have to publish this contract in

Blockchain server.

1) Inside the ‘hello-eth/node_modules/.bin’
folder, just double click the ‘runBlockchain.bat’ file,

you will get the following screen.

After Blockchain generated Private keys and default
account address, type the command ‘truffle migrate’
and press enter key then it will deploy the contract

and give below output.

In above screen in white colour text we can see

Blockchain Fake News contract launched and we

Vol. 22, No.3(1), 2026

got contract address also and this address we need
to specify this address in python program to access
above contract to store and get data from

Blockchain.

For below screen read, comments are in red colour,
which shows as to how to call Blockchain function to

store and read data using python program.

Once deployed, double click on ‘Start IPFS.bat' to
start IPFS server to store the image of the program

and get the following screen:

Now, above mentioned IPFS server is started, double
click on ‘runServer.bat’ file and start python server to

get following output:

https://ijerst.org/index.php/ijerst 242
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BLOCKCHAIN
TO STOP

You will see that above screen python server has In above screen in red colour text we can see user
been started and the browser is opened and you type details saved in Blockchain and now click on ‘User
url as ‘http://127.0.0.1:8000/index.html' and press Login Here’ to reach below login screen Next step is
enter key to get below home page. to login

BLOCKCHAIN
R  To=ror

The above screen displays ‘New User Signup Here’ Above Screen user will be login, after login will be
which will get you the following screen for signing given below screen.
up.

BLOCKCHAIN LOCKCHAIN
TO STOP 3 4 TO STOP

If screen user clicks on ‘Load Buzz Feed Dataset’

The user enters the signup details in the above button, then he/she will be able to load the dataset
rectangle and then clicks the ‘Submit’ button and the and get below result.

output below will appear:

Vol. 22, No.3(1), 2026 https://ijerst.org/index.php/ijerst 243
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Now close above graph to get below output in which
x-axis represents NEWS TYPE and y-axis contains

number of Fake or Real NEWS type.

- ——

(= B [ cmeaminom - un / sislin]

We can see that above that we have imported the
news from the data set and now click on the link
‘Train Reinforcement Learning’ and we get below

output after training the algorithm of Reinforcement.

BLOCKCHAIN
TO STOP

As shown above, the data-set is trained with existing

Random Forest and proposed Reinforcement
algorithm and then we received RMSE and MAE,
reward and penalty for both algorithms. Existing

random forest don't support REWARD and Penalty.

Vol. 22, No.3(1), 2026

We can observe Propose reinforcement obtained
smaller RMSE and MAE compare with existing
algorithm. Minimizing the value of both RMSE and
MAE will be better algorithm. After training,
algorithm will be ready to be used, click the ‘Publish

News in Blockchain’ link to publish news then

Reinforcement will classify it as Fake or Real.

In above code, | wrote some NEWS, and Uploaded
Photo and then click on ‘Open’ and ‘Submit’ button
to detect news as Fake or Real and then store in

Blockchain and will get below output

BLOCKCHAIN
TO STOP
o

s

As seen in above page, News is stored in Blockchain

and we have retrieved the hashcode of News Storage
and Transaction storage DELAY and now click on
‘View News’ link, to see the LIST of all news
published by all users.

https://ijerst.org/index.php/ijerst 244
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On the above screen, the names of USERS who
submit news will be displayed and then the output of
detection will be displayed as FAKE or REAL. If
you want to upload or test other news, you can also

do so.

Note: If there is any TEST news data then you can
copy some lines from ‘Test News.csv file’ or else
you can copy few lines from the provided TEST

News data.

5. CONCLUSION

To sum up, the NLP approach such as NLTK and
reinforcement learning can be a powerful tool for
detecting real and fake news. The combination is able
to give a more precise automatic solution, essential in
the dissemination of false information. The use of
NLP, which provides the contextual knowledge, and
reinforcement learning, which provides learning
skills, enable the system to be able to effectively

distinguish between the real and fake news articles.

Moreover, blockchain technology offers a high
degree of confidentiality and integrity to store news
data. Blockchain [16] assures the tamper-proof
storage by giving each transaction a distinctive block
hashcodes [11], which improves data security and
reliability and prevents from illegal modifications.
This is important to maintain news material validity

and gain user trust on the information provided.
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https://ijerst.org/index.php/ijerst

Moreover, the comparison between the reinforcement
learning model and previous models like the RF
indicates the superiority of reinforcement learning
model in terms of reduction of RMSE and MAE. This
shows the strength of reinforcement learning in
building more powerful and accurate fake news
detection models, and gives hope for the future of
fake news detection by automation. There are,
however, modern solutions and technologies, such as
blockchain or reinforcement learning, that enable us
to decrease the negative effects of misinformation on
our societies and pave the way for a more trustworthy

and accurate news environment.

6. FUTURE SCOPE

Looking ahead, potential developments in false news
identification might involve the incorporation of
multimodal analysis algorithms which would go
beyond just textual information to also incorporate
photographs, videos and audio samples available on
social media sites. This can help the system to grasp
disinformation in a more complete way, which can

lead to a higher accuracy of detection.

Besides, new technologies such as DL, reinforcement
learning and federated learning hold the promise to
improve the fake news detection [23] capacities. The
future system recommended in this document could
leverage these technologies to improve detection
accuracy, as well as scalability and adaptation to new
threats. Incorporating these developments allows the
system to stay ahead of the curve and effectively
address the spread of disinformation in a more

complicated digital context.
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