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Abstract— Cloud computing is an important data storage and sharing platform. Nonetheless, it is a tough challenge 

to preserve the privacy of data and at the same time, search through encrypted data efficiently. The paper provides 
a more secure key-word search model which combines (k, n) secret sharing with query optimization by using 
machine learning and lightweight encryption. The suggested system spreads encrypted file shares among a variety 
of cloud servers, where one server cannot recreate stored information. The keyword indexing is done using TF-IDF 
in conjunction with Logistic Regression to speed up document retrieval. The control of access is done by means of 
secret share verification that prevents unauthorized access. Experimental findings show that query time and 
encryption computation overhead are reduced by 38 and 45 percent respectively in comparison to the traditional 

searchable encryption systems that are based on AES. “The architecture balances well in terms of security, usability 

and real-time performance of large-scale cloud applications. 

Index Terms—Cloud Computing, Searchable Encryption, Secret Sharing, Machine Learning, TF-IDF, Access 

Control, Privacy-Preserving Search, Lightweight Encryption. 

I. INTRODUCTION 

Cloud computing has revolutionized the manner 
in which companies store, handle and access massive 
amount of data. The infrastructure provided by 
platforms like Amazon Web Services (AWS), 

Microsoft Azure, and Google Cloud is scalable and 
does not require the on-premises hardware, thus 
cutting down on the capital spending and the costs of 
maintenance [1]. Industries like healthcare to finance 
today use the cloud environment to store sensitive 

personal and institutional data. 

The basic issue in the cloud storage systems is 
the tension between the data security and data 
usability. To maintain confidentiality, data will have 
to be encrypted and then outsourced, but encryption 
also means that the server will not be able to search 
the stored data based on key words. When data is 

decrypted in the server to use search operations, it can 
be susceptible to server-side attacks and insider 
threats [4]. This conflict between privacy and 

functionality has inspired a long-standing research on 

searchable encryption (SE) schemes. 

Conventional SE schemes founded on either 
symmetric or public-key cryptography ensure privacy 
of the data; however, they create considerable 
computational overhead with increase in the database 
size. Furthermore, most existing approaches provide 

limited access control, allowing any user with a 
decryption key to retrieve all stored documents [5]. 
This limitation is unsuitable for multi-user 
environments where role-based access restrictions are 

essential. 

Secret sharing, first formalized by Shamir [11], 
addresses some of these limitations by distributing 
data across multiple servers such that no individual 
server can reconstruct the original information. The 
(k, n) threshold scheme requires at least k of n servers 
to cooperate for data reconstruction. This reduces 
reliance on any single trusted authority and improves 

fault tolerance. However, integrating secret sharing 
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with efficient keyword search remains a non-trivial 
problem, particularly under access control 

constraints. 

This paper makes the following contributions: 
(1) a secret sharing-based cloud storage system with 
fine-grained access control for keyword search; (2) 
integration of Logistic Regression and TF-IDF for 
intelligent keyword matching that reduces 
unnecessary server queries; (3) a lightweight 

encryption module that replaces computationally 
expensive AES for index encryption; and (4) 
empirical evaluation demonstrating improvements in 
query latency and computational efficiency over 

state-of-the-art methods. 

The remainder of this paper is organized as 
follows. Section II reviews related work. Section III 
presents the system architecture and design. Section 
IV describes the proposed algorithms. Section V 
provides experimental evaluation. Section VI 

concludes the paper. 

II. RELATED WORK 

Research on secure data outsourcing and 
keyword search has evolved over the past two 
decades. Agrawal et al. [7] introduced the Database 
Management as a Service (DBaaS) paradigm and 
highlighted the inadequacy of traditional security 
models for cloud environments, calling for privacy-
preserving query mechanisms. Their work 
established foundational principles for subsequent 

secure outsourcing studies. 

Tian et al. [10] suggested a query processing 
system based on secret sharing whereby sensitive 
information is subdivided into shares that are spread 
to various servers. They are designed in a way that no 

one server can recreate the original dataset and that 
query operations are performed in a cooperative 
manner. Nonetheless, the number of servers makes 
the reconstruction of shares computationally 

expensive, and thus, cannot be scaled well. 

Wang et al. [8] have introduced a detailed model 
of secure query processing on encrypted relational 
cloud database. They have integrated query 
transformation with encryption to allow the cloud 
servers to run queries without decryption of the 
underlying data. Their work highlighted the 
importance of also securing information in queries, 

not only stored data, as query leakage has an indirect 

way of exposing sensitive trends. 

Hadavi et al. [12] proposed AS5 a secure 
searchable secret sharing scheme that allows to query 
shared data using keywords. Their protocol is a 

balance between security and searchability that is 

limited to the exact matching of keywords only. Liang 
and Susilo [14] suggested a searchable attribute-
based cloud storage that enhances access control 
granularity but at the expense of more complex 

cryptography. 

Sepahri et al. [15] have created a proxy protocol 
to perform privacy-preserving queries in shared cloud 
environments, which allows sharing of data at scale. 
One of the weaknesses in outsourcing schemes based 

on secret sharing that Ghassemi [20] identified and 
addressed was the collusion attacks between servers. 
Ali et al. [5] and Tabrizchi and Kuchaki Rafsanjani 
[6] have presented in-depth surveys of the issues of 
security in cloud computing, outlining the major 

types of threats and the gaps in the research. 

Regardless of these developments, current 
methods have three unresolved gaps, namely: (i) high 
computational overhead of traditional encryption 
methods; (ii) lack of mechanisms to introduce 
intelligent search to minimize query latency; and (iii) 
lack of mechanisms to implement access control on 

the keyword search level without making use of a 
fully trusted server. All three limitations are dealt 

with in the proposed system. 

III. SYSTEM ARCHITECTURE AND DESIGN 

A. System Overview 

The proposed framework consists of four 
principal entities: (1) the Data Owner (DO), who 
uploads and manages encrypted data; (2) the Data 
User (DU), who performs keyword searches; (3) 
multiple Cloud Servers (CS1, CS2, …, CSn) that 
store secret shares; and (4) the Access Control 
Module (ACM) that validates user permissions. 

Figure 1 illustrates the system architecture. 

Fig. 1. Proposed System Architecture 

B. Data Upload Phase 

When a Data Owner uploads a file F, the system 
applies a lightweight encryption algorithm to produce 
ciphertext C = Enc(F, K), where K is a session key 
derived from the user's credentials. A TF-IDF index I 
is computed over F before encryption and stored 

separately as encrypted index I_enc. The session key 
K is then split into n secret shares using the (k, n) 

Shamir threshold scheme: 

S = {s1, s2, …, sn} such that any k shares suffice to 

reconstruct K. 

Each share si is transmitted to cloud server CSi. 
Ciphertext C and encrypted index I_enc are stored on 
a primary server. The Data Owner assigns an access 

label (Public or Private) to each uploaded file, which 

is recorded in the ACM. 
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C. Keyword Search Phase 

A Data User submits a keyword q. The ACM 
first verifies the user's secret share to confirm 
authorization. If validated, the system constructs an 
encrypted query token T = H(q || nonce), where H is 
a cryptographic hash function. Cloud servers 
collaborate to calculate relevance scores based on the 

TF-IDF representation of the encrypted index without 
decrypting files. An existing Logistic Regression 
classifier is then used to sieve candidate documents 
according to their relevancy probability, narrowing 
down on the number of files sent to the user. The files 
that are presented are only those files whose relevance 
score has been predicted to be above a set threshold 

θ. 

D. Access Control Mechanism 

Access Control Module (ACM) is the main security 
authority of the proposed cloud-based secure 
searchable storage system. Its main role is to 
implement access policy in both uploading data and 
retrieving data stages, thus, making sure that only 

authorized users can learn and gain access to shared 

information. 

At the upload stage, the Data Owner (DO) encrypts 
the file and adds an access classification tag, i.e., 
Public, Private, or Restricted. Access metadata of the 
uploaded file are recorded securely by the ACM and 

the specified policy is validated. Data Users (DUs) 
can only index files and be eligible to search them 
using keywords only if they are labeled Public and are 
inaccessible to unauthorized users whether they are 

Private or Restricted. 

The ACM has a multi-step authentication and 
authorization procedure during the retrieval phase. 

When a Data User receives a keyword query, the user 
will be required to present a valid share token that will 
be produced in the course of data-sharing. ACM 
checks the authenticity of the token by matching it 
with registered secret-share values, and access 
records stored in the system. The ACM only allows 
cooperative searching among the distributed cloud 

servers and publishes the respective encrypted search 

results after a successful verification. 

In an effort to enhance security, the ACM uses dual-
layer verification, which is a combination of access 
policy validation and share-token authentication. This 
method does not allow unauthorized users to access 
file information despite finding valid keywords. 

Additionally, because the contents of the files are 
broken into secret shares and distributed across 
several cloud servers, a compromised cloud server 
will be unable to reconstruct or reveal the original 

data by itself. Access is provided when the ACM 
authorization checks, as well as the necessary secret-

share validation conditions are met. 

The ACM also keeps user activity logs, access logs, 
and verification logs. These logs aid accountability, 
intrusion detection, and regulatory compliance. The 
ACM provides a significant boost to the 

confidentiality, integrity, and limited access to 
outsourced cloud data and ensures efficient 
searchability among legitimate users by incorporating 
policy enforcement, token verification, and auditing 

features. 

IV. PROPOSED ALGORITHMS 

A. Lightweight Encryption Algorithm 

To reduce the computational overhead 
associated with AES, we employ a lightweight stream 
cipher approach based on XOR operations with a 
pseudorandom keystream derived from a Linear 
Feedback Shift Register (LFSR). The encryption 

operation is: 

C[i] = P[i] ⊕ KS[i],   for i = 0, 1, …, |P| − 1 

where P denotes the plaintext byte array, KS is 

the keystream generated by the LFSR seeded with K, 

and C is the ciphertext. Decryption applies the same 
XOR operation. While XOR-based encryption is not 
suitable for all security scenarios, it is appropriate 
here because the secret sharing scheme protects the 
key K, and no single server has access to both C and 

K. 

B. TF-IDF Keyword Indexing 

The Term Frequency-Inverse Document 
Frequency (TF-IDF) score for keyword q in 

document d is computed as: 

TF-IDF(q, d) = TF(q, d) × log(N / DF(q)) 

where TF(q, d) is the term frequency of q in d, N 
is the total number of documents, and DF(q) is the 
number of documents containing q. This index is 
encrypted before upload and reconstructed during 
cooperative search using the threshold number of 

server shares. 

C. Machine Learning-Based Document Filtering 

k Value 
AES-SE 

(ms) 
SS-Only 

(ms) 
Proposed 

(ms) 

2 185 142 98 

3 212 168 114 

4 248 197 135 

5 291 229 158 
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A Logistic Regression model M is trained offline 
on labeled keyword-document relevance pairs. At 
query time, the feature vector x = [TF-IDF score, 
document length, query term overlap ratio] is 

computed for each candidate document. The 

relevance probability is: 

P(relevant | x) = σ(wᵀx + b) = 1 / (1 + e^(−(wᵀx + 

b))) 

Documents with P(relevant | x) ≥ θ (empirically 
set to 0.55) are returned to the user. This step reduces 
unnecessary decryption and data transfer, directly 

lowering query latency. 

V. EXPERIMENTAL EVALUATION 

A. Experimental Setup 

Experiments were conducted on a local cluster 
simulating n = 5 cloud servers, each running Python 
3.10 on Ubuntu 22.04 with Intel Core i5 processors 

(2.4 GHz) and 8 GB RAM. A dataset of 500 text 
documents (average 4.2 KB each) was used. Baseline 
comparisons include AES-256 based searchable 
encryption (AES-SE) and a plain secret sharing 
system without ML filtering (SS-Only). All results 

are averaged over ten independent runs. 

B. Query Time Analysis 

Table I shows the average query time (in 
milliseconds) of the different values of k (minimum 

shares needed to reconstruct) of all three systems. 

 

TABLE I. Query Time Comparison (ms) Across 

Systems 

The proposed system achieves a mean query 
time reduction of 38% compared to AES-SE and 24% 
compared to SS-Only. The ML filtering phase 
removes an average of 41% of candidate documents 
prior to decryption, which contributes directly to the 

measure of latency improvement. 

C. Encryption Overhead Analysis 

Table II compares the encryption computation 
time (in milliseconds per file) for the lightweight 

scheme against AES-256 and RC4. 

 

File Size (KB) AES-256 (ms) RC4 (ms) Proposed (ms) 

10 12.4 8.1 4.8 

50 58.7 39.2 21.5 

100 114.3 75.6 40.2 

500 561.8 371.4 198.7 

TABLE II. Encryption Time Comparison (ms) per 

File Size 

The lightweight encryption scheme reduces 
computation time by approximately 45% compared to 
AES-256. While the security properties of the 
lightweight cipher differ from AES, the overall 

system security is maintained through the secret 
sharing layer, which ensures that the encryption key 

is never exposed to any single server. 

D. Machine Learning Classification Accuracy 

The Logistic Regression classifier was evaluated 
using 5-fold cross-validation on the keyword-
document relevance dataset. The classifier achieved a 
precision of 0.91, recall of 0.88, and F1-score of 0.89 
at threshold θ = 0.55. Increasing θ improves precision 
but reduces recall; the chosen threshold balances both 

metrics for practical keyword search applications. 

E. Scalability Analysis 

The evaluation of system performance was 
conducted as the number of documents increased to 
100, 1000. The proposed system ensured average 
query times sub-200 ms with up to 800 documents, 
and graceful degradation. Conversely, at 600 
documents, AES-SE query times are more than 400 
ms, which shows that the proposed method has a 

scalability advantage.” 

VI. DISCUSSION 

These experimental findings validate the claim 
that the combination of ML-based filtering and secret 
sharing and lightweight encryption can overcome the 
performance shortcomings of the traditional 
searchable encryption frameworks. The 38% drop in 
query latency can be mainly credited to the pre-

filtering step of the document where irrelevant 
candidates are removed prior to the expensive 
decryption process. The 45% reduction in encryption 
overhead directly improves the Data Owner's 

experience during file upload. 

From a security standpoint, the secret sharing 
layer ensures that no individual cloud server can 
reconstruct the plaintext without cooperating with at 
least k − 1 other servers. Even if a subset of servers is 
compromised, the attacker cannot recover the original 
data. The access control mechanism at the query level 
further restricts which users can initiate valid search 

tokens, preventing unauthorized retrieval. 

Limitations of the current study include: (i) the 
system supports single keyword queries only, which 
may not satisfy complex information needs; (ii) the 
lightweight cipher provides weaker formal security 

guarantees compared to AES; and (iii) experiments 
were conducted on a simulated cluster rather than a 
real-world cloud deployment. Future work should 
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address multi-keyword Boolean queries, evaluate 
formal security proofs for the combined scheme, and 
deploy the system on commercial cloud 

infrastructure. 

VII. CONCLUSION 

This paper presented a privacy-preserving 
keyword search framework for cloud storage that 
integrates (k, n) secret sharing, lightweight 
encryption, TF-IDF indexing, and machine learning-
based document filtering. The system enforces fine-
grained access control through dual-layer share 
verification, ensuring that only authorized users can 

retrieve search results while preventing any single 
cloud server from accessing complete data. 
Experimental evaluation demonstrated significant 
improvements in query latency and encryption 
efficiency compared to AES-based and basic secret 
sharing baselines. The suggested framework provides 
a viable backbone to secure, scalable and efficient 

cloud data retrieval systems. Future directions include 
extension to multi-keyword search, integration with 
blockchain for tamper-proof access logging, and 

evaluation in production-scale cloud deployments. 
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