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ABSTRACT— A cloud server may safely 

conduct a keyword search over data 

encrypted with different public keys on 

behalf of assigned users thanks to a key-

aggregate keyword retrieval primitive. The 

best approach for the above issue is to 

encrypt distinct files using various public 

keys, but just send each user a single or 

constant-size secret key that is used to 

produce the trapdoor when searching for 

keywords over the encrypted files. However, 

existing key-aggregate searchable 

encryption schemes are insecure against 

keyword guessing attacks, which result in 

the privacy leakage of keyword ciphertext 

and trapdoor. In this paper, we for the first 

time formulate a secure and efficient key-

aggregate searchable encryption for cloud-

assisted IoT applications, which not only 

enables a data owner to securely share the 

selected documents to multiple users, but 

also supports data users in delegating the 

capability of keyword search to a cloud 

server for searching the desired documents 

without leaking any privacy of keyword 

ciphertext and trapdoor. Following that, the 

suggested scheme's security is properly 

specified and shown to be safe from 

indistinguishable selective-file chosen 

keyword attacks. Our developed scheme's 

security specification is codified using the 

standard model. We also prove it to be 

secure with a strict security proof. The 

flexibility and practicability of the 

formulated scheme is also demonstrated by 
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theoretical evaluations and experimental 

simulations.  

Index Terms – Secure Keyword Search, Key 

Management, Searchable Encryption, Cloud 

Computing, Cloud Security, Data 

Confidentiality, Cryptography, Encrypted 

Search, Access Control, Cybersecurity. 

I. INTRODUCTION  

Cloud computing has introduced an 

effective and efficient method for data 

sharing by offering ubiquitous, convenient 

and on-demand network access. By 

outsourcing their data to cloud servers, 

enterprises and individuals can greatly 

offload the overburden of local management 

and maintenance. In spite of the abundant 

advantages of cloud computing, data privacy 

and security concerns become one of the 

major hindrances before its widespread 

deployments to the scenarios of Internet of 

Things (IoT) or Internet of Vehicles (IoV). 

This is because data owners lose full 

physical possession over their outsourced 

data in these IoT-based deployment 

applications. To preserve data privacy and 

data security, the basic way for data owner 

is to conduct encryption on sensitive data 

prior to its outsourcing. Whereas, to some 

extent, data encryption makes efficient data 

retrieval a formidable challenge. A naïve 

approach for data retrieval is to download-

then-decrypt all the encrypted data locally. 

Obviously, this solution is inefficient and 

impractical for large-scale data storage due 

to its exorbitant communication costs and 

resource constrained IoT devices. Hence, it 

is of significant importance to develop a 

secure and efficient search service over the 

encrypted data for users in the IoT 

environment. To resolve the issue of secure 

search over encrypted data, the concept of 

searchable encryption primitive (SE) was 

formally defined by Song et al. An SE 

enables a cloud server to securely perform a 

keyword retrieval over the encrypted data 

without exposing any information of data 

content and search queries. Afterward, 

searchable encryption is enriched including 

symmetry searchable encryption public key 

encryption with keyword search (PKES) and 

identity-based encryption with keyword 

search (IBE-KS). However, in these 

schemes, data owner requires to conduct 

encryption algorithm several times if the 

data will be shared with multiple data users. 

To render one-to-many searchable 

encryption, multi-user searchable encryption 

was first formulated by Curtmola et al and 

further developed by. These recent works 

provide various search functionalities for 
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multi-user SE, such as coarse-grained 

keyword retrieval, fuzzy or expressive 

keyword search. Whereas, these proposed 

schemes all adopt a single public key to 

encrypt the shared data. From a practical 

perspective, all the files are not necessarily 

encrypted under a single public key. Instead, 

they are often encrypted with different 

public keys and shared with multiple users. 

A promising data sharing application is that 

data is selectively shared their with other 

users. For example, Alice may intend to 

share the friends’ pictures with her related 

friend members, while share work files with 

her colleagues. So, data users can access a 

part of selective files that are granted by the 

corresponding data owner. As various users 

can access distinct files, naturally, a basic 

way for data owners is to encrypt different 

files using distinct keys. Obviously, the data 

owner must give each user secret keys of all 

encrypted files that users are approved to 

retrieve. This approach is also inefficient. 

Firstly, the number of secret keys is 

proportional to the amount of shared files. 

Secondly, a secure channel is needed to 

securely deliver the secret keys of all files 

and storing these key also requires secure 

storage. Thirdly, the amount of trapdoors 

that users need to generate and submit for 

keyword search also relies on the number of 

files. The best approach for the above issue 

is to encrypt distinct files using various 

public keys, but just send each user a single 

or constant-size secret key that is used to 

produce the trapdoor when searching for 

keywords over the encrypted files. Recently, 

Cui have proposed a key-aggregate 

searchable encryption (KASE) to achieve 

the above goal. In a KASE scheme, a data 

owner first selectively shares multiple files 

encrypted under different keys with various 

users. After that, authorized users conducts 

keyword retrieval over the shared files using 

the generated keyword trapdoor that 

contains all information about the selected 

files. Unfortunately, this scheme has been 

analyzed by Kiayias who point out that the 

KASE scheme can be neither immune to the 

keyword value guessing attacks nor 

presented the rigorous security proof. This 

attack can completely breach both trapdoor 

privacy and data privacy claimed. The 

similar defeats hold for, which applies to 

support the verifiability of a returned search 

result. Very recently, a new inside attack on 

is presented in and a novel multi-key 

aggregate searchable encryption is then 

proposed to resolve the above problem. 

Regrettably, the scheme is constructed and 

proven secure in the random oracle model. 

As far as we know, currently there not exists 
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such a KASE scheme with resisting 

keyword guessing attacks to achieve the 

privacy of both keyword ciphertext and 

trapdoor under the stand model in the 

literature. 

 

  

II. RELATED WORK  

A. Mobile access and flexible search over 

encrypted cloud data in heterogeneous 

systems 

With the rapid growth of mobile devices and 

cloud computing, users increasingly rely on 

mobile platforms to access and manage data 

stored in cloud environments. However, 

cloud data is often encrypted to preserve 

confidentiality, which makes flexible and 

efficient search operations challenging, 

especially for resource-constrained mobile 

devices. In heterogeneous systems, where 

devices vary in computation power, 

operating systems, and network capabilities, 

ensuring seamless and secure data access 

becomes even more complex. Mobile users 

require the ability to search encrypted cloud 

data using keywords without downloading 

or decrypting large volumes of information 

locally. At the same time, the cloud server 

should not learn any sensitive information 

about the data contents or search queries. 

Flexible search mechanisms, such as multi-

keyword, partial, or fine-grained search, are 

essential to improve usability in real-world 

applications. Secure trapdoor generation and 

lightweight cryptographic operations are 

necessary to suit mobile environments with 

limited resources. Additionally, access 

control and key management must support 

dynamic user privileges across diverse 

platforms. Ensuring privacy against attacks 

such as keyword guessing and access pattern 

leakage is also critical. Therefore, enabling 

secure mobile access with flexible search 

over encrypted cloud data in heterogeneous 

systems is a key research challenge, aiming 

to balance strong security guarantees with 

efficiency, scalability, and practical 

deployment. 

B. Online proactive caching in mobile 

edge computing using bidirectional 

deep recurrent neural network 

Mobile Edge Computing (MEC) has 

emerged as a key technology to reduce 

latency and improve quality of service by 

bringing computation and storage closer to 

end users. With the rapid increase in mobile 

data traffic and multimedia content 

consumption, efficient content delivery has 

become a critical challenge. Traditional 

reactive caching strategies store content only 
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after user requests, which often leads to high 

latency and increased backhaul traffic. 

Proactive caching aims to predict future user 

content demands and cache popular content 

in advance at edge servers. However, 

accurately predicting user demand is 

difficult due to dynamic user behavior, 

mobility patterns, and time-varying content 

popularity. To address this challenge, deep 

learning-based approaches have gained 

significant attention. In this work, a 

bidirectional deep recurrent neural network 

(Bi-DRNN) is employed to model sequential 

user request patterns in both forward and 

backward time directions. This enables the 

system to capture temporal dependencies 

and contextual information more effectively 

than traditional models. The proposed online 

proactive caching framework continuously 

learns from real-time user request data and 

updates caching decisions dynamically. By 

leveraging the predictive capability of the 

Bi-DRNN, the edge server can identify 

high-demand content and cache it 

proactively. This approach reduces content 

access latency, improves cache hit ratio, and 

minimizes network congestion. The system 

is particularly suitable for mobile 

environments with highly dynamic user 

behavior. Overall, the proposed method 

enhances edge caching efficiency and 

provides a scalable and intelligent solution 

for next-generation mobile networks. 

C. Key-policy attribute-based encryption 

against continual auxiliary input 

leakage 

Key-Policy Attribute-Based Encryption 

(KP-ABE) is a powerful cryptographic 

technique that enables fine-grained access 

control over encrypted data based on user 

attributes. In KP-ABE, ciphertexts are 

labeled with attribute sets, while users’ 

private keys are associated with access 

policies that define which ciphertexts can be 

decrypted. This approach is particularly 

useful in cloud computing, data sharing, and 

distributed systems where flexible and 

scalable access control is required. 

However, traditional KP-ABE schemes 

assume that secret keys remain perfectly 

secure, which is often unrealistic in practical 

environments. In real-world systems, secret 

keys may be exposed to continual auxiliary 

input leakage through side-channel attacks, 

memory leakage, or malware. Such leakage 

can gradually reveal sensitive information 

about secret keys, ultimately compromising 

system security. Addressing this challenge 

requires designing KP-ABE schemes that 

remain secure even when partial information 

about secret keys is leaked over time. This 

work focuses on constructing a KP-ABE 
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scheme that is resilient against continual 

auxiliary input leakage. The scheme ensures 

that security is preserved as long as the 

leakage does not exceed a predefined bound. 

Advanced cryptographic techniques such as 

leakage-resilient primitives and key refresh 

mechanisms are employed to mitigate the 

impact of leakage. The proposed approach 

provides strong security guarantees under 

well-defined leakage models while 

maintaining efficient encryption and 

decryption operations. As a result, it 

enhances the practicality of KP-ABE in real-

world cloud and distributed systems where 

side-channel threats are unavoidable.  

III. PROPOSED METHODOLOGY  

Motivated by this consideration, a novel 

secure and efficient key-aggregate keyword 

search scheme with resisting keyword 

guessing attacks in this paper is raised. Our 

scheme can empower a cloud server to 

conduct keyword retrieval over multiple 

files encrypted under various public keys on 

behalf of users without knowing the actual 

keyword and data information embedded in 

either cipher texts or trapdoors. The security 

definition of our formulated scheme is 

formalized under the standard model. We 

also prove it to be secure with a strict 

security proof. The extensive experimental 

simulations are indicated that the proposed 

scheme is appropriate for real-world 

applications. A key-aggregate searchable 

encryption scheme (KASE) without the 

rigorous security proof. In the KASE 

scheme, each data user could obtain a single 

keyaggregate secret key, which may be 

inferred certain useful information about all 

documents that data users are granted to 

retrieve. With this key-aggregate secret key, 

data users could produce their constant size 

keyword trapdoors and delegate the search 

capability to the cloud server for searching 

all objective files. 

 

Fig. 1: System Overview 

1. Key-aggregate searchable encryption 

(KASE) 

Key-Aggregate Searchable Encryption 

(KASE) is an advanced cryptographic 

scheme designed to enable secure keyword 

search over multiple encrypted files while 

minimizing key management complexity. In 
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traditional searchable encryption, users often 

need a separate secret key for each 

encrypted file they are authorized to access, 

which can be inefficient and cumbersome, 

especially when sharing a large number of 

files. KASE solves this problem by allowing 

a data owner to generate a single aggregate 

secret key for a user, which can be used to 

search across multiple files encrypted under 

different public keys. This aggregate key 

significantly reduces the overhead of 

distributing and managing multiple secret 

keys while still maintaining strong data and 

query privacy. 

 

2. AES-256 

 

The AES (Advanced Encryption Standard) 

module is implemented to ensure the 

confidentiality of patient medical data 

during transmission and storage. When a 

patient uploads a file, AES encryption is 

applied to convert the original data into 

unreadable cipher text using a unique secret 

key. This key is securely stored and later 

verified when a doctor requests to download 

the file. Only if the correct secret key is 

provided can the file be decrypted and 

accessed. AES provides high-speed, strong 

symmetric encryption, making it ideal for 

protecting sensitive health records against 

unauthorized access. Its integration ensures 

that even if data is stored in a distributed 

block chain environment, privacy and data 

secrecy remain uncompromised. 

 

3. Cloud Server 

A cloud server is a virtual server hosted in a 

cloud computing environment rather than on 

a physical machine. It provides computing 

power, storage, and applications over the 

internet, allowing users to access resources 

remotely. Cloud servers are highly scalable, 

meaning their CPU, memory, and storage 

can be adjusted according to demand. They 

are flexible, supporting different operating 

systems and applications without hardware 

limitations. Cloud servers offer high 

availability and reliability because data is 

often replicated across multiple servers. 

They are cost-effective, as users pay only for 

the resources they use. Security is enhanced 

through encryption, firewalls, and access 

controls. Common uses include hosting 

websites, applications, databases, and file 
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storage. Cloud servers can be public, 

privateb, or hybrid, depending on the 

organization’s needs. They have become 

essential for businesses to ensure remote 

access, collaboration, and disaster recovery. 

Overall, cloud servers provide a modern, 

efficient, and secure way to manage 

computing resources. 

 

4. JSP Dashboard 

Displays the uploaded encrypted data along 

with file details and timestamps. It also 

shows the transaction status, verification 

results, pending registration details, and 

overall project modules. The dashboard acts 

as the user interface for monitoring stored 

data, status, and user details etc. 

5. MySQL Database 

The MySQL database is used to maintain 

user details, device metadata, and other non-

critical information that supports the 

system’s operation. While data is securely 

stored on the database to guarantee 

immutability and tamper-resistance, the 

database handles supporting records such as 

login credentials, user roles, and system 

logs. This hybrid storage approach ensures 

both efficient system performance and 

strong data security by separating critical 

data from auxiliary information. 

IV. EXPERIMENTAL RESULTS AND 

ANALYSIS 

Experimental results demonstrated that the 

framework enabled efficient retrieval of 

encrypted documents based on user queries 

while ensuring that sensitive data and search 

keywords remained confidential. The 

integrated key management mechanism 

facilitated secure key generation, 

distribution, and storage with minimal 

processing overhead. 

The analysis showed that the proposed 

approach achieved faster encrypted search 

operations and lower communication 

overhead compared to conventional 

searchable encryption methods while 

maintaining strong resistance against 

keyword guessing, unauthorized access, and 

data leakage attacks.  
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Fig. 2: Homepage 

 

Fig. 3: Admin Login 

 

Fig. 4: Cloud Server Login 

 

Fig. 5: Upload 

V. CONCLUSION 

This work presents a secure and efficient 

keyword search and key management 

scheme designed for cloud environments, 

particularly suitable for cloud-assisted IoT 

applications. By introducing a secure key-

aggregate searchable encryption mechanism, 

the proposed approach enables data owners 

to share multiple encrypted documents with 

different users while requiring only a single 

constant-size secret key for keyword search 

operations. Unlike existing schemes, the 

proposed solution effectively mitigates 

keyword guessing attacks, thereby 

preserving the privacy of both keyword 

ciphertexts and trapdoors. The scheme 

allows data users to delegate keyword search 

capabilities to the cloud server without 

revealing sensitive information, ensuring 

confidentiality and access control. Formal 

security definitions and rigorous proofs in 

the standard model confirm that the scheme 

is secure against indistinguishable selective-

file chosen keyword attacks. Furthermore, 

theoretical analysis and experimental results 

demonstrate the practicality, efficiency, and 

scalability of the proposed method, making 

it a strong candidate for secure data sharing 

and keyword search in modern cloud and 

IoT-based systems. 
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