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Abstract: Educational institutions require secure, transparent, and tamper-resistant systems to manage 

academic records, examination data, and student results while ensuring accountability and data integrity. 

Conventional marks management systems primarily rely on centralized databases, making them susceptible 

to unauthorized modifications, security breaches, limited traceability, and single points of failure. The 

proposed blockchain-based university student marks management framework utilizes academic 

information collected from institutional administrative records, including student details, faculty 

information, academic structures, subject allocations, examination schedules, marks, and result data. The 

workflow incorporates secure user authentication using SHA-256 hashing, AES-based encryption of 

sensitive marks data, role-based access control, blockchain transaction validation, and smart contract 

execution for academic operations. Ethereum blockchain, Solidity smart contracts, Flask, Web3.py, 

MetaMask, and Ganache are integrated to implement secure record management, immutable storage, result 

publication, audit trail generation, and academic analytics. Performance evaluation is conducted using 

blockchain transaction processing, encryption efficiency, data integrity verification, access control 

validation, audit traceability, and result dissemination correctness. Experimental results demonstrate 

reliable storage of academic records, secure handling of examination information, accurate result 

processing, comprehensive audit logging, and effective protection against unauthorized modifications while 

maintaining complete transaction transparency. The proposed architecture significantly enhances the 

security, reliability, transparency, and trustworthiness of university examination and academic record 

management systems. 

“Index Terms: Blockchain, Ethereum, Smart Contracts, Academic Record Management, AES Encryption, 

SHA-256 Hashing”. 

1. INTRODUCTION 

Educational institutions are increasingly adopting 

digital technologies to manage academic records, 

examination processes, and student performance 

information efficiently. As the volume of 

academic data continues to expand, ensuring the 

confidentiality, integrity, transparency, and 

availability of educational records has become a 

critical requirement for universities and higher 

education institutions. Traditional record 

management practices are gradually being 

replaced by digital platforms that support faster 

information processing and improved 

administrative efficiency. At the same time, 

emerging technologies such as blockchain have 

gained considerable attention for providing 

decentralized, immutable, and transparent data 

management capabilities that strengthen trust in 
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institutional operations. The integration of 

blockchain into educational environments offers 

promising opportunities to establish secure 

academic ecosystems capable of preserving the 

authenticity of student records while enhancing 

accountability and operational reliability across 

administrative processes [1]. Blockchain-based 

academic management has therefore emerged as 

a significant direction for improving the security 

and transparency of educational information 

systems [2]. 

Despite the widespread adoption of computerized 

academic management systems, most existing 

solutions continue to depend on centralized 

database architectures that remain vulnerable to 

unauthorized modifications, data breaches, 

insider manipulation, limited auditability, and 

single points of failure. These limitations reduce 

confidence in the authenticity of examination 

records and complicate the verification of 

academic achievements throughout a student's 

educational lifecycle. Existing approaches 

frequently emphasize isolated functionalities 

such as certificate verification or credential 

management while providing limited support for 

comprehensive examination administration, 

secure marks management, controlled result 

publication, and complete academic traceability. 

Furthermore, inadequate access control 

mechanisms and insufficient transparency in 

administrative operations restrict institutional 

accountability and create challenges in 

maintaining trustworthy academic records across 

multiple stakeholders [3]. Addressing these 

shortcomings requires a secure and transparent 

framework capable of protecting sensitive 

educational information while ensuring reliable 

record management and verification throughout 

the academic process [4]. 

The primary objective is to establish a 

comprehensive and secure university student 

marks management framework that enhances the 

protection, transparency, and integrity of 

academic information throughout its lifecycle. 

The proposed framework is designed to facilitate 

efficient management of academic structures, 

faculty information, student registrations, subject 

allocation, examination scheduling, marks 

administration, result publication, and academic 

progression within a unified environment. It also 

aims to provide authenticated access for different 

categories of users, maintain permanent records 

of academic activities, strengthen institutional 

accountability, and ensure reliable verification of 

educational information. By integrating secure 

record preservation with transparent 

administrative processes, the framework supports 

effective academic governance while improving 

the consistency, accessibility, and reliability of 

university examination management systems [5]. 

In addition, the architecture promotes secure 

collaboration among administrators, faculty 

members, and students by providing trustworthy 

management of academic operations throughout 

the educational lifecycle [6]. 

The adoption of a secure blockchain-enabled 

academic management framework offers 

significant benefits for higher education 

institutions by improving data integrity, 

transparency, operational efficiency, and trust in 

examination administration. Immutable academic 

records minimize opportunities for unauthorized 

modifications while strengthening confidence in 

institutional decision-making and academic 

verification processes. Enhanced accountability 

through comprehensive audit capabilities enables 

educational organizations to monitor 

administrative activities more effectively and 

maintain reliable historical records for future 

validation. The proposed framework also 

supports the modernization of digital education 

infrastructure by establishing a scalable and 

dependable platform for secure academic record 

management. Its implementation has the potential 

to improve institutional governance, simplify 

verification procedures, reduce administrative 

complexity, and strengthen confidence among 

students, faculty members, employers, and 
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regulatory authorities, thereby contributing to the 

long-term advancement of secure educational 

information management systems [7] [8] [9] [10] 

2. LITERATURE REVIEW 

Blockchain technology has emerged as a 

promising solution for improving the security, 

transparency, and reliability of educational 

information systems. Saadati et al. proposed a 

blockchain-based learning management system 

that supports self-regulated learning by providing 

secure academic interactions and trustworthy 

educational data management. Their framework 

demonstrated improved learner engagement and 

data integrity; however, its primary focus 

remained on learning activities rather than 

comprehensive university examination and marks 

administration [11]. Similarly, Sudha et al. 

introduced a blockchain-based student 

information management system that enhanced 

the security and authenticity of student records 

through decentralized storage. Although the 

system improved data reliability, it offered 

limited functionality for examination scheduling, 

marks publication, and complete academic 

lifecycle management [12]. Tran et al. presented 

a blockchain-powered university ecosystem 

emphasizing secure communication, sustainable 

educational services, and connected institutional 

infrastructure. While the architecture 

strengthened institutional collaboration and 

security, it provided only limited support for 

detailed academic record workflows and result 

management [13]. 

Verification and protection of academic 

credentials have also attracted significant 

attention in blockchain-enabled educational 

environments. Shakan et al. developed a 

blockchain framework for verifying university 

student and graduate information, ensuring 

reliable authentication of academic credentials 

and reducing document forgery. Nevertheless, the 

framework primarily concentrated on credential 

verification without addressing secure 

examination management or continuous 

academic record maintenance [14]. Samanta et al. 

proposed a blockchain-enabled smart contract 

framework for university examination systems 

that improved examination security, 

transparency, and automation of administrative 

procedures. Despite these advantages, the 

framework emphasized examination processing 

and offered limited support for broader academic 

management functions such as faculty 

administration, subject allocation, and student 

progression [15]. Yang et al. introduced a 

consortium blockchain framework for managing 

student status information across educational 

institutions, enhancing secure data sharing and 

institutional collaboration. However, the 

proposed framework focused mainly on student 

status management rather than comprehensive 

marks administration and result dissemination 

[16]. 

Recent developments have expanded blockchain 

applications toward academic credit management 

and secure educational record preservation. Mali 

et al. presented a blockchain-based Academic 

Bank of Credit system that securely manages 

student credits and academic progression while 

improving transparency and portability of 

educational achievements. Although effective for 

credential management, it does not 

comprehensively support examination 

scheduling, marks processing, and institutional 

analytics [17]. Balobaid et al. proposed an 

education record management framework 

integrating blockchain with encryption 

techniques to strengthen confidentiality and 

protect academic records from unauthorized 

access. The architecture demonstrated enhanced 

security but lacked extensive support for 

complete academic workflows and role-based 

administrative operations [18]. Deenmahomed et 

al. developed a blockchain-based framework for 

examination, transcript, and certificate 

management that improved record authenticity 

and simplified academic document verification. 

However, the system focused primarily on 
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document generation and validation rather than 

integrated academic administration throughout 

the student lifecycle [19]. 

More recently, Chinnasamy et al. introduced a 

blockchain-based educational document 

management framework incorporating role-based 

access control and intelligent decision support to 

strengthen document security and administrative 

efficiency. The framework demonstrated 

improved access management and secure record 

preservation but remained centered on 

educational document handling instead of 

complete university marks management and 

examination operations [20]. Collectively, these 

contributions demonstrate the growing adoption 

of blockchain technology in higher education for 

improving security, transparency, and 

trustworthiness. Nevertheless, existing solutions 

generally focus on specific academic functions 

such as credential verification, student 

information management, examination security, 

or document preservation, while providing 

limited support for an integrated academic 

lifecycle. The current framework addresses these 

limitations by providing a unified environment 

for secure academic structure management, 

faculty and student administration, examination 

scheduling, encrypted marks management, result 

publication, audit traceability, and role-based 

access control, thereby improving the reliability, 

transparency, and operational efficiency of 

university academic record management. 

3. PROPOSED FRAMEWORK 

The proposed framework is designed to provide a 

secure, transparent, and tamper-resistant platform 

for managing university academic records and 

examination processes using blockchain 

technology. The system utilizes institutional 

academic data, including student information, 

faculty records, subject assignments, examination 

schedules, marks, and published results, to 

support comprehensive academic lifecycle 

management. The overall workflow follows a 

structured pipeline for secure data acquisition, 

validation, storage, and controlled access while 

ensuring efficient processing of academic 

transactions. Ethereum blockchain, Solidity 

smart contracts, Web3.py, and Flask are 

integrated to enable decentralized record 

management, automated execution of academic 

operations, and seamless interaction between 

users and the blockchain network. AES 

encryption is employed to protect sensitive marks 

information, whereas SHA-256 hashing secures 

user authentication credentials. Role-based 

access control ensures that only authorized 

administrators, faculty members, and students 

can perform designated operations, while 

immutable blockchain transactions provide 

complete audit traceability and accountability. 

The framework is evaluated using transaction 

verification, data integrity validation, access 

control assessment, audit traceability, and result 

processing accuracy. This integrated architecture 

enhances security, reliability, transparency, and 

operational efficiency while providing 

trustworthy management of university 

examination records and academic data. 

 
Fig.1 Proposed Architecture 

a) Modules: 

1. User Authentication and Credential 

Validation: Before any academic operation is 

performed, the system validates user credentials 

and verifies the identity of administrators, faculty 

members, and students. This authentication 

process ensures that only authorized users can 

access system resources according to their 

assigned roles. By preventing unauthorized 

access and protecting sensitive academic 
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information, the validation mechanism 

strengthens system security, preserves data 

integrity, and establishes a trusted environment 

for managing examination records and 

institutional academic activities. 

2. Academic Data Validation: The system 

validates academic information, including 

student records, faculty details, departments, 

subjects, and examination schedules, before 

storing them within the blockchain environment. 

This validation process ensures that all submitted 

information is complete, accurate, and consistent 

with institutional requirements. Maintaining 

high-quality academic records minimizes 

inconsistencies, prevents incorrect data entry, and 

supports reliable management of examinations, 

result processing, and long-term academic record 

maintenance across the institution. 

3. Password Hashing: User authentication 

credentials undergo cryptographic hashing before 

storage to prevent exposure of original passwords 

and strengthen account security. The hashing 

process converts sensitive credential information 

into irreversible representations that can be 

securely verified during authentication without 

revealing the original values. This approach 

significantly reduces the risk of credential theft, 

unauthorized account access, and identity 

compromise while enhancing the overall security 

and reliability of the academic management 

system. 

4. Marks Data Encryption: Sensitive 

examination marks and result information are 

encrypted before being stored within the 

blockchain infrastructure. Encryption protects 

confidential academic data from unauthorized 

disclosure during storage and retrieval operations 

while ensuring that only authorized entities can 

access the original information. This security 

mechanism preserves student privacy, 

strengthens data confidentiality, and safeguards 

examination records against malicious access 

without affecting the integrity of academic 

transactions. 

5. Role-Based Access Control: The system 

classifies authenticated users into administrator, 

faculty, and student roles before granting access 

to academic services. Each user receives 

permissions corresponding only to authorized 

institutional responsibilities, ensuring controlled 

execution of academic operations. This 

preprocessing step minimizes unauthorized 

modifications, enhances operational 

accountability, and establishes secure separation 

of responsibilities throughout the examination, 

grading, result publication, and academic record 

management processes. 

6. Blockchain Transaction Preparation: 

Validated and secured academic information is 

prepared as blockchain transactions before 

permanent storage. Each transaction undergoes 

integrity verification and is structured to maintain 

consistency across decentralized records while 

preserving traceability of all academic 

operations. This preparation process ensures 

reliable transaction recording, prevents 

unauthorized alterations, and supports transparent 

management of examination records through 

immutable blockchain-based storage and 

comprehensive audit capabilities. 

b) Methods/Technologies: 

Ethereum Blockchain: Ethereum Blockchain 

provides a decentralized and immutable ledger 

for securely storing academic records and 

transactions. It ensures data integrity, 

transparency, and traceability by maintaining 

permanent transaction histories, thereby 

preventing unauthorized modifications and 

enhancing the reliability, accountability, and 

long-term trustworthiness of academic 

information management. 

Smart Contracts: Smart Contracts automate 

academic operations by executing predefined 

rules and validating authorized activities without 

manual intervention. They improve operational 

consistency, transparency, and efficiency while 

ensuring secure execution of institutional 

policies, reducing administrative complexity, and 
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maintaining tamper-resistant management of 

academic records and transactions. 

Advanced Encryption Standard (AES): 

Advanced Encryption Standard (AES) secures 

sensitive academic information by transforming 

confidential data into encrypted form before 

storage. This approach preserves data 

confidentiality, prevents unauthorized disclosure, 

and ensures that protected information remains 

accessible only to authorized entities while 

maintaining computational efficiency and strong 

security. 

SHA-256 Hashing Algorithm: SHA-256 

Hashing Algorithm strengthens authentication 

security by converting user credentials into 

irreversible fixed-length hash values. This 

mechanism protects passwords from 

unauthorized disclosure, supports secure identity 

verification, and enhances the overall reliability 

of access control through robust cryptographic 

protection. 

Web3.py Integration: Web3.py Integration 

establishes secure communication between the 

application layer and the blockchain network, 

enabling reliable transaction execution and 

retrieval of blockchain records. It ensures 

synchronized interaction with decentralized 

storage, facilitating transparent academic 

operations while improving system reliability, 

consistency, and operational efficiency. 

4. EXPERIMENTAL RESULTS 

 
Fig.5.1 Home Page 

 
Fig.5.2 Admin Login Page. 

 
Fig.5.3 Admin Dashboard. 

 
Fig.5.4 Academic Structure Management.  

 
Fig.5.5 Academic Subject Registry. 

 
Fig.5.6 Faculty Registration. 
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Fig.5.7 Registered Faculty List. 

 
Fig.5.8 Assign Subject to Faculty. 

 
Fig.5.9 Faculty Subject Assignments. 

 
Fig.5.10  Mark Entry Schedule Creation. 

 
Fig.5.11 Regular Mark Entry Schedules. 

Fig.5.12 Blockchain Audit Logs. 

 
Fig.5.13 Admin Analytic and Visualizations. 

 
Fig.5.14 Student Login Page. 

 
Fig.5.15 Faculty Login. 

 
Fig.5.16 Faculty Grading Dashboard. 
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Fig.5.17 Enter Student Marks. 

 
Fig.5.18 Update Existing Marks. 

 
Fig.5.19 Publish Final Results. 

Fig.5.20 Published Results Summary. 

 
Fig.5.21 Marks Published. 

 
Fig.5.22 Academic Analytic. 

 
Fig.5.23 Promote Students. 

 
Fig.5.24 Student Login. 

 
Fig.5.25 Student Portal Dashboard. 

 
Fig.5.26 Student Subject Marks. 
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Fig.5.27 Final Academic Result. 

 
Fig.5.28 Student Performance Analytics. 

 
Fig.5.29 Overall Degree Result. 

 
Fig.5.30 Faculty Analytics 

5. CONCLUSION 

In conclusion, the primary objective was to 

develop a secure, transparent, and tamper-

resistant university student marks management 

framework capable of protecting academic 

records while ensuring reliable examination 

administration and result management. The 

framework utilizes institutional academic data, 

including student information, faculty records, 

subject allocations, examination schedules, 

marks, and published results, within a 

decentralized blockchain environment. Ethereum 

Blockchain, Solidity Smart Contracts, Web3.py, 

AES encryption, SHA-256 hashing, and a Flask-

based web application are integrated to provide 

secure authentication, encrypted data storage, 

immutable transaction recording, role-based 

access control, and automated academic 

operations. Performance evaluation demonstrates 

the effectiveness of the framework through 

successful blockchain transaction processing, 

secure access validation, audit traceability, 

encryption efficiency, and 100% data integrity 

during academic record management. The 

integration of smart contracts with blockchain 

technology and secure cryptographic 

mechanisms enhances automation, 

accountability, and transparency while 

simplifying institutional administrative 

processes. The developed framework provides a 

dependable solution for secure academic record 

preservation, examination management, result 

publication, and audit tracking. By combining 

decentralized storage with robust security 

mechanisms, the system significantly improves 

operational reliability, institutional trust, and 

protection against unauthorized data 

manipulation, making it a practical and scalable 

solution for modern university academic 

management. 

The framework can be further enhanced by 

integrating cloud-based blockchain platforms to 

improve scalability and support multi-university 

academic record sharing. Mobile application 

support can provide secure and convenient access 

for students and faculty members. QR code-based 

certificate verification can simplify credential 

authentication by employers and institutions. 

Artificial intelligence-driven analytics may assist 

in identifying academic performance trends and 

supporting institutional decision-making. 

Additionally, interoperability with national 

education repositories can enable secure, 

standardized, and efficient exchange of verified 
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academic records across educational 

organizations. 
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