In

Research Paper

525" ntemational Journal of nginering Research and Sience  Technolgy

ISSN 2319-5991 www.ijerst.com
© 2026 IJERST. All Rights Reserved
Peer Reviewed, Referred & Indexed Journal

Cryptoproctor: Blockchain Based Secured Online Proctoring System

#1 K.UDAY KIRAN, #2 B.V.NAGALAKSHMI
#1 ASSISTANT PROFESSOR #2 MCA SCHOLAR
DEPARTMENT OF MASTER OF COMPUTER APPLICATIONS
QIS COLLEGE OF ENGINEERING & TECHNOLOGY, ONGOLE
VENGAMUKKALAPALEM (V), ONGOLE, PRAKASAM DISTRICT, ANDHRA PRADESH

ABSTRACT

The rapid expansion of online education and
remote assessments has amplified concerns
around exam integrity, data privacy, and
candidate authentication. Traditional online
proctoring systems often rely on centralized
architectures, making them vulnerable to
single points of failure, data breaches, and
tampering. To address these challenges, this
paper  presents Cryptoproctor, a
blockchain-based secured online proctoring
system designed to enhance the trust,

transparency, and security of remote
examinations.
Cryptoproctor leverages blockchain

technology to record and verify exam-
related data, such as user authentication
logs, proctoring events, and system flags in a
tamper-proof and decentralized manner.
Smart contracts are utilized to automate
exam rules enforcement and to ensure fair
and transparent evaluation. The system also
integrates  biometric  and  behavioral
authentication, Al-based monitoring, and
encrypted data storage to strengthen the end-
to-end security of the examination process.
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By decentralizing the control of exam data
and ensuring auditability through immutable
ledgers, Cryptoproctor addresses critical
issues like cheating prevention, data
manipulation, and identity fraud. This novel
approach offers a robust and scalable
solution for institutions seeking secure and
trustworthy online assessments, laying a
foundation for the next generation of digital
proctoring.

INTRODUCTION

With the rapid growth of online education
and remote examinations, ensuring the
integrity and security of online assessments
has become a critical challenge. Traditional
proctoring systems often suffer from privacy
concerns, vulnerability to cheating, data
tampering, and lack of transparency. These
issues undermine the credibility of remote
examinations and can lead to serious
academic and professional consequences.

To address these challenges, Cryptoproctor
is proposed — a blockchain-based secured
online proctoring system designed to
enhance the trustworthiness, transparency,
and tamper-resistance of online exams. By
leveraging blockchain technology,
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Cryptoproctor ensures that all examination
records, proctoring data, and user
interactions are immutably logged and
verifiable. This decentralized approach not
only eliminates single points of failure but
also enhances auditability and fairness.

Cryptoproctor aims to offer a secure,
privacy-respecting, and scalable alternative
to conventional proctoring systems, making
it particularly relevant in an era where
remote learning and digital assessment are
increasingly mainstream.

LITERATURE SURVEY

1. Increasing Demand for Secure Remote
Examinations

With the growth of online education,
especially after the COVID-19 pandemic,
there has been a significant increase in the
need for reliable and secure online
proctoring systems. However, current
systems often face issues like cheating,
impersonation, and lack of transparency.

2. Limitations of Traditional Online

Proctoring Solutions

Existing proctoring solutions typically rely
on centralized servers, which are vulnerable
to:

e Single point of failure

o Data tampering

e Privacy breaches
This  highlights the need for
decentralized and tamper-proof
alternatives.
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3. Blockchain's Potential in Enhancing
Trust and Transparency

Blockchain technology offers features such
as:

e Immutable records

e Decentralization

e Smart contract automation
These can address many challenges
in online exams, including result
integrity, auditability, and
verification of examinee identity.

4. Data Privacy and Ethical Concerns in
Proctoring

Many online proctoring platforms face
criticism due to invasive surveillance, such
as constant webcam monitoring, which can
violate students’ privacy. Blockchain can
help enforce consent-based data access
and  ownership, improving ethical
standards.

5. Need for Tamper-Proof Evaluation and
Certification

Students and institutions alike benefit from a
system where results and credentials are
tamper-resistant and easily verifiable.
Blockchain  enables  issuing  digital
certificates and storing exam data in a way
that ensures authenticity without relying on
a central authority.

SYSTEM ANALYSIS
EXISTING SYSTEM

With the rise of digital education, online
assessments have become a core part of
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academic and professional testing. However,
ensuring integrity  and preventing
malpractice during these examinations
remains a significant challenge. Existing
online proctoring systems utilize webcam
surveillance, screen sharing, and Al-based
monitoring tools to track student behavior.
These methods, while helpful, often lack
transparency and are susceptible to breaches
in privacy, data manipulation, and
unauthorized access. Additionally,
traditional systems store data in centralized
servers, which creates a single point of
failure and increases the risk of data
tampering or leakage. These shortcomings
underline the growing need for more secure,
tamper-proof, and  privacy-preserving
proctoring solutions.

Disadvantages of Existing Systems

(1 Lack of Transparency: Traditional
systems do not provide tamper-proof logs,
leading to trust issues among stakeholders.

1 Privacy Concerns: Proctoring often
involves video/audio monitoring without
proper data protection, risking misuse or
leakage of sensitive data.

(1 Data Integrity Issues: Records can be
manipulated or deleted, making it difficult to
validate results during audits.

1 Centralized Control: Reliance on
centralized  servers  makes  systems
vulnerable to single-point failures and
cyberattacks.

PROPOSED SYSTEM

The proposed system, Cryptoproctor, aims
to revolutionize online proctoring by
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leveraging blockchain technology to address
the limitations of current systems.
Blockchain’s decentralized and immutable
nature ensures that all exam-related
activities — including authentication,
monitoring logs, and user data — are
securely recorded and resistant to tampering.
Smart contracts can automate rule
enforcement, while cryptographic protocols
protect sensitive information. This not only
enhances transparency and accountability
but also builds trust among stakeholders —
institutions, proctors, and examinees. By
integrating  blockchain  with  advanced
proctoring  mechanisms,  Cryptoproctor
offers a more robust, secure, and ethical
alternative to  conventional proctoring
systems.

Advantages of the Proposed System

1 Decentralization: Removes single-point
control, making the system more robust and
resistant to tampering.

0 Immutable Audit Trail: Every action
(login, video recording, result submission,
etc.) is time-stamped and recorded on the
blockchain, ensuring transparency.

0 Enhanced Security: Cryptographic
hashing ensures data is secure, verifiable,
and unalterable.

O Privacy-Preserving Mechanisms: With
smart contracts and permissioned access,
personal data can be stored securely and
shared only with authorized parties.
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IMPLEMENTATION

1. Requirement Analysis

The implementation of the Cryptoproctor:
Blockchain-Based Secured Online
Proctoring System begins with analyzing
the requirements of secure online
examinations. The system is designed to
prevent cheating, ensure data integrity, and
maintain  transparency during  online
assessments using blockchain technology
and Al-based monitoring techniques.

2. System Design

The system architecture is designed with
multiple integrated modules to provide
secure online proctoring.

Main Modules

e User Authentication Module

o Examination Management Module
e Live Proctoring Module

o Blockchain Security Module

e Al-Based Monitoring Module

o Data Storage and Reporting Module

The system enables secure examination
management and tamper-proof storage of
examination records.

3. User Registration and Authentication

Users such as students, administrators, and
invigilators register into the system using
secure credentials.

Authentication Methods

e Username and Password
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e OTP Verification

o Face Authentication

e Blockchain-Based
Verification

Identity

Authentication ensures that only authorized
users can access the examination portal.

4. Blockchain Integration

Blockchain technology is integrated to
provide secure and immutable storage of
examination data.

Blockchain Functions

e Secure storage of examination logs

e Tamper-proof  student  activity
records

o Decentralized data management

o Transparent audit tracking

Each examination event is stored as a
blockchain transaction, preventing
unauthorized modifications.

5. Online Examination Module

The online examination module allows
administrators to create and manage
examinations.

Features

e Question paper upload

e Time scheduling

e Automatic exam submission

« Randomized question generation
e Secure answer storage

The module supports both objective and
descriptive examinations.
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6. Al-Based Proctoring System

Artificial  Intelligence  techniques are
implemented to monitor student behavior
during examinations.

Monitoring Functions

o Face Detection

o Eye Movement Tracking

e Head Pose Estimation

o Multiple Person Detection

e Audio Monitoring

« Suspicious Activity Detection

The Al model continuously analyzes
webcam and microphone input to identify
cheating activities.

7. Live Video Monitoring

The system captures real-time video streams
during examinations.

Functions
o Continuous webcam recording
« Real-time invigilator monitoring
e Video evidence storage
e Alert generation for suspicious
activities

This helps maintain examination integrity in
remote environments.

8. Data Encryption and Security

Sensitive examination data is protected
using encryption techniques.

Security Techniques
e AES Encryption

e Secure Socket Layer (SSL)
e Blockchain Hashing
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« Digital Signatures
These techniques protect examination
records from unauthorized access and
tampering.

9. Database Management

The system stores examination-related
information securely in databases.

Stored Information
o Student details
e Examination schedules
o Attendance logs
« Proctoring records
« Blockchain transaction data

Cloud-based databases can also be
integrated for scalability.

10. System Testing

The implemented system undergoes testing
to ensure reliability and performance.

Testing Types
o Functional Testing
e Security Testing
o Performance Testing
« Blockchain Validation Testing
e Al Accuracy Testing

Testing ensures secure and smooth
examination execution.

11. Performance Evaluation

The system performance is evaluated using
several parameters.

Evaluation Metrics

o Authentication Accuracy
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o Cheating Detection Accuracy
o Blockchain Transaction Speed
e System Response Time

o Data Security Level

The system provides high security and
reliable monitoring during online
examinations.

METHODOLOGY

1. User Registration and Login

The methodology begins with user
registration where students, administrators,
and invigilators create accounts using secure
authentication mechanisms. Identity
verification techniques such as OTP and
facial recognition are used to validate users.

2. Examination Creation and Scheduling

Administrators create examinations by
uploading  questions, defining exam
duration, and configuring examination rules.
The system schedules examinations and
generates secure examination sessions.

3. Blockchain-Based Data Storage

Blockchain technology is used to securely
store examination activities.

Stored Records

o Student login details

o Examination start and end time
e Proctoring logs

e Suspicious activity reports
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4. Al-Based Candidate Monitoring

Artificial Intelligence algorithms
continuously  monitor  students  during
examinations.

Detection Mechanisms

o [Face recognition

o Eye tracking

e Head movement analysis

« Background noise detection
o Multiple face detection

If suspicious activities are detected, alerts
are generated automatically.

5. Real-Time Proctoring

The system records live webcam and audio
streams during examinations. Invigilators
can monitor students remotely and review
suspicious activities in real time.

6. Secure Data Transmission

All  communication between users and
servers is protected using encryption
protocols and secure communication
channels. Blockchain hashing ensures data
integrity.

7. Automated Alert Generation

Whenever abnormal behavior is detected,
the system automatically:

o Captures screenshots
o Stores activity logs
e Sends alerts to administrators

« Final examination results o Flags  suspicious  examination
sessions
Each record is converted into blockchain
transactions to ensure immutability and This  improves  cheating  prevention
transparency. efficiency.
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8. Examination Submission and

Verification

After exam completion:

e Student answers are securely
submitted

e Submission timestamps are stored on
blockchain

o Examination records are verified for
integrity

This prevents result manipulation and
unauthorized modifications.

9. Result Processing and Reporting

The system evaluates examination responses
and generates detailed reports.

Generated Reports

e Student performance report
e Proctoring activity report

o Blockchain audit report

e Suspicious activity logs

Administrators can review all examination
activities transparently.

10. Final Output

The final system provides:
e Secure online examination
environment

e Al-based automated proctoring

« Blockchain-secured examination
records

e Transparent  and
monitoring system

tamper-proof

The proposed Cryptoproctor  system
enhances the security, reliability, and
transparency of online examinations using
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blockchain and artificial intelligence
technologies.
RESULT
T

® Goto File Explorer.

® Click on hello-eth folder, which helps
provide secure and tamper-proof exam
records.

I
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® runBlockchain.bat file is used to start
the blockchain network for the project.

® node_modules/.bin folder contains
tools and commands needed to run the
blockchain application properly.

® The command prompt is opened in
the project directory to execute
blockchain commands and manage the
application.
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® (truffle develop starts a local Ethereum
blockchain, which helps developers test
smart contracts without using a real
network.

® This environment is useful for

debugging and testing, making the
development process faster and more
secure.

® Truffle development blockchain is
running successfully, and multiple test
accounts have been created
automatically.

® These accounts are used for deploying
and testing smart contracts in the
Cryptoproctor project without using real
cryptocurrency.

-
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® The web browser is opened with the
local server address (127.0.0.1:8000)
to access the Cryptoproctor application.

® The application runs on the local
machine, allowing users to test and use
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the online proctoring system through a
web interface.

® This step connects the backend server
with the frontend webpage for smooth
system operation.

® The Admin Login page is the main
control panel entry for the administrator.
Only authorized users can access the
admin features using valid credentials.

® The admin can monitor online
examinations and student activities. The
admin can add, update, or remove
student and teacher details.

® This login page helps maintain the
security and privacy of the examination
system.

® The Add New User page is used to
register new students or teachers in
the online proctoring system.
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