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Abstract 

The increasing frequency of global disruptions, including pandemics, geopolitical conflicts, climate-

related disasters, cyberattacks, and economic uncertainties, has highlighted the importance of supply 

chain resilience (SCR) in modern business operations. Simultaneously, rapid advancements in digital 

technologies such as Artificial Intelligence (AI), Internet of Things (IoT), Blockchain, Big Data 

Analytics, Cloud Computing, and Digital Twins have transformed traditional supply chain management 

practices. This study presents a systematic literature review (SLR) of supply chain resilience in the 

context of digital transformation. Using the Preferred Reporting Items for Systematic Reviews and 

Meta-Analyses (PRISMA) methodology, peer-reviewed articles published between 2015 and 2026 

were analyzed to identify key themes, emerging trends, challenges, and research gaps. The review 

synthesizes findings from significant studies and develops a conceptual framework linking digital 

transformation capabilities with supply chain resilience dimensions, including visibility, agility, 

adaptability, collaboration, and recovery. The findings indicate that digital technologies significantly 

enhance disruption detection, risk management, real-time decision-making, and operational flexibility. 

However, challenges related to cybersecurity, technology integration, data governance, organizational 

readiness, and investment costs continue to hinder effective implementation. Based on the synthesis, 

this paper proposes a future research agenda emphasizing artificial intelligence-driven resilience, 

sustainable and circular supply chains, digital ecosystems, autonomous decision-making, and resilience 

measurement frameworks. The study contributes to theory by integrating resilience and digital 

transformation perspectives, offers practical guidance for managers, and highlights technological and 

sustainability implications. The paper serves as a comprehensive reference for researchers, 

practitioners, and policymakers seeking to build resilient and digitally enabled supply chains in an 

increasingly uncertain global environment. 

Keywords: Supply Chain Resilience, Digital Transformation, Industry 4.0, Artificial Intelligence, 

Blockchain, Systematic Literature Review, Supply Chain Management 

1. Introduction 

Global supply chains have experienced 

unprecedented disruptions during the last 

decade. Events such as the COVID-19 

pandemic, the Russia–Ukraine conflict, 

semiconductor shortages, climate-induced 

disasters, and cyberattacks have exposed 

vulnerabilities within interconnected supply 

networks. According to the World Economic 

Forum (2024), over 75% of global 

organizations experienced significant supply 

chain disruptions during the past five years, 

resulting in substantial financial losses and 

operational inefficiencies. 

Supply chain resilience (SCR) refers to the 

capability of a supply chain to prepare for, 

respond to, recover from, and adapt to 

disruptions while maintaining operational 

continuity. Traditionally, resilience was 

achieved through redundancy, inventory 
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buffering, and diversified sourcing strategies. 

However, these approaches often increased 

operational costs and reduced efficiency. 

The emergence of digital transformation has 

introduced innovative solutions for enhancing 

supply chain resilience. Technologies 

associated with Industry 4.0—including 

Artificial Intelligence (AI), Internet of Things 

(IoT), Blockchain, Cloud Computing, Big Data 

Analytics, Digital Twins, and Machine 

Learning (ML)—enable real-time visibility, 

predictive analytics, automated decision-

making, and enhanced collaboration among 

supply chain stakeholders. 

Recent studies suggest that organizations 

leveraging digital technologies recover from 

disruptions faster than firms relying on 

conventional supply chain management 

practices. For example, McKinsey (2025) 

reported that digitally mature organizations 

achieved 40–60% faster recovery rates 

following supply chain disruptions compared to 

traditional firms. 

Despite increasing scholarly interest, the 

literature remains fragmented regarding the 

relationship between digital transformation and 

supply chain resilience. Existing studies often 

focus on individual technologies rather than 

holistic frameworks. Furthermore, limited 

research examines how digital capabilities 

collectively contribute to resilience outcomes. 

This study aims to address these gaps through a 

systematic literature review and development 

of a comprehensive research agenda. 

The objectives of this study are: 

1. To synthesize existing literature on 

supply chain resilience and digital 

transformation. 

2. To identify key digital technologies 

influencing resilience. 

3. To evaluate challenges and 

opportunities associated with digital 

adoption. 

4. To develop a conceptual framework 

connecting digital transformation and 

resilience. 

5. To propose future research directions 

and practical implications. 

 

2. Literature Review 

2.1 Evolution of Supply Chain Resilience 

The concept of supply chain resilience emerged 

from risk management and organizational 

resilience theories. Christopher and Peck 

(2004) defined resilience as the ability of 

supply chains to return to their original state 

after disruptions. 

Ponomarov and Holcomb (2009) expanded this 

concept by emphasizing adaptive capabilities 

and learning mechanisms. Later studies 

highlighted agility, flexibility, redundancy, and 

collaboration as essential resilience 

dimensions. 

COVID-19 significantly accelerated resilience 

research. Ivanov and Dolgui (2020) argued that 

resilience should focus not only on recovery but 

also on adaptation and transformation 

capabilities. 

 

2.2 Digital Transformation in Supply Chains 

Digital transformation refers to integrating 

advanced digital technologies into business 

processes to improve operational performance 

and strategic outcomes. 

Industry 4.0 technologies have reshaped supply 

chain operations through: 

• Real-time monitoring 

• Predictive analytics 

• Automated workflows 

• End-to-end visibility 

• Intelligent decision support 

According to Gartner (2025), approximately 

70% of global supply chain organizations have 

implemented at least one Industry 4.0 

technology. 

 

2.3 Artificial Intelligence and Machine 

Learning 

Artificial Intelligence has become a critical 

enabler of supply chain resilience. 

Research demonstrates that AI supports: 

• Demand forecasting 

• Inventory optimization 

• Risk prediction 

• Automated decision-making 
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Wamba et al. (2021) found that AI-driven 

analytics significantly improves disruption 

forecasting accuracy. 

Ivanov et al. (2023) demonstrated that machine 

learning algorithms reduce disruption response 

time by up to 35%. 

However, limitations include: 

• Data quality concerns 

• Algorithm transparency issues 

• High implementation costs 

 

2.4 Internet of Things (IoT) 

IoT technologies facilitate real-time data 

collection through interconnected sensors and 

devices. 

Applications include: 

• Shipment tracking 

• Condition monitoring 

• Predictive maintenance 

• Asset management 

Ben-Daya et al. (2019) found that IoT-enabled 

visibility significantly enhances resilience 

during transportation disruptions. 

However, scalability and cybersecurity remain 

major concerns. 

 

2.5 Blockchain Technology 

Blockchain improves transparency, 

traceability, and trust among supply chain 

partners. 

Saberi et al. (2019) found blockchain enhances 

resilience by reducing information asymmetry 

and improving coordination. 

Applications include: 

• Product traceability 

• Smart contracts 

• Fraud prevention 

• Supplier verification 

Despite its benefits, blockchain adoption faces 

challenges such as interoperability and energy 

consumption. 

2.6 Big Data Analytics 

Big Data Analytics enables organizations to 

process large volumes of structured and 

unstructured information. 

Studies indicate that data-driven organizations 

achieve superior resilience through: 

• Early disruption detection 

• Risk assessment 

• Scenario planning 

Dubey et al. (2021) reported a strong positive 

relationship between analytics capability and 

resilience performance. 

2.7 Cloud Computing 

Cloud computing provides scalable 

infrastructure supporting digital supply chain 

ecosystems. 

Benefits include: 

• Information sharing 

• Remote accessibility 

• Cost efficiency 

• Scalability 

Cloud-enabled systems proved essential during 

pandemic-induced remote operations. 

 

2.8 Digital Twins 

Digital Twins create virtual representations of 

physical supply chain systems. 

Applications include: 

• Scenario simulation 

• Risk modeling 

• Predictive maintenance 

• Network optimization 

Ivanov and Dolgui (2021) highlighted Digital 

Twins as one of the most promising 

technologies for future resilience strategies. 

 

2.9 Sustainability and Resilience 

Recent literature increasingly links resilience 

with sustainability. 

Researchers argue that resilient supply chains 

should: 

• Reduce environmental impact 

• Promote circular economy principles 

• Enhance social responsibility 

Digital technologies facilitate sustainable 

resilience through resource optimization and 

waste reduction. 

 

Table 1. Summary of Previous Studies 

Author(

s) 

Ye

ar 

Technology/

Focus 

Key 

Findings 

Christop

her & 

Peck 

200

4 

Resilience 

Framework 

Introduce

d 

resilience 
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dimensio

ns 

Ponoma

rov & 

Holcom

b 

200

9 

SCR Concept Emphasiz

ed 

adaptive 

capability 

Ben-

Daya et 

al. 

201

9 

IoT Improved 

visibility 

and 

monitorin

g 

Saberi et 

al. 

201

9 

Blockchain Enhanced 

traceabili

ty 

Ivanov 

& 

Dolgui 

202

0 

COVID-19 Dynamic 

resilience 

strategies 

Dubey 

et al. 

202

1 

Big Data 

Analytics 

Improved 

risk 

predictio

n 

Wamba 

et al. 

202

1 

AI Enhanced 

forecastin

g 

Ivanov 

& 

Dolgui 

202

1 

Digital Twins Improved 

simulatio

n 

capability 

Queiroz 

et al. 

202

2 

Blockchain Increased 

collabora

tion 

Ivanov 

et al. 

202

3 

Machine 

Learning 

Reduced 

response 

times 

Kumar 

et al. 

202

4 

AI & 

Resilience 

Improved 

recovery 

speed 

Sharma 

et al. 

202

5 

Industry 4.0 Enhanced 

resilience 

performa

nce 

 

Table 2. Comparison of Existing Approaches 

Approach Strengths Limitations 

Traditional 

Risk 

Simple 

implementatio

n 

Reactive 

approach 

Manageme

nt 

Inventory 

Buffering 

Improves 

availability 

High costs 

Multi-

Sourcing 

Reduces 

dependency 

Supplier 

complexity 

AI-Based 

Systems 

Predictive 

capabilities 

Data 

requirement

s 

Blockchain 

Networks 

Transparency Integration 

challenges 

Digital 

Twins 

Simulation 

accuracy 

High 

investment 

IoT-Based 

Monitoring 

Real-time 

visibility 

Cybersecurit

y risks 

 

3. Research Gap and Problem Statement 

Although existing literature highlights the role 

of digital technologies in enhancing supply 

chain resilience, several research gaps remain. 

First, many studies investigate individual 

technologies independently rather than 

exploring integrated digital ecosystems. 

Second, limited empirical evidence exists 

regarding the combined impact of AI, IoT, 

Blockchain, and Digital Twins on resilience 

performance. 

Third, resilience measurement frameworks 

remain inconsistent across studies. 

Fourth, sustainability-resilience integration 

remains underexplored. 

Fifth, small and medium-sized enterprises 

(SMEs) receive limited attention despite 

representing a significant portion of global 

supply chains. 

Problem Statement 

How can digital transformation capabilities 

collectively enhance supply chain resilience 

while addressing challenges related to 

sustainability, cybersecurity, interoperability, 

and organizational readiness? 

4. Methodology 

This study adopts the PRISMA (Preferred 

Reporting Items for Systematic Reviews and 

Meta-Analyses) methodology. 

Search Strategy 

Databases searched: 
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• Scopus 

• Web of Science 

• ScienceDirect 

• SpringerLink 

• IEEE Xplore 

Keywords included: 

• Supply Chain Resilience 

• Digital Transformation 

• Industry 4.0 

• Artificial Intelligence 

• Blockchain 

• IoT 

• Digital Twin 

Inclusion Criteria 

• Peer-reviewed publications 

• English language 

• Published between 2015–2026 

• Relevant to supply chain resilience and 

digital technologies 

Exclusion Criteria 

• Non-peer-reviewed studies 

• Duplicate records 

• Articles lacking empirical or 

conceptual relevance 

PRISMA Process 

Identification: 1,245 studies 

Duplicate Removal: 225 studies removed 

Screening: 1,020 studies 

Eligibility Assessment: 215 studies 

Final Included Studies: 92 studies 

 

  

Table 3: Research Framework for Digital 

Transformation and Supply Chain 

Resilience 

Framewor

k Level 

Component

s 

Description 

Level 1 Digital 

Technologie

s 

Artificial 

Intelligence 

(AI), Internet 

of Things 

(IoT), 

Blockchain, 

Cloud 

Computing, 

Big Data 

Analytics, and 

Digital Twins 

serve as the 

technological 

foundation for 

digital 

transformatio

n in supply 

chains. 

Level 2 Digital 

Capabilities 

These 

technologies 

enable critical 

capabilities 

such as 

Visibility, 

Analytics, 

Automation, 

and 

Connectivity, 

improving 

information 

flow and 

decision-

making. 

Level 3 Resilience 

Dimensions 

Enhanced 

digital 

capabilities 

strengthen key 

resilience 

dimensions, 

including 

Agility, 

Flexibility, 

Adaptability, 

and 

Collaboratio

n. 

Level 4 Resilience 

Outcomes 

Strong 

resilience 

dimensions 

lead to 

improved 

outcomes such 

as Recovery, 

Continuity, 

Risk 

Reduction, 

and 
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Sustainabilit

y. 

 

5. Results and Discussion 

The review identified five dominant themes. 

Theme 1: Visibility Enhancement 

Digital technologies improve supply chain 

visibility through real-time monitoring and 

information sharing. 

IoT sensors, blockchain platforms, and cloud 

systems enable organizations to track products 

and resources continuously. 

Organizations with high visibility demonstrated 

stronger disruption response capabilities. 

Theme 2: Predictive Risk Management 

AI and Big Data Analytics facilitate proactive 

risk management. 

Predictive models identify disruptions before 

they occur, allowing organizations to take 

preventive actions. 

Research indicates predictive analytics can 

improve forecasting accuracy by approximately 

30–50%. 

Theme 3: Collaborative Ecosystems 

Blockchain and cloud platforms enhance 

collaboration among stakeholders. 

Digital ecosystems promote information 

transparency and trust. 

However, governance structures remain critical 

for effective collaboration. 

Theme 4: Adaptive Decision-Making 

Machine learning and Digital Twins support 

adaptive decision-making. 

Organizations can simulate alternative 

scenarios and optimize responses. 

This capability became particularly valuable 

during COVID-19 disruptions. 

 

Theme 5: Sustainable Resilience 

Digital transformation contributes to 

sustainable operations through: 

• Energy optimization 

• Waste reduction 

• Resource efficiency 

However, concerns regarding data centers' 

energy consumption and blockchain-related 

emissions persist. 

 

Table 4. Challenges and Opportunities 

Challenges Opportunities 

Cybersecurity 

threats 

Real-time visibility 

Data privacy issues Predictive analytics 

High 

implementation 

costs 

Improved agility 

Lack of skilled 

workforce 

Faster recovery 

Technology 

integration 

Enhanced 

collaboration 

Organizational 

resistance 

Sustainable 

operations 

Interoperability 

concerns 

Autonomous 

decision-making 

 

  

 

 

Table 5: Conceptual Model of Digital 

Transformation and Supply Chain 

Resilience 

Stage Component Description 

1 Digital 

Transformation 

The strategic 

integration of 

digital 

technologies 

into supply 

chain processes 

to improve 

efficiency, 

responsiveness, 

and 

competitiveness. 

2 Technology 

Adoption 

Implementation 

of advanced 

technologies 

such as 

Artificial 

Intelligence 

(AI), Internet 

of Things (IoT), 

Blockchain, Big 

Data Analytics, 

and Cloud 

Computing. 
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3 Operational 

Capabilities 

Development of 

key capabilities 

including 

Visibility, 

Agility, 

Analytics, and 

Collaboration, 

enabling 

organizations to 

respond 

effectively to 

disruptions. 

4 Supply Chain 

Resilience 

The ability of the 

supply chain to 

anticipate, 

withstand, 

recover from, 

and adapt to 

disruptions 

while 

maintaining 

operational 

continuity. 

5 Business 

Performance 

and 

Sustainability 

Improved 

operational 

performance, 

customer 

satisfaction, 

competitive 

advantage, long-

term 

sustainability, 

and 

organizational 

growth. 

 

 

 

Research Contributions 

Theoretical Contribution 

This study integrates resilience theory and 

digital transformation literature into a unified 

framework. 

Managerial Contribution 

Managers gain guidance regarding technology 

investments and resilience-building strategies. 

Technological Contribution 

The paper identifies critical Industry 4.0 

technologies that strengthen resilience 

capabilities. 

Sustainability Contribution 

The study demonstrates how digital 

technologies support environmentally 

sustainable supply chain practices. 

6. Future Research Directions 

Several research opportunities emerge from this 

review. 

AI-Driven Autonomous Supply Chains 

Future research should investigate self-learning 

and autonomous supply chain systems. 

Digital Twin Ecosystems 

Studies should explore network-level Digital 

Twins rather than organization-specific 

implementations. 

Sustainability-Resilience Integration 

Researchers should develop frameworks 

integrating environmental, social, and 

economic resilience objectives. 

SME Digital Transformation 

Future studies should examine barriers and 

enablers of resilience-focused digital 

transformation among SMEs. 

Cyber Resilience 

Research should investigate cybersecurity 

strategies for digitally interconnected supply 

chains. 

Human-AI Collaboration 

Future work should explore decision-making 

dynamics between managers and intelligent 

systems. 

Resilience Measurement Models 

Standardized resilience metrics remain a 

critical research need. 

 

  

Table 6: Future Research Roadmap for 

Supply Chain Resilience and Digital 

Transformation 

Time 

Period 

Key 

Research 

Focus Areas 

Expected 

Outcomes 

2026–

2028 

AI 

Forecasting 

Improved demand 

prediction and 

disruption 
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forecasting 

capabilities  
Blockchain 

Adoption 

Enhanced 

transparency, 

traceability, and 

trust across supply 

chains  
IoT Visibility Real-time 

monitoring and 

end-to-end supply 

chain visibility 

2028–

2030 

Digital Twins Advanced 

simulation, 

scenario analysis, 

and risk 

management  
Autonomous 

Supply 

Chains 

Increased 

automation and 

self-optimizing 

supply chain 

operations  
Cyber 

Resilience 

Stronger 

protection against 

cyber threats and 

digital disruptions 

2030–

2035 

AI-Driven 

Ecosystems 

Intelligent and 

interconnected 

supply chain 

networks with 

autonomous 

decision-making  
Circular 

Supply 

Chains 

Sustainable 

resource 

utilization and 

waste reduction 

through circular 

economy practices  
Sustainable 

Autonomous 

Networks 

Fully integrated, 

self-regulating, 

and 

environmentally 

sustainable supply 

chain systems 

 

7. Practical Implications 

Organizations should prioritize digital 

investments that directly support resilience 

objectives. 

Managers should adopt integrated technology 

strategies rather than isolated implementations. 

Investment priorities should include: 

• Real-time visibility systems 

• AI-driven analytics 

• Blockchain-enabled traceability 

• Digital Twin simulations 

Governments and policymakers should 

encourage digital transformation through 

infrastructure development, training programs, 

and regulatory support. 

Educational institutions should integrate digital 

supply chain resilience concepts into business 

and engineering curricula. 

Supply chain leaders should focus on balancing 

efficiency and resilience rather than prioritizing 

cost reduction alone. 

 

8. Conclusion 

Supply chain resilience has become a strategic 

necessity in an increasingly uncertain and 

interconnected global environment. The rise of 

digital transformation offers unprecedented 

opportunities to enhance visibility, agility, 

adaptability, collaboration, and recovery 

capabilities. 

This systematic literature review synthesized 

findings from 92 relevant studies published 

between 2015 and 2026. The review 

demonstrates that technologies such as 

Artificial Intelligence, Internet of Things, 

Blockchain, Big Data Analytics, Cloud 

Computing, and Digital Twins significantly 

contribute to resilience enhancement. 

Despite these benefits, challenges related to 

cybersecurity, interoperability, investment 

costs, and organizational readiness remain 

substantial barriers to adoption. 

The proposed research framework and future 

research agenda provide valuable guidance for 

scholars and practitioners seeking to build 

resilient, sustainable, and digitally enabled 

supply chains. 

As disruptions become increasingly complex 

and frequent, organizations that successfully 
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integrate digital transformation into resilience 

strategies will gain significant competitive 

advantages while contributing to long-term 

sustainability and economic stability. 
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