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Abstract— This project presents a secure and 

decentralized approach for managing forensic 

evidence using blockchain technology. 

Traditional evidence management systems, 

whether manual or centralized, are vulnerable 

to tampering, data loss, and unauthorized 

access. To address these issues, the proposed 

system utilizes blockchain to store forensic data 

in a tamper-resistant and encrypted format. 

Each piece of evidence is recorded as a block 

and linked with previous records through 

cryptographic hash values, ensuring data 

integrity and transparency. The system employs 

Ethereum-based blockchain along with smart 

contracts to securely store and retrieve evidence 

details. Additionally, a Python-based interface is 

integrated to interact with the blockchain, 

enabling authorized users to add and access 

records efficiently. This approach enhances 

trust, reliability, and accountability in forensic 

investigations and legal proceedings. 
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I. INTRODUCTION 

 

Forensic evidence management is a crucial aspect 

of criminal investigations, as it directly influences 

the outcome of legal proceedings. Proper handling, 

storage, and tracking of evidence are necessary to 

maintain its authenticity and reliability. However, 

traditional methods such as paper-based 

documentation and centralized digital systems 

often face challenges including human error, data 

manipulation, and security vulnerabilities. These 

issues can lead to loss or alteration of critical 

evidence, ultimately affecting justice delivery. 

Therefore, there is a strong need for a secure and 

transparent system that ensures evidence remains 

intact throughout its lifecycle. Blockchain 

technology offers an effective solution by 

providing a decentralized and tamper-resistant 

environment [7]. With its ability to record data in 

immutable blocks linked through cryptographic 

hashes, blockchain enhances trust and 

accountability [5]. This project focuses on applying 

blockchain technology to improve the security and 

efficiency of forensic evidence management 

systems [1]. 

 

In recent years, the growth of digital technologies 

has increased the importance of secure data 

management in various sectors, including law 

enforcement. Forensic evidence, whether physical 

or digital, must be preserved in a way that prevents 

unauthorized modifications and ensures accurate 

tracking. Existing centralized systems are often 

vulnerable to cyberattacks and insider threats, 

making them unreliable for handling sensitive 

information. Blockchain technology addresses 

these concerns by distributing data across multiple 

nodes, eliminating the need for a single controlling 

authority [9]. Each transaction recorded on the 

blockchain is verified and linked to previous 

records, creating a transparent and traceable 

history. This feature is particularly beneficial in 

maintaining the chain of custody for forensic 

evidence [1]. By implementing blockchain, the 

system ensures that every action related to evidence 

is recorded securely, thereby increasing confidence 

among investigators, legal professionals, and 

judicial authorities [2]. 
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The concept of decentralization in blockchain 

technology plays a significant role in enhancing 

data security and reliability. Unlike traditional 

databases, where a single point of failure can 

compromise the entire system, blockchain operates 

on a distributed network where data is replicated 

across multiple nodes [6]. This structure makes it 

extremely difficult for attackers to alter or delete 

information. In the context of forensic evidence 

management, such security is essential to prevent 

tampering and ensure that evidence remains 

credible. Additionally, blockchain uses 

cryptographic techniques to protect data, ensuring 

that only authorized users can access or update 

records [4]. The use of smart contracts further 

automates processes such as data entry and 

verification, reducing the chances of human error. 

This project utilizes these features to create a robust 

system for managing forensic evidence, ensuring 

transparency, security, and efficiency in handling 

sensitive information [10]. 

 

 

II. RELATED WORK 

  

Bonomi et al., (2018) [1] Bonomi and colleagues 

proposed a blockchain-based system called BCoC 

to manage the chain of custody in digital forensics. 

Their work highlights how blockchain can ensure 

integrity and traceability of evidence. The system 

records every action performed on evidence, 

making it transparent and verifiable. By using 

cryptographic hashing, it prevents unauthorized 

modifications. The authors emphasized that 

traditional systems lack proper tracking 

mechanisms. Their approach improves trust among 

investigators and legal authorities. It also reduces 

the chances of evidence tampering. The study 

demonstrates how blockchain can strengthen 

forensic processes. 

 

Bou Abdo et al., (2020) [3] Bou Abdo and co-

authors introduced a hybrid consensus mechanism 

based on reputation for blockchain networks. Their 

work aims to improve trust and efficiency in 

permissionless blockchains. The proposed model 

evaluates node behaviour to maintain network 

reliability. It reduces the risk of malicious activities 

within the system. The study shows how consensus 

mechanisms play a key role in blockchain security. 

It also enhances performance compared to 

traditional methods. This approach is useful in 

applications requiring high data integrity. The 

research contributes to improving blockchain 

reliability. 

 

Gopalan et al., (2019) [2] Gopalan and team 

explored the application of blockchain in digital 

forensic investigations. They focused on improving 

security and reliability in handling forensic data. 

The study explains how decentralized storage 

eliminates single points of failure. Blockchain 

ensures that once data is recorded, it cannot be 

altered. The authors also discussed challenges in 

existing forensic systems. Their proposed model 

enhances transparency and accountability. It 

supports secure evidence sharing among multiple 

parties. The research highlights blockchain as a 

promising solution for forensic data management. 

 

Varshney et al., (2019) [4] Varshney and 

colleagues discussed the importance of 

authentication and encryption in blockchain 

security. Their work focuses on protecting data 

from unauthorized access. The authors explained 

how cryptographic techniques secure transactions 

in blockchain networks. They highlighted the role 

of encryption in maintaining confidentiality. The 

study also addresses common security threats in 

digital systems. Their approach strengthens data 

protection mechanisms. It ensures secure 

communication between users. The research 

supports the use of blockchain for secure 

applications. 

 

Androulaki et al., (2018) [10] Androulaki and 

team presented Hyperledger Fabric as a platform 

for permissioned blockchain systems. Their work 

focuses on enterprise-level applications requiring 

privacy and control. The platform allows only 

authorized participants to access data. It provides 

modular architecture for flexibility and scalability. 

The authors highlighted its suitability for secure 

data sharing. The system supports smart contracts 

for automation. It improves performance compared 

to public blockchains. The study shows how 

permissioned blockchains can be used in real-world 

applications like forensic systems. 

 

 

 

    III. DATASET DETAILS 

 

The dataset used in this project consists of forensic 

evidence records collected and managed through 

the application interface. It includes various 

attributes such as case identification number, type 

of crime, date and time of occurrence, location 

details, description of the incident, and information 

related to the collected evidence. Additional fields 

may include officer details, evidence status, and 

remarks for further investigation. Each record 

entered into the system is treated as a unique 

transaction and is securely stored on the 

blockchain. The dataset is not preloaded but is 

dynamically generated as users input data through 

the application. This ensures that the data remains 

up-to-date and relevant to real-time investigations. 

All entries are structured in a consistent format, 

enabling easy storage, retrieval, and verification. 
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The use of blockchain ensures that once the dataset 

is recorded, it cannot be modified or deleted, 

maintaining its integrity. 

 

The dataset is managed in a decentralized manner 

using blockchain technology, where each record is 

stored as a block linked with previous records 

through cryptographic hashes. This structure 

ensures transparency and traceability of all 

evidence-related information. The data is encrypted 

and associated with unique account addresses, 

providing secure access only to authorized users. 

Retrieval of dataset information is performed 

through smart contract functions, which allow users 

to fetch stored evidence details without altering the 

original data. The system supports continuous 

addition of new records, making the dataset 

scalable and adaptable to different cases. Unlike 

traditional databases, this dataset does not rely on a 

single server, reducing the risk of data loss or 

unauthorized manipulation. Overall, the dataset 

plays a vital role in maintaining a secure, reliable, 

and verifiable record of forensic evidence for 

investigation and legal purposes. 

 

         

IV. PROPOSED METHODOLOGY 

 

The proposed system uses blockchain technology 

to securely manage forensic evidence data. 

Initially, a smart contract is designed using 

Ethereum to define functions for storing and 

retrieving evidence details. The blockchain network 

is set up using tools like Truffle, which helps in 

deploying and testing the contract. A Python-based 

application, developed using Django, provides a 

user interface for authorized users such as 

administrators or police personnel. When evidence 

data is entered through the interface, it is processed 

and sent to the blockchain network. Each entry is 

converted into a transaction and stored as a block, 

ensuring data integrity and security. 

 

Once the data is stored on the blockchain, it 

becomes immutable and can only be accessed 

through predefined smart contract functions. The 

system verifies each new transaction by linking it 

with the previous block using cryptographic 

hashing. This process maintains a continuous and 

secure chain of custody for all records. Users can 

retrieve stored evidence details through the 

application, which interacts with the blockchain 

using the contract address. The decentralized nature 

of the system ensures that data is not dependent on 

a single server, reducing risks of data loss or 

tampering while improving transparency and 

reliability. 

 

 

Figure [1] : System Architecture of Blockchain-

Based Forensic Evidence Management System 

 

Figure[1] The system allows admin or police users 

to enter and manage forensic evidence through a 

user interface. The Django application processes 

the data and connects it with the blockchain using 

smart contracts. Evidence details are securely 

stored in the Ethereum blockchain as linked blocks 

using cryptographic hashing. The system also 

enables retrieval and verification of stored data, 

ensuring transparency and tamper-proof records. 

 

 

   V.RESULT AND DISCUSSION 

 

The implementation of the blockchain-based 

forensic evidence management system produced 

reliable and secure results in storing and retrieving 

evidence data. The system successfully allowed 

authorized users, such as administrators, to add 

crime-related information through the web 

interface. Each submitted record was converted 

into a blockchain transaction and stored as a block 

linked with previous entries using hash values. The 

results showed that once the data was recorded, it 

could not be modified or deleted, ensuring 

complete data integrity. The retrieval process was 

efficient, as users could fetch all stored evidence 

details through the application without any data 

loss. The integration of Django with Ethereum 

worked smoothly, enabling seamless 

communication between the user interface and 

blockchain network. The system also demonstrated 

proper generation of account addresses and secure 

handling of keys for encryption. Overall, the results 

confirm that the proposed system effectively 

maintains a tamper-proof record of forensic 

evidence and provides a transparent method for 

accessing stored information when required for 

investigation or legal use. 
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Figure [2] : Administrator Login Interface for 

Forensic Evidence Management System 

 

 

Figure [2] This screen allows the administrator to 

securely log into the system using valid credentials. 

It contains fields for entering a username and 

password along with a login option. Only 

authorized users can access the system to manage 

forensic evidence data. This step ensures controlled 

access and protects sensitive information from 

unauthorized use. 

 

 
 

Figure [3] : Forensic Evidence Data Entry 

Screen 

 

Figure [3] This screen allows users to enter detailed 

information related to a crime case. It includes 

fields such as record ID, crime type, description, 

and collected evidence details. Additional inputs 

like crime location and witness information are also 

captured. After entering the details, the data is 

submitted and securely stored in the system. 

 

 
 

Figure [4] : Stored Forensic Evidence Records 

Display Screen 

 

Figure [4] This screen shows the list of evidence 

records stored in the system. It displays details such 

as record ID, crime type, description, and collected 

evidence. Additional information like crime area, 

witnesses, and date is also presented. Users can 

view all stored data, which is securely retrieved 

from the blockchain. 

 

DISCUSSION 

 

The developed system highlights the advantages of 

using blockchain technology in forensic evidence 

management. One of the key observations is the 

improvement in data security compared to 

traditional methods. Since the data is stored in a 

decentralized manner, it eliminates the risk 

associated with a single point of failure. The use of 

cryptographic hashing ensures that any attempt to 

alter stored records can be easily detected. 

Additionally, the system provides transparency by 

maintaining a clear history of all transactions, 

which is important in legal scenarios. However, the 

implementation also brings certain challenges. The 

complexity of setting up the blockchain 

environment and integrating it with existing 

applications requires technical expertise. There 

may also be concerns regarding scalability and 

transaction processing time as the number of 

records increases. Despite these limitations, the 

system proves to be a strong solution for 

maintaining the authenticity of forensic evidence. It 

enhances trust among investigators and supports 

accurate decision-making in the judicial process by 

ensuring that the data remains secure and 

verifiable. 

 

VI. CONCLUSION 

 

The proposed system demonstrates an effective 

approach for managing forensic evidence using 

blockchain technology. By replacing traditional 

storage methods with a decentralized structure, the 

system ensures that all records remain secure, 

transparent, and protected from unauthorized 

changes. Each piece of evidence is stored as a 

block linked through cryptographic techniques, 

which helps in maintaining data integrity and a 

clear chain of custody. The integration of Ethereum 

and a Python-based application provides a practical 

solution for storing and retrieving information in a 

reliable manner. The system also improves trust 

among investigators and legal authorities by 

ensuring that evidence cannot be altered once 

recorded. Although there are challenges such as 

system complexity and scalability, the overall 

benefits outweigh the limitations. This approach 

can be further enhanced with advanced features and 

wider adoption in real-world applications, making 

it a strong solution for modern forensic evidence 

management. 
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