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Abstract— This work proposes a Blockchain-
based document management system tailored for
social media platforms, providing secure and
transparent handling of legal documents. Admins
can upload documents along with relevant
metadata, which are then immutably stored on the
Blockchain, generating hash codes and block
numbers for verification. The system ensures real-
time confirmation of transactions and detailed
output for audit and tracking purposes. Admins
can also view and download uploaded documents,
while normal users can search and access
document metadata without retrieving the actual
files, maintaining privacy. The interface is
designed for easy navigation, supporting both
administrative control and user engagement. By
leveraging Blockchain’s tamper-proof nature, the
framework guarantees data integrity and prevents
unauthorized modifications. The system enhances
trust between users and administrators and
streamlines document verification processes.
Overall, it provides a secure, transparent, and
efficient solution for managing legal documents in
a digital social media environment.
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I. INTRODUCTION

The rapid proliferation of digital content on social
media platforms has created new challenges in
managing, securing, and verifying sensitive
documents [2]. Legal documents, policy notices, and
official communications often need to be shared in a
trusted environment where authenticity and integrity
are paramount [4]. Traditional centralized storage
mechanisms are  vulnerable to  tampering,
unauthorized access, and data breaches, which
compromise trust and accountability [6]. In this
context, Blockchain technology emerges as a
promising solution by providing a decentralized,
immutable ledger that records every transaction
transparently. By leveraging Blockchain, documents
can be securely stored and verified without reliance
on a single centralized authority, ensuring
authenticity and reducing the risk of forgery or data
manipulation [10]. The proposed system focuses on
enabling administrators to manage documents
efficiently while providing controlled access to
normal users. Admins can upload legal and political
documents, add metadata, and store the complete
record on the Blockchain [2]. Each transaction
generates unique identifiers, such as hash codes and
block numbers, which serve as tamper-proof
evidence of document integrity [5]. These identifiers
allow verification of documents at any point in time,
creating a reliable audit trail. The real-time feedback
system further enhances transparency by providing
administrators with immediate confirmation of
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successful uploads and Blockchain recording,
ensuring accountability in document handling [19].

From a user perspective, the system emphasizes
accessibility without compromising security [13].
Normal users can search for documents using
keywords, unique document IDs, or names, retrieving
metadata without access to the underlying files. This
ensures that sensitive content is protected while still
allowing users to verify the existence and authenticity
of documents. By separating viewing permissions
from download permissions, the framework
maintains privacy and enforces a strict access control
mechanism [12]. This dual-layered approach
balances transparency and confidentiality, addressing
the critical challenges of document management in
online  environments.  Blockchain’s  inherent
characteristics play a pivotal role in the system’s
security model. Its decentralized structure eliminates
single points of failure, while immutability
guarantees that once a document is recorded, it
cannot be altered or deleted without detection [6].
Each transaction is cryptographically secured,
preventing forgery and ensuring data integrity. These
properties make Blockchain an ideal choice for
applications requiring trustworthy records, such as
legal documentation, political notices, or regulatory
filings [2]. Moreover, the system’s design allows for
scalability, enabling the management of large
volumes of documents without degradation in
performance or security.

The system also incorporates a user-friendly interface
that simplifies administrative and user operations
[14]. Admins have access to a dashboard that
streamlines uploading, verification, and retrieval
processes, while normal users can perform intuitive
searches and view document metadata effortlessly.
The clear separation of roles ensures that
administrative privileges are strictly controlled,
reducing the risk of internal misuse [15].
Additionally, all document interactions are logged,
creating a transparent operational environment that
can be audited whenever required. This combination
of usability, transparency, and security addresses
common shortcomings in conventional digital
document management systems. One of the key
contributions of this framework is its application to
social media contexts, where large-scale content
dissemination and verification are critical. By
integrating Blockchain, the system ensures that
documents shared or referenced on social media
platforms can be trusted and verified by end users
[10]. This capability is particularly important in
preventing the spread of misinformation, ensuring
compliance with regulations, and maintaining public

trust. Furthermore, the platform provides a
foundation for future extensions, such as
incorporating smart contracts to automate verification
or integrating advanced search algorithms for faster
retrieval of relevant documents [13]. The proposed
system demonstrates how Blockchain technology can
transform document management into a secure,
transparent, and auditable process. It highlights the
importance of combining technical robustness with
operational usability to meet real-world requirements
[5]. By offering a controlled, decentralized, and
tamper-proof environment, the system not only
addresses traditional challenges in document storage
but also supports regulatory compliance, user trust,
and efficient workflow management [12]. This makes
it suitable for diverse applications ranging from legal
documentation and corporate communications to
political and public information management on
social media platforms.

In conclusion, secure document management in the
digital era requires innovative solutions that ensure
both accessibility and integrity. This framework
leverages Blockchain to provide a decentralized,
transparent, and secure mechanism for storing,
verifying, and retrieving documents [9]. Through
role-based access control, real-time transaction
verification, and audit-ready outputs, the system
balances user accessibility with stringent security
standards. It represents a practical, scalable, and
trustworthy approach to managing legal and sensitive
documents in environments where authenticity,
transparency, and accountability are paramount,
paving the way for safer and more reliable digital
document ecosystems [10].

Il. LITERATURE SURVEY

[2] Pawlick, J., Colbert, E., & Zhu, Q. (2019)
Pawlick et al. conducted an extensive survey on the
application of game-theoretic approaches for
defensive deception in cybersecurity and privacy.
They proposed a taxonomy that classifies defensive
deception techniques into categories such as
honeypots, moving  target  defense, and
misinformation strategies. The work emphasizes the
importance of modeling the attacker’s perception and
decision-making to optimize the effectiveness of
defense strategies. By wusing a game-theoretic
framework, defenders can anticipate attacker
behavior and strategically manipulate information to
mislead adversaries. The study highlights how
defensive deception can complement traditional
security mechanisms by introducing unpredictability
and uncertainty for attackers. Their analysis also
addresses  scalability challenges and provides
guidelines for designing efficient and robust
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deception systems. Overall, this work provides a
foundational understanding of how strategic
interaction models can improve network security
outcomes and informs future research in deception-
based defense mechanisms.

[3] Shen, C., Wei, J., & Liu, Y. (2021) Shen et al.
explored the use of hypergame theory for proactive
defense against Advanced Persistent Threats (APTS)
in cyber systems. The study models the asymmetric
information scenario where attackers and defenders
have different perceptions of the game environment.
By accounting for misperceptions, the framework
allows defenders to exploit attacker assumptions and
create deceptive strategies that increase attacker
uncertainty. The paper presents simulation results
demonstrating improved detection and mitigation of
multi-stage attacks compared to traditional reactive
approaches. This proactive methodology emphasizes
real-time adaptation and decision-making superiority
in complex cyber environments. Furthermore, the
work discusses implementation considerations, such
as integrating hypergame models with existing
security infrastructure. The study contributes to the
literature by illustrating that deception-driven
defense, informed by attacker misperception
modeling, can enhance resilience  against
sophisticated cyber threats.

[5] Durkota, K., Lisy, V., BoSansky, B., &
Kiekintveld, C. (2017) Durkota et al. proposed game-
theoretic models for analyzing the security of
networked systems, focusing on optimal strategies for
both attackers and defenders. Their approach treats
the interaction as a strategic game, capturing the
interdependencies among nodes and possible attack
paths. The study examines resource allocation
problems, demonstrating how defenders can
prioritize protection based on criticality and potential
attack impact. They also consider stochastic elements
in attacker behavior and system uncertainty,
providing a realistic framework for security planning.
The work includes case studies where different
network topologies are evaluated under varied threat
scenarios. The results highlight the benefits of
applying formal game-theoretic analysis for
improving network robustness, supporting proactive
defense strategies, and informing decision-making
for security investments. This study serves as a
valuable reference for researchers developing
mathematically grounded security frameworks.

[12] Sengupta, S., Chowdhary, A., Sabur, A., &
Zhan, J. (2018) Sengupta et al. presented a

comprehensive survey of moving target defenses
(MTD) for network security, highlighting approaches
that dynamically change system configurations to
confuse attackers. The study categorizes MTD
techniques based on diversity, mutation, and dynamic
reconfiguration, emphasizing how unpredictability
can significantly reduce attack success rates. The
survey evaluates existing MTD implementations
across different network types, including cloud and
IoT environments. The authors discuss practical
challenges, such as performance overhead,
compatibility with existing infrastructure, and
optimal timing of changes. By synthesizing recent
advancements, the paper identifies gaps in scalability,
real-time adaptability, and automated decision-
making for MTD systems. The work underscores that
integrating MTD with other defensive mechanisms,
including intrusion detection and deception
strategies, can provide layered security. It offers a
critical resource for researchers designing dynamic,
resilient cybersecurity frameworks.

[19] Heckman, C., Walsh, R., Stech, F., Thomas, R.,
& Heckman, K. (2015) Heckman et al. explored
active cyber defense strategies using denial and
deception techniques through a cyber-wargame
experimental setup. Their study demonstrates how
carefully designed deception mechanisms, such as
fake services and misleading network responses, can
influence attacker behavior and decision-making. The
experiments show measurable reductions in attack
effectiveness, supporting the hypothesis that active
defense can complement traditional security
measures. The work emphasizes the importance of
integrating human behavioral modeling into
cybersecurity strategies, as attackers’ responses often
depend on perceived system characteristics.
Additionally, the study highlights the operational
challenges of implementing active defense in live
networks, such as risk assessment and potential
collateral effects. Overall, this research provides
empirical evidence supporting proactive cyber
defense approaches and informs the design of more
resilient security architectures in practice.

I1l. DATASET DESCRIPTION

The dataset used for the proposed Blockchain-based
document management system comprises digital
documents, metadata, and associated identifiers that
simulate real-world legal, political, and regulatory
content. The dataset is designed to evaluate both
storage and retrieval functionalities, as well as access
control and verification mechanisms. It contains two
main components: the document files themselves and
structured metadata for each document. The
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documents are primarily in PDF, DOCX, and text
formats, representing policy notices, legal
communications, and official correspondence. Each
document file is associated with a unique document
identifier (UID) that ensures precise referencing in
the Blockchain.

Metadata Fields: Each document in the dataset
includes comprehensive metadata fields such as:

1. Document UID - a unique alphanumeric
identifier.

2. Document Type — specifying whether it is
legal, political, or administrative.

3. Title — the official title of the document.

4. Author/lssuer — the person or organization
responsible for issuing the document.

5. Date of Upload — timestamp for when the
document is stored on the Blockchain.

6. Hash Code - the cryptographic hash
representing the document content, ensuring
immutability.

7. Block Number — the Blockchain block in
which the document is recorded.

8. Keywords — for facilitating search queries
by users.

The dataset was pre-processed to simulate realistic
operational scenarios. Document text was cleaned to
remove formatting inconsistencies and converted to
standard encoding. Metadata fields were standardized
to ensure uniformity in querying and verification
processes. Additionally, hash codes for each
document were generated using SHA-256 to simulate
Blockchain  storage, providing an immutable
reference for integrity checks.

The dataset is designed for both administrative and
user evaluation:

e Admins can upload documents, update
metadata, and verify successful Blockchain
storage. The dataset supports validation by
showing transaction details such as hash
codes and block numbers.

e Normal users can search and view metadata,
simulating real-world constraints where
document content is restricted but
verification of existence and authenticity is
allowed.

The size of the dataset can vary depending on
deployment scenarios. For testing and demonstration,
a sample dataset of 200 documents is used, equally
distributed among legal, political, and administrative
categories. This ensures diversity in document types
and allows evaluation of search, retrieval, and access
control mechanisms under a realistic load.

The dataset also supports transaction simulation: each
document upload triggers Blockchain transactions
that store hash codes, metadata, and block
information. This feature enables performance
evaluation, including transaction time, verification
speed, and data retrieval efficiency. Furthermore, the
dataset allows testing of audit logs, access
permissions, and system scalability for handling
larger datasets in future deployments.

IV. IMPLEMENTATION DETAILS

The proposed system is implemented as a web-based
application integrating blockchain technology to
securely store, verify, and manage legal and social
media documents. It provides two types of users:
administrators and general users. Administrators can
log in using predefined credentials to upload
document details, including document ID, title,
category, and description, along with the associated
file. Each uploaded file is hashed using a
cryptographic algorithm (e.g., SHA-256), and the
metadata, together with the hash, is stored on the
blockchain, ensuring immutability and tamper-proof
records. Upon successful storage, the blockchain
returns a transaction hash and block number as proof
of authenticity. Administrators can view all uploaded
documents, verify integrity, and download files,
while general users are restricted to searching and
viewing document metadata without access to
downloads. The system supports keyword-based
searches, allowing users to query documents using
names, unique IDs, or relevant text. A simple and
intuitive interface guides both administrators and
users through these operations, while secure session
management, role-based access control, and
blockchain-backed storage ensure data integrity,
privacy, and transparency throughout the system
workflow.

V. PROPOSED METHODOLOGY

The proposed blockchain-based document
management system employs a secure, multi-layered
approach to store, verify, and manage legal and social
media documents. The methodology begins with user
authentication, where administrators log in through a
secure interface wusing predefined credentials,
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enabling role-based access control to differentiate
between administrative and general user privileges.
Once authenticated, administrators can input
document metadata, including unique identifiers,
titles, categories, and descriptions, along with
uploading the actual document files. Each uploaded
file undergoes cryptographic hashing (e.g., using
SHA-256), generating a unique hash value that serves
as a digital fingerprint of the document. This hash,
together with the metadata, is submitted to the
blockchain network through smart contracts, which
ensures that the data is stored in an immutable and
tamper-resistant manner. Upon successful
transaction, the blockchain returns a transaction hash
and block number, which serve as verifiable evidence
of document submission. Administrators can view all
stored documents, download associated files, and
verify integrity by comparing recalculated hashes
with blockchain-stored hashes. General users are
allowed to search and view document metadata but
are restricted from downloading files, preserving
confidentiality. The search functionality supports
keyword-based queries, allowing users to locate
documents using names, document IDs, or related
text. This methodology integrates blockchain
immutability, cryptographic verification, smart
contract automation, and role-based access, resulting
in a transparent, secure, and auditable system. By
combining these elements, the system ensures data
integrity, prevents unauthorized modification, and
enables efficient management and retrieval of
sensitive documents in a social media context.

@ Dovetm ansate -

Figure 1: system architecture of the proposed
model

VI. RESULT AND DISCUSSION

The  proposed  blockchain-based  document
management system was evaluated to assess its
effectiveness in  secure  document  storage,
verification, and access control for social media
environments. The system successfully allowed
administrators to upload document details along with

associated files, which were hashed and stored on the
blockchain. Each transaction returned a unique
transaction hash and block number, providing
verifiable proof of submission. Administrators were
able to view, verify, and download documents with
full integrity checks, while general users could search
and view document metadata without accessing the
actual files, demonstrating effective role-based access
control.

Performance analysis focused on transaction
processing, search efficiency, and data integrity. The
blockchain layer ensured immutability of stored
document  records,  preventing  unauthorized
modifications and tampering. Hash-based verification
of documents confirmed that uploaded files remained
unaltered, thereby maintaining data integrity. Search
functionality using keywords, document IDs, and text
queries produced accurate results with minimal
latency, indicating the system’s responsiveness in
handling queries against blockchain-stored metadata.

The implementation highlights several advantages of
integrating blockchain into document management.
First, it provides transparency, as each transaction is
recorded and traceable through the blockchain ledger.
Second, the system strengthens security by using
cryptographic hashes and immutable records, which
prevent data forgery or tampering. Third, role-based
access ensures that only authorized users can perform
critical operations like uploading or downloading
documents, enhancing privacy and compliance.

A limitation observed was the slight increase in
transaction time as the number of stored documents
grew, which is inherent in most blockchain systems
due to consensus overhead. However, the system
design accommodates scalability, as metadata storage
rather than full document storage on-chain reduces
computational load and storage requirements.
Overall, the results demonstrate that the system
effectively secures, verifies, and manages legal and
policy-related documents for social media while
providing a user-friendly interface and reliable search
and retrieval functionality.

Figure 2: results of upload document

This article can be downloaded from https://ijerst.org/index.phplijerst 618



https://ijerst.org/index.php/ijerst

Int. J. Engg. Res. & Sci. & Tech. 2026

525 ntemational Jounal of Enginering Research and Science  Technology

In the above figure [2], we can see the red colour text
which is the output returned from Blockchain after
storage, normally it will show transaction hash code
but here for user understanding it is displaying all
details. In above figure you can see Hash code and
Block number as the core output.
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Figure 3: results of uploaded documents

In figure [3], we can view list of Uploaded
documents available in Blockchain and can click on
‘Click Here’ link to download associated document
data file.

Figure 4: searching screen

In above figure [4], user can enter any string like
person name about to search, document UID number
or any other text. Entered input will be matched with
available documents in Blockchain and get results. In
above screen we can see the entered query as ‘01234’
means searching for any legal document exists on
01234 name

VII. CONCLUSION

The  proposed  blockchain-based  document
management system provides a secure, transparent,
and efficient solution for managing sensitive legal
and social media documents. By integrating
cryptographic hashing and blockchain technology,
the system ensures data integrity, immutability, and
tamper-proof storage of all uploaded documents.
Role-based access control allows administrators to

manage and verify documents while restricting
general users to search and view metadata, thereby
maintaining confidentiality and privacy. The system
generates verifiable transaction hashes and block
numbers for every upload, providing proof of
authenticity and traceability. The search functionality
enables quick retrieval of documents based on
keywords, unique IDs, or related text, enhancing
usability ~without compromising security. The
implementation demonstrates that blockchain can
effectively prevent unauthorized modifications and
provide a reliable audit trail for document
management. Although slight increases in transaction
times are observed as the dataset grows, the approach
remains scalable due to the storage of only metadata
on-chain.

Overall, the system offers a robust framework for
secure document management in social media and
related domains. It combines transparency, security,
and efficiency while simplifying the administrative
workflow and ensuring users can access verified
document information safely. This approach can be
extended to various applications requiring secure
record-keeping, legal compliance, and verifiable
document storage.
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