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ABSTRACT 

The rapid expansion of the internet has led 

to an increase in malicious web links. 

Traditional blacklist-based detection 

methods are often insufficient, as 

attackers continuously generate new, 

previously unseen harmful URLs. This 

project presents an intelligent machine 

learning–based system for detecting 

harmful web links with high accuracy and 

real time efficiency. Various machine 

learning algorithms—including Logistic 

Regression, Random Forest—are trained 

and evaluated to determine the most 

effective approach. Overall, the project 

demonstrates the potential of intelligent 

ML-based models to strengthen web 

security and safeguard digital 

environments. 
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INTRODUCTION 

Web links play a vital role in online 

communication, e-commerce, and 

information sharing. However, 

cybercriminals exploit this dependency by 

spreading malicious URLs through emails, 

social media, and messaging platforms. 

Conventional detection techniques such as 

blacklists and rule-based systems are 

insufficient against newly generated or 

obfuscated URLs. Machine learning 

provides an effective solution by learning 

patterns from large datasets and identifying 

previously unseen threats. This project 

focuses on detecting harmful web links 

using intelligent machine learning models 

to provide a proactive and automated 

security solution. The integration of 

artificial intelligence (AI) and machine 

learning enables automated, real-time 

analysis of large volumes of URL data to 

identify hidden patterns and malicious 

characteristics. Features such as URL 

length, domain structure, token frequency, 

special characters, and host-based attributes 

http://www.ijerst./


Int. J. Engg. Res. & Sci. & Tech. 2026 
 
 

ISSN 2319-5991                                www.ijerst.org               Vol. 22, No. 2, 2026              939 

 

are extracted and analyzed using ML 

algorithms. Technologies and tools such as 

Python, scikit-learn, and various ML 

classifiers play a crucial role in building 

efficient harmful weblink detection systems 

that offer high accuracy and scalability. 

LITERATURE REVIEW  

I looked through a lot of papers and selected 

these three papers and identified 

drawbacks. Kumar et al. (2020) used 

traditional classifiers such as Logistic 

Regression and Decision Trees with lexical 

URL features and achieved reasonable 

accuracy, but the approach depended 

heavily on handcrafted features and 

struggled to detect newly generated or zero-

day malicious URLs. Sharma et al. (2021) 

improved detection performance by 

combining URL and domain-based features 

using Random Forest and Support Vector 

Machines; however, the high computational 

complexity of the model limited its real-

time efficiency and scalability. Zhang et al. 

(2022) applied deep learning models to 

automatically learn complex patterns from 

URL data and obtained higher detection 

rates, but the method required large labeled 

datasets and significant computational 

resources, resulting in limited 

generalizability across different attack 

types. These drawbacks are solved by 

proposed system. 

RELATED WORK 

Python is the primary programming 

language used in this project for detecting 

harmful web links, as it supports efficient 

data preprocessing, model development, 

and analysis. It is used to clean and 

preprocess URL datasets, extract lexical 

and domain-based features, and handle 

large volumes of web data. Machine 

learning models are developed using 

libraries such as scikit-learn for tasks like 

classification and prediction, while 

TensorFlow can be used to support 

advanced or deep learning–based detection 

models if required. Visualization libraries 

such as Matplotlib and Seaborn help 

analyze model performance through graphs 

and metrics. Overall, Python serves as the 

core development environment, enabling an 

intelligent, automated, and data-driven 

approach to identifying malicious and 

harmful web links. 

EXISTING METHOD 

Existing methods for detecting harmful web 

links mainly rely on traditional security 

techniques such as blacklist-based systems 

and static rule-based filters, along with 

some basic machine learning models. One 

of the major drawbacks of these approaches 

is their limited generalizability, as models 

often perform well only on specific datasets 

and fail to detect newly generated or zero-
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day malicious URLs. Detection accuracy is 

highly dependent on the quality and 

completeness of extracted URL features, 

which may be noisy, incomplete, or 

manipulated by attackers. 

PROPOSED METHOD 

The proposed method employs intelligent 

machine learning models to detect harmful 

web links efficiently and accurately. 

Relevant lexical and structural URL 

features such as length, special characters, 

and domain information are extracted and 

preprocessed to reduce noise. Logistic 

Regression is used for fast and interpretable 

classification, while Random Forest 

improves accuracy by learning complex 

patterns in the data. The models are trained 

and evaluated using standard performance 

metrics to ensure reliability.  

SYSTEM ARCHITECTURE 

 

Figure 1: Architecture of methodology 

METHODOLOGY DESCRIPTION 

This project focuses on detecting harmful 

web links using intelligent machine 

learning techniques. The steps involved are 

as follows.  

Data Collection: URL data is collected 

from multiple reliable sources, including 

public phishing repositories and benign 

web link datasets. The dataset contains 

different types of URLs such as phishing 

links, malware-related links, and legitimate 

websites.  

Data Preprocessing: The collected data is 

cleaned by removing duplicate, missing, or 

inconsistent entries. URLs are normalized 

and relevant lexical and structural features 

such as URL length, special characters, 

token count, and domain patterns are 

extracted and converted into numerical 

form.  

Feature Engineering: Important features 

are selected to effectively represent 

malicious behavior and improve model 

performance.  

Model Training: Machine learning models 

such as Logistic Regression and Random 

Forest are trained to classify URLs as 

benign or harmful.  

Exploratory Data Analysis: Statistical 

analysis is performed to understand feature 

distributions, identify patterns in malicious 

http://www.ijerst./


Int. J. Engg. Res. & Sci. & Tech. 2026 
 
 

ISSN 2319-5991                                www.ijerst.org               Vol. 22, No. 2, 2026              941 

 

URLs, and compare benign versus harmful 

links.  

Visualization: Using Python visualization 

libraries, graphs such as feature importance 

plots, accuracy comparisons, and confusion 

matrices are generated to evaluate and 

present the model’s performance clearly. 

RESULTS AND DISCUSSIONS 

 

Figure 2 : Execution process 

Run the code in Anaconda Prompt by using 

following command: streamlit run check.py 

then Open the application by clicking on the 

link http://localhost:8501. 

 

Figure 3 : Application page 

When the link is clicked, this is the 

application page that appears. 

 

Figure 4: Harmful web link 

prediction page 

Enter the URL features to find whether it is 

safe or not. 

 

Figure 5 : Result page 

Click on “Detect Harmful Link” it displays 

the output. 

CONCLUSION 

This project successfully demonstrates the 

effectiveness of intelligent machine 

learning models in detecting harmful web 

links. By analyzing lexical and structural 

URL features, the proposed system 

overcomes the limitations of traditional 

blacklist-based methods and enables real-
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time identification of malicious links. The 

use of Logistic Regression and Random 

Forest models provides a balance between 

accuracy, efficiency, and interpretability. 

Overall, the project highlights the potential 

of machine learning–based approaches to 

enhance web security and protect users 

from cyber threats. 

FUTURE SCOPE 

Future enhancements include integrating 

the system with browsers, email clients, and 

mobile platforms for real-time detection, 

along with adaptive learning to handle 

emerging harmful weblinks. Additionally, 

combining advanced feature analysis and 

threat intelligence can improve accuracy 

and reduce false positives. 
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