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Abstract: Log files generated from large-
scale systems are critical for monitoring
performance and detecting anomalies, but
their massive size makes analysis
challenging. This paper proposes an efficient
log classification approach using template
mining by converting log messages into
compact event IDs, reducing data size and
improving processing speed. Machine
learning algorithms including Random
Forest, Decision Tree, XGBoost, and
LightGBM are applied, with SMOTE used
to address class imbalance. Experimental
results demonstrate that the proposed
method  achieves high classification

accuracy (up to 99%) while minimizing

training time and computational cost.
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1. INTRODUCTION

Log files play a vital role in modern
software systems by recording runtime
activities, system events, and error
information. They are widely used for
system monitoring, performance evaluation,
anomaly detection, and security analysis.
However, with the rapid growth of large-
scale distributed systems, the volume of log
data has increased significantly, making
manual analysis inefficient and time-
consuming.

Traditional log  analysis

techniques often struggle with scalability
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and fail to provide accurate insights in real-

time environments.

To address these challenges, automated log
classification using machine learning has
emerged as an effective solution. Existing
approaches rely on raw log messages, which
are often large and complex, leading to
increased computational cost and longer
training time. Moreover, handling class
imbalance and extracting meaningful
features from unstructured log data remain
critical  issues in  achieving  high

classification performance.

This paper proposes an efficient log
classification approach using template
mining, where log messages are converted
into compact event IDs to reduce data size
and improve  processing  efficiency.
Advanced machine learning algorithms such
as Random Forest, Decision Tree, XGBoost,
and LightGBM are employed for accurate
classification, while SMOTE is used to
address class imbalance. The proposed
system enhances classification accuracy,
reduces training time, and provides a

scalable solution for real-time log analysis in

large-scale systems.

2. LITERATURE SURVEY

Vol. 22, No. 2, 2026

a) Adversarial Networks and Machine

Learning for File Classification:

An essential component of a forensic inquiry
is accurately determining the kind of file
being examined. The embedded content,
such as an image, video, document,
spreadsheet, etc., can be inferred from the
file type alone. We suggest utilizing an
adversarially-trained ~ machine  learning
neural network to ascertain a file's real type
even if the extension or file header is
obfuscated to make its discovery more
difficult, in situations where a system owner
would wish to keep their files unreadable or
their file type hidden. Our semi-supervised
generative adversarial network (SGAN)
classified 11 distinct categories of data with
97.6% accuracy. Additionally, we contrasted
our network with three additional machine
learning techniques including a conventional
standalone neural network. The most
accurate file classifier was the adversarially-

trained network, particularly when there

were few accessible supervised data.

b) A Survey on Automated Log Analysis
for Reliability Engineering:
Logging statements in software source code
produce semi-structured text called logs.
Since software logs are sometimes the only

data available that records program runtime
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information, they have become essential to
the reliability assurance mechanism of many
software systems in recent decades. The
number of logs has significantly expanded
as contemporary software develops on a
massive scale. Numerous research on
automated log analysis have been carried out
in order to facilitate the effective and
efficient use of contemporary software logs
in reliability engineering. This survey
provides a thorough overview of automated
log analysis research, covering topics such
as automating and supporting the creation of
logging statements, compressing logs,
parsing logs into structured event templates,
and using logs to identify anomalies,
forecast failures, and aid in diagnosis. We
also review research that makes open-source
datasets and toolkits available. We offer a
number of possible future approaches for
next-generation automated log analysis and
real-world applications based on the

discussion of recent developments..

¢) Anomaly Detection for Web Log Data

Analysis: A Review:

Numerous techniques have been created to
defend web servers from intrusions. Generic
user models and application behavior are the
foundation of anomaly detection techniques,

which interpret deviations from the

Vol. 22, No. 2, 2026

predefined pattern as signs of potentially
hazardous activity. In order to avoid and
detect online attacks, we conducted a
comprehensive evaluation of anomaly
detection  techniques in this study.
Specifically, we used Kitchenham's standard
approach to conduct a systematic analysis of
computer science literature. 8041 peer-
reviewed articles have been published in
prestigious journals. This method is used on
88 articles. The methods used to conduct
this systematic review are described on this
page, along with the results and conclusions.
Most logs are used for recording system
runtime data and anonymous detection. In
the past, developers (or operators) would
manually search logs for terms and matching
criteria. However, the amount of logs
increases exponentially with the size and
complexity of modern systems, rendering
manual testing impractical. To reduce
human labor, several anomaly detection
methods for automated log analysis have
been proposed. However, engineers may still
choose which detection methods should not
be employed because there aren't enough
analyses and comparisons of different
anomaly detection strategies. Furthermore,
re-implementation will take a lifetime, even
if engineers employ a novel detection

method. To address these issues, we provide
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a thorough study and assessment of six
current log-based detection methods,
including three monitored and three
unchecked modes, along with an open
toolbox that enables easy reuse. Two
publicly available production log datasets
containing 15,923,592 log messages and
365,298 anomaly instances were used to test
these methods. We believe that the testing
outcomes and related findings, together with
our work, might serve as a basis for future
study and as guidance for implementing

these tactics.

d) AutoLog: Anomaly detection by deep

autoencoding of system logs:

Since the early days of computers, system
logs have been used to identify and resolve
abnormalities in production systems. Despite
the advancements in the field, analyzing log
files from real-world systems presents a
number of wunique difficulties. Modern
technologies, such log management and
Security Information and Event
Management (SIEM) packages, take use of
common data formats, logging protocols,
and threat signature dictionaries that barely
fit industrial and custom system logs. The
study of computer system logs with an
emphasis on anomaly identification is the

subject of this paper. The suggested method,

Vol. 22, No. 2, 2026

called AutoLog, involves calculating
numerical scores by sampling the logs at
regular intervals. A semi-supervised deep
autoencoder is trained using scores obtained
under normative operations, providing a
baseline for future score classification. The
method does not need anomalies during
training and is not limited by the structure of
the underlying logs. The recall of AutoLog
is between 0.96 and 0.99, while the accuracy
is between 0.93 and 0.98, according to the
findings obtained in identifying anomalies of
two industrial systems and the public BG/L
and Hadoop datasets commonly used as
benchmarks. To prove the proposal's
validity, a comparison with isolation forest,
one-class SVM, decision tree, vanilla
autoencoder, and variational autoencoder is

carried out.

e) DIP: a log parser based on

"disagreement index token" conditions::

Sequences of parsed log messages including
the message tokens that are part of the
message template are needed as inputs for
some types of log analytical models, such as
those for log anomaly detection. Because of
this, a log parser—a software that finds the
template of every message in a log file—is
frequently used in such a paradigm. It has

been demonstrated that even the most
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precise log parsers found in the literature are
unable to identify message templates from
the log files of some systems with high
accuracy. DIP, a tree-based log parser, is
presented in this study. The way by which
DIP determines whether pairs of extremely
similar messages share the same template is
its main methodological breakthrough.
When determining whether two similar
messages have the same template, many
existing parsers only take into account the
percentage of matching tokens between
them. However, DIP also takes into account
the actual tokens at which the two messages
disagree, declaring a pair of similar
messages to have the same template if and
only if each of those tokens satisfies one of
three  conditions. According to our
experimental findings, DIP can outperform
all 13 parsers examined in a 2019 survey
research on log parsers in terms of average
accuracy. Additionally, we demonstrate that
it attains this high accuracy without

sacrificing runtime.
3. METHODOLOGY
i) Proposed Work:

The proposed system introduces an efficient
log file classification approach using

template mining, where raw log messages

Vol. 22, No. 2, 2026

are transformed into structured event IDs.
This conversion significantly reduces the
size and complexity of log data, enabling
faster processing and improved scalability.
The system applies TF-IDF vectorization to
extract meaningful features from the log
data, followed by the use of SMOTE to
handle class imbalance and ensure better

representation of minority classes.

Multiple machine learning algorithms,
including K-Nearest Neighbors (KNN),
Random Forest, AdaBoost, and Decision
Tree, are employed for classification.
Additionally, advanced boosting techniques
such as XGBoost and LightGBM are
integrated to enhance performance and
accuracy. The proposed approach improves
classification efficiency, reduces training
time, and achieves high accuracy, making it
suitable for real-time log analysis and
system monitoring n large-scale

environments.

ii) System Architecture:

The system architecture begins with the
collection of log datasets from multiple
sources, which are then passed to the
preprocessing stage. In this stage, the data
undergoes visualization and transformation

using TF-IDF vectorization to convert
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textual log messages into numerical features. 1. Dataset Loading

To address class imbalance, the Synthetic

Minority Over-sampling Technique
(SMOTE) is applied, ensuring balanced data
distribution for effective model training. The
processed data is then split into training and
testing sets to facilitate model evaluation

and validation.

The training data is used to build multiple
machine leaming models, including KNN,
Random Forest, AdaBoost, and Decision
Tree, along with advanced extensions such
as XGBoost and LightGBM. These trained
models are then evaluated using the testing
data, and their performance is measured
using metrics such as accuracy, precision,
recall, and Fl-score. The architecture
ensures  efficient data flow  from
preprocessing to model evaluation, enabling
accurate and scalable log classification for
real-time system monitoring.

TFIDF Vector
Apply SMOTE

’ Visualization

KNN (Original & Propose)
RF (Original & Propose)

Figl proposed architecture

iii) Modules:

Vol. 22, No. 2, 2026

Loads the Real Log Classification dataset
(HDFS, OpenSSH, BGL, HPC, Proxifier,
Health App) into the system for processing
and analysis.

2. Data Visualization

Visualizes log data distribution to
understand patterns and detect class
imbalance, helping in better preprocessing
decisions.

3. TF-IDF Vectorization

Converts textual log messages into
numerical feature vectors, capturing the
importance of terms for machine learning
models.

4. SMOTE (Data Balancing)

Applies Synthetic Minority Over-sampling
Technique to generate synthetic samples for
minority classes and balance the dataset.

5. Train-Test Splitting

Divides the dataset into training (80%) and
testing (20%) sets to evaluate model
performance effectively.

6. Model Training

Builds classification models using KNN,
Random Forest, AdaBoost, Decision Tree,
XGBoost, and LightGBM to learn patterns
from log data.

7. Prediction & Classification
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Uses trained models to classify new log data
and predict system behavior or anomalies.

8. Performance Evaluation

Evaluates model performance using metrics
such as accuracy, precision, recall, and F1-
score.

9. Admin Interface

Provides a user interface for login, log
upload, classification results, and system
interaction through a web-based platform
(Flask).

iv) ALGORITHMS:
a. K-Nearest Neighbors (KNN):

K-Nearest Neighbors (KNN) is a simple yet
effective instance-based learning algorithm
used for log classification. It works by
identifying the ‘k’ closest data points
(neighbors) to a given input based on
distance metrics such as Euclidean distance.
In this system, log messages converted into
event IDs and TF-IDF vectors are compared
with existing labeled data, and the majority
class among the nearest neighbors is
assigned as the output. KNN does not
require a training phase, making it easy to
implement, but it can be computationally
expensive for large datasets due to distance
calculations.

b. Random Forest (RF):

Random Forest is an ensemble learning
algorithm that improves classification

Vol. 22, No. 2, 2026

performance by constructing multiple
decision trees during training and combining
their outputs. Each tree is trained on a
random subset of the data and features,
which helps reduce overfitting and improves
generalization. In log classification, Random
Forest effectively handles high-dimensional
TF-IDF
representations, making it robust against

features and event ID

noise and variations in log data. It provides
high accuracy and reliability, especially
when dealing with large-scale datasets.

c. AdaBoost:

AdaBoost (Adaptive Boosting) is a boosting
algorithm that combines multiple weak
classifiers to form a strong classifier. It
works by assigning higher weights to
incorrectly classified samples in each
iteration, forcing the model to focus more on
difficult cases. In this system, AdaBoost
improves the classification of log data by
iteratively  refining  predictions  and
minimizing errors. It is particularly useful
for improving performance when base
classifiers alone are not sufficiently
accurate, though it may be sensitive to noisy

data.

d. Decision Tree:

Decision Tree is a supervised learning
algorithm that uses a tree-like structure to
make decisions based on feature conditions.
It splits the dataset into subsets based on the
most significant features, creating branches
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that lead to classification outcomes. In log
classification, Decision Trees use event ID-
based features to generate interpretable
rules, making it easier to understand how
decisions are made. While it provides good
accuracy and simplicity, it may suffer from
overfitting if not properly controlled.

e. XGBoost
Boosting):

(Extreme  Gradient

XGBoost is a highly efficient and scalable
implementation of gradient boosting that
enhances classification performance by
sequentially building models to correct
incorporates
regularization  techniques  to
overfitting and handles large-scale datasets
effectively. In this proposed system,
XGBoost  significantly improves log

previous errors. It
prevent

classification accuracy by learning complex
patterns from event ID features and TF-IDF
vectors. Its speed and performance make it
one of the best-performing algorithms in the
study.

f. LightGBM (Light Gradient

Boosting Machine):

LightGBM is an advanced gradient boosting
framework designed for high efficiency and
fast training. It uses a leaf-wise tree growth
strategy, which allows it to achieve higher
accuracy with lower computational cost
compared to traditional boosting methods. In
this system, LightGBM is applied to the
proposed dataset to optimize classification

Vol. 22, No. 2, 2026

performance and reduce training time. It is
particularly suitable for handling large-scale
log data due to its low memory consumption
and faster processing speed.

4. EXPERIMENTAL RESULTS

The proposed log classification system is
evaluated using the Real Log Classification
dataset, which includes log data from
multiple sources such as HDFS, OpenSSH,
BGL, HPC, Proxifier, and Health App. The
dataset 1s preprocessed using TF-IDF
vectorization, and SMOTE is applied to
handle class imbalance effectively. The data
is then split into training and testing sets to
validate the performance of various machine
learning models, including KNN, Random
Forest, AdaBoost, Decision Tree, XGBoost,
and LightGBM. Performance is measured
using standard evaluation metrics such as

accuracy, precision, recall, and F1-score.

The experimental results demonstrate that
ensemble-based  algorithms  outperform
traditional methods in log classification
tasks. Random Forest and Decision Tree
show strong baseline performance, while
advanced boosting algorithms such as
XGBoost and LightGBM achieve superior
results, reaching accuracy levels of up to

99%. Additionally, the use of event ID

conversion significantly reduces data size
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and training time without compromising
classification performance. The integration
of SMOTE further enhances model
reliability by improving classification
accuracy for minority classes, making the
proposed system efficient and scalable for

real-time applications.

Accuracy: A test's accuracy is determined
by its capacity to distinguish between
healthy and ill cases. To gauge the accuracy
of the test, find the percentage of examined
instances that had true positives and true

negatives. According to the computations:
Accuracy = TP + TN /(TP + TN + FP + FN)

(TN + TP)

Accuracy = T

Precision: Precision is the number of
affirmative cases or the classification's
accuracy rate. The following formula is

applied to assess accuracy:

Precision = True positives/ (True positives +

False positives) = TP/(TP + FP)

TP

Precision = ———
(TP + FP)

Recall: A model's ability to recognise every
instance of a pertinent machine learning
class is measured by its recall. The ratio of

accurately predicted positive observations to

Vol. 22, No. 2, 2026

the total number of positives indicates how

well a model can identify class instances.

TP

Recall = ——
(FN +TP)

mAP: Mean Average Precision is one
ranking quality metric (MAP). It considers
the number of relevant recommendations
and their position on the list. MAP at K is
calculated as the arithmetic mean of the

Average Precision (AP) at K for each user or

query.

1 k=n
mAP = — z AP,
n

k=1

AP = the AP_of class k
n = the number of classes

F1-Score: An accurate machine learning
model is indicated by a high F1 score.
combining precision and recall to increase
model correctness. The accuracy statistic
quantifies the frequency with which a model
correctly predicts a dataset.

(Recall - Pre cision)

F1=2-
(Recall + Pr e cision)

- o sify Yourr Log

https://ijerst.org/index.php/ijerst 2972



https://ijerst.org/index.php/ijerst

yERST

Int. J. Engg. Res. & Sci. & Tech. 2026, ISSN 2319-5991 ‘@flﬂe{mﬁonalmdmimeﬁmmm&iaweﬂedlmw
Fig2 upload input . Implementation of automated log

2 60% 2

Fig3 results

S. CONCLUSION

This paper presents an efficient log
classification approach using template
mining by converting log messages into
compact event IDs, significantly reducing
data size and computational complexity. The
integration of machine learning algorithms,
particularly XGBoost and LightGBM, along
with SMOTE for class balancing, achieves
high classification accuracy (up to 99%) and

improved processing efficiency.

6. FUTURE SCOPE
o Integration of deep learning models
such as LSTM and Transformer for
sequential log analysis and improved
anomaly detection.
o Development of real-time log
classification systems using streaming

frameworks like Apache Kafka and Spark.

Vol. 22, No. 2, 2026

parsing techniques to further enhance feature
extraction and reduce preprocessing time.

. Deployment of the system in cloud-
based and distributed environments for
scalable and efficient monitoring.

J Incorporation of explainable Al
techniques to improve interpretability and

trust in classification results.
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