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Abstract—The rapid proliferation of Kubernetes (K8s) as the standard for container orchestration has
fundamentally altered the cloud-native security landscape, shifting the defensive focus from static
perimeters to dynamic, micro-segmentation requirements. Conventional security tools, which often rely on
signature-based detection and manual human-in-the-loop interventions, struggle to keep pace with the
ephemeral nature of microservices and the velocity of modern automated attacks. Consequently,
organizations face a critical "remediation gap' where the time required to detect and manually respond to
a breach allows threat actors ample opportunity to move laterally, escalate privileges, and exfiltrate
sensitive data.

To address this critical vulnerability, this paper introduces an " Auto-Immune" security framework that
converges deep kernel-level telemetry with autonomous artificial intelligence. By leveraging Extended
Berkeley Packet Filter (eBPF) sensors for high-fidelity data ingestion and unsupervised machine learning
models for continuous behavioral baselining, the system creates a closed-loop observation and decision
engine. The findings demonstrate that this framework successfully executes granular, policy-based
mitigations in sub-second timeframes, significantly reducing the Mean Time to Respond (MTTR) while
maintaining a near-zero false-positive rate, thereby providing a resilient, highly scalable security posture
for enterprise Kubernetes environments.
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I. INTRODUCTION

Kubernetes [1] has transitioned from a niche orchestration tool to the bedrock of modern digital infrastructure.
By 2026, the complexity of managing thousands of ephemeral microservices across hybrid-cloud environments has
reached a critical threshold, rendering manual security administration obsolete. The fundamental challenge lies in
the sheer volume of telemetry data and the velocity at which containers are provisioned and decommissioned [2].

The modern threat landscape [3] is characterized by automated botnets and Al-assisted exploits targeting K8s
API servers, insecure service accounts, and misconfigured network policies. Attackers are increasingly moving
laterally through clusters, exploiting the "east-west" communication paths that are often invisible to traditional
North-South perimeter firewalls. Consequently, the window of opportunity for an attacker to escalate privileges or
exfiltrate data is measured in seconds, not hours [4].

Traditional security measures [5], such as static rule-based firewalls and reactive log analysis, are inherently
flawed in this context. They suffer from high latency, significant operational overhead, and a failure to address the
unique behavioral context of microservices [6]. A reactive approach, which relies on human intervention to analyze
alerts and push policy updates, effectively cedes the advantage to the attacker during the critical containment phase

[7].

To bridge this gap, this paper proposes an automated Al-driven framework that functions as an "immune
system" for the cluster. By utilizing eBPF (Extended Berkeley Packet Filter) [8] to capture high-fidelity system
events and feeding this data into an autonomous decision engine, the framework establishes dynamic baselines for

This article can be downloaded from https://ijerst.org/index.php/ijerst 1015



https://ijerst.org/index.php/ijerst
http://www.ijerst.com/

Int. J. Engg. Res. & Sci. & Tech. 2025 %I" International Journal of Engineering Research and Science & Technology

container behaviour [9], [10]. This shift from static rules to behavioral intelligence allows for precise, granular
identification of deviations.

This research focuses on the integration of these technologies into a unified framework capable of autonomous
response—specifically, the ability to dynamically modify network policies and container resource constraints in
real-time. We explore the architectural requirements, performance benchmarks, and the trade-offs between
automated containment and service availability, aiming to provide a roadmap for the next generation of resilient
cloud-native security systems.

II. LITERATURE REVIEW

The academic and industrial discourse surrounding Kubernetes security [11] from 2020 to 2024 has evolved in
distinct phases. Initially, in 2020, research focused primarily on "shift-left" security, emphasizing the role of CI/CD
pipelines in preventing misconfigurations (e.g., privileged containers). Works by Nguyen et al. established that
standardizing security contexts and RBAC configurations were the primary defensive barriers, though these were
insufficient against runtime threats [12].

By 2021, the focus shifted toward "Zero Trust" architecture [13] within clusters. The literature, notably the work
of Gupta and Singh, highlighted that perimeter security was a dead end. Researchers began proposing service-mesh-
based security, utilizing mTLS and fine-grained identity management. However, these solutions were often
criticized for high performance overhead and complexity in management [14].

In 2022, the security community began to embrace eBPF as the "holy grail" of observability [15]. Significant
studies demonstrated that eBPF could provide visibility into the kernel without modifying application code. This
year marked the transition where security vendors began replacing sidecar proxies with eBPF-based agents,
drastically improving the performance of security monitoring in dense clusters [16].

The year 2023 saw the integration of Machine Learning (ML) [17] to manage the flood of security logs.
Research by Zhang et al. explored unsupervised anomaly detection models, such as Isolation Forests, to identify
unauthorized process executions. Complementing this direction, the patented system “Automated Anomaly
Detection and Response System for Enhancing Cloud Security” [18] proposed a tightly coupled detection-response
pipeline, leveraging real-time telemetry and adaptive learning models to automatically mitigate threats without
manual intervention. While these approaches proved effective at detection and initial response, the literature
consistently identified a recurring problem: the "alert fatigue" caused by high false-positive rates in environments
with frequent auto-scaling [21].

Entering 2024, the focus shifted toward "Autonomous Security Operations" (AIOps) [21]. Advanced papers
began discussing the use of Large Language Models (LLMs) and agentic frameworks to translate raw security
events into actionable API commands. These studies argued that the human-in-the-loop requirement was the
primary bottleneck in incident response and advocated for fully automated remediation.

This research builds upon these foundations by synthesizing deep eBPF telemetry, unsupervised anomaly
detection, and agentic response mechanisms [21]. While existing literature often separates detection from response,
or observability from policy enforcement, our framework proposes a unified, closed-loop system, specifically
addressing the gap in automated, granular remediation of zero-day exploits in complex production environments.

ITII. PROPOSED METHODOLOGY

The proposed architecture operates on the principle of a continuous OODA (Observe, Orient, Decide, Act) loop,
designed to run within the Kubernetes cluster as a highly privileged controller.
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Figure 1. Proposed Automated AI-Driven Real-Time Anomaly Detection and Adaptive Response
Framework for Kubernetes Security

Data Ingestion (Observe): We utilize eBPF sensors deployed as a DaecmonSet to hook into kernel kprobes and
tracepoints. This captures granular event data—including system calls, file integrity changes, and socket
connections—directly at the host level, bypassing container runtime overhead.

Feature Engineering (Orient): Raw events are streamed via a high-performance message bus to the Al Engine.
The engine performs feature extraction, normalizing events into vector representations that capture the intent and
context of the system operation (e.g., identifying a process execution context).

Baseline Modeling: Before the framework goes active, it enters a 48-hour "Learning Phase." Using an Isolation
Forest algorithm, it clusters normal behavior for every container image (e.g., typical network egress, valid system
call patterns), creating a multi-dimensional behavioral baseline.

Anomaly Scoring: In production, the engine compares incoming vectors against the established baseline. A
score is assigned based on the distance from the cluster centroid. We employ a dynamic thresholding approach to
account for legitimate service scaling events.

Decision Engine: Upon exceeding the anomaly threshold, the framework invokes an LLM-based agent. The
agent is context-aware, receiving the anomaly report along with cluster metadata (e.g., namespace sensitivity, pod
ownership) to determine the nature of the event.

Adaptive Action: The decision engine generates an actionable response. This could range from isolating a pod
via NetworkPolicy to applying cgroup limits or triggering a pod restart. The response is formulated to minimize
operational disruption.

API Enforcement: The Adaptive Controller utilizes a dedicated ServiceAccount with fine-grained RBAC to
communicate with the Kubernetes API Server, ensuring the change is applied instantly to the data plane without
manual intervention.

Feedback Loop: The results of the action are logged and fed back into the engine. If the action was successful
or if it caused an outage, the system adjusts its future sensitivity parameters, ensuring the model evolves with the
application’s CI/CD cycles.

IV.IMPLEMENTATION

The implementation begins by deploying the eBPF sensor layer across the Kubernetes cluster using a
DaemonSet, ensuring every worker node has deep visibility into the kernel space. These sensors capture raw system
calls, file integrity events, and network flow data at the host level, bypassing container runtime limitations. The
eBPF programs, compiled into efficient bytecode, stream telemetry in real-time to a high-throughput message bus,
such as NATS or Kafka. This configuration ensures that the observation layer remains non-intrusive and highly
available, acting as the primary, low-latency nerve center for the entire security framework.
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Once the telemetry is ingested, the pipeline routes data to the Al Behavioral Engine, which requires a robust
pre-processing stage to sanitize and normalize the high-velocity streams. We utilize a Vector Database, such as
Milvus or Qdrant, to store historical embeddings of container activities. During the initial 48-hour learning phase,
the system generates multi-dimensional embeddings of normal process execution and network affinity, effectively
building a "ground truth" map for every microservice deployment. This data structure enables near-instantaneous
distance calculations between real-time events and the established baseline, allowing the system to distinguish
between routine operations and anomalous behavior.

The Al inference logic, centered on the Isolation Forest or similar unsupervised learning algorithms, runs
asynchronously within a dedicated, hardened security namespace. This engine continuously pulls normalized data
from the message bus and compares live event vectors against the baselines stored in the Vector Database. When a
live event creates an anomaly score exceeding the established threshold—indicating a suspicious system call or an
unexpected network connection—the engine triggers a contextual alert. By offloading this inference to dedicated
pods, the system ensures that security analysis is decoupled from the critical path of application execution,
preventing any performance degradation for production workloads.

Upon detecting a high-risk anomaly, the system invokes the Adaptive Response Controller, which utilizes an
LLM-based agentic framework to translate raw detection events into precise, context-aware decisions. This
controller integrates with the Kubernetes API server using a ServiceAccount with restricted RBAC, specifically
scoped to perform only authorized remediation. The controller assesses the anomaly's severity and environmental
context—such as namespace sensitivity and service criticality—to formulate the appropriate corrective Kubernetes
manifest, whether that be an updated NetworkPolicy, a cgroup resource limit override, or a container termination
command.

The final stage involves the execution of the remediation action via the Kubernetes API, closing the OODA
loop effectively. The controller pushes the generated patch to the cluster, isolating the offending pod or throttling
its resources within milliseconds. Following enforcement, the system automatically captures a forensic snapshot of
the container state and logs the incident details back to the feedback module. This mechanism allows the engine to
dynamically adjust its sensitivity parameters based on the success of the intervention, ensuring that the model
matures alongside the cluster's CI/CD cycles and minimizes future false positives.

V.RESULT

The framework was tested against a cluster of 500 nodes running a diverse set of microservices. We simulated
various attack vectors, including reverse shells, unauthorized database access, and crypto-jacking. The empirical
evaluation of the Automated Al-Driven Real-Time Anomaly Detection and Adaptive Response Framework was
conducted within a highly dynamic, production-simulated Kubernetes environment. To ensure the validity and
scalability of the findings, the framework was deployed across a 500-node multi-cluster architecture hosting a
diverse array of stateless and stateful microservices. Over a 30-day testing period, the environment was subjected
to a comprehensive suite of automated attack simulations, including sophisticated lateral movement probes, zero-
day reverse shell executions, and aggressive cryptojacking resource abuse. The performance of the proposed " Auto-
Immune" architecture was continuously benchmarked against a traditional, industry-standard Security Information
and Event Management (SIEM) system paired with manual Security Operations Center (SOC) workflows.

The core objective of this evaluation was to quantify the framework's efficacy across three primary performance
domains: detection and response latency, analytical accuracy, and infrastructure overhead. The defining metric for
success was the Mean Time to Respond (MTTR), measuring the absolute temporal gap between the initial
anomalous kernel event and the successful application of an API-driven mitigation policy. Furthermore, the
evaluation rigorously tracked false positive rates to assess the operational viability of the behavioral baseline
models, as aggressive automated remediation based on inaccurate Al inference could lead to unacceptable service
disruptions. Finally, the compute and memory footprints of the eBPF sensors and the Al inference engine were
monitored to ensure the security layer did not introduce detrimental latency to the host nodes.

The aggregated data from these simulations reveals a paradigm shift in Kubernetes threat mitigation, validating
the hypothesis that deep-kernel observability coupled with agentic Al can effectively eliminate the traditional
"remediation gap." The framework consistently demonstrated sub-second threat containment capabilities, reducing
MTTR by several orders of magnitude compared to legacy baseline systems. Moreover, the integration of
unsupervised machine learning for behavioral profiling yielded a drastically reduced false-positive rate, proving
that the system can reliably differentiate between routine CI/CD scaling events and malicious deviations. The
following sections detail the specific quantitative outcomes across these testing parameters, providing a
comprehensive analysis of the framework's operational efficiency and defensive resilience.

Table 1 provides a stark comparison of detection and response latencies, highlighting the critical advantage of
the proposed framework over traditional Security Information and Event Management (SIEM) systems. The data
illustrates that legacy SIEM workflows, which rely on log aggregation and human-in-the-loop analysis, suffer from
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an average Total Response Time of 45.0 minutes—a window more than sufficient for modem automated malware
to compromise a cluster and exfiltrate data. Conversely, the "Auto-Immune" framework leverages direct kernel-
level eBPF telemetry and localized Al inference to detect anomalies in an average of 200 milliseconds. Paired with
an automated API enforcement mechanism that takes roughly 500 milliseconds, the total Mean Time to Respond
(MTTR) is reduced to a mere 0.7 seconds. This sub-second containment capability effectively neutralizes the threat
before lateral movement can be initiated, bridging the fatal "remediation gap" inherent in reactive security postures.

Table 1: Detection Latency (Comparison)

Method Time to Detect (avg) Time to Action (avg) Total Response Time
Traditional SIEM 15.0 mins 30.0 mins 45.0 mins
Proposed Framework 200 ms 500 ms 0.7 seconds

Table 2 details the framework’s efficacy in reducing False Positive Rates across three critical attack vectors:
Lateral Movement, Privilege Escalation, and Resource Abuse. In highly dynamic Kubernetes environments,
baseline rule-based systems frequently misidentify legitimate scaling events or microservice updates as malicious,
resulting in error rates between 8% and 15%. The proposed framework, utilizing continuous unsupervised machine
learning to map out multi-dimensional behavioral baselines, demonstrates a massive improvement, dropping false
positive rates to near-zero levels (between 0.5% and 1.1%). This reduction of over 90% across all tested vectors is
arguably the most crucial metric for the viability of autonomous response. By proving that the Al can accurately
distinguish between benign CI/CD operations and genuine zero-day exploits, the framework provides the reliability
necessary to allow automated remediation without the risk of causing self-inflicted service outages.

Table 2: False Positive Rates

Attack Type Baseline System Proposed Framework Improvement
Lateral Movement 12% 0.8% 93%
Privilege Escalation 15% 1.1% 92%
Resource Abuse 8% 0.5% 94%

Table 3 quantifies the infrastructure overhead introduced by the security framework, addressing the common
concern that deep observability and Al analysis degrade host node performance. The data reveals that the eBPF
sensor layer operates with an exceptionally light footprint, consuming an average of only 0.8% CPU and 120 MB
of memory per node, effectively validating the efficiency of kernel-space data collection over traditional sidecar
proxies. While the centralized Al Inference Engine requires more resources (2.5% CPU and 850 MB memory), this
load is isolated within a dedicated namespace, preventing it from interfering with user application execution paths.
The total combined overhead of 3.3% CPU and 970 MB of memory is highly sustainable for enterprise-grade
clusters, demonstrating that the system provides military-grade, real-time security without imposing a detrimental
tax on the underlying cloud compute resources.

Table 3: Resource Overhead

Component CPU Usage (avg) Memory Usage (avg) Impact
eBPF Sensors 0.8% 120 MB Minimal
Al Inference Engine 2.5% 850 MB Moderate
Total Overhead 3.3% 970 MB Low

Figure 2 is a chart comparing the "Total Response Time" in minutes (Y -axis) for SIEM vs. the proposed
framework across different incident types. The chart illustrates the dramatic divergence between the two systems.
While SIEM response times are erratic and slow due to human latency, the proposed framework remains consistent
and near-instantaneous, regardless of the incident type, proving it can handle rapid-fire automated attacks that
would overwhelm human operators.
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Figure 2: Response Time Efficiency

Figure 3 shows the false positive reduction analysis. A clustered bar chart showing the error rates of traditional
methods compared to our framework across three specific attack categories. This graph highlights the reliability of
the system. The height of the bars for the "Baseline System" shows a high susceptibility to false alerts—often
triggered by standard application updates—while the "Proposed Framework" maintains minimal error,
demonstrating that the system is stable enough to be used in production environments without causing frequent
operational disruptions.
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Figure 3: False Positive Reduction Analysis

Figure 4 shows the resource impact on cluster nodes. An area chart tracking the CPU utilization (Y-axis) of a
Kubernetes node over 24 hours, with the security agent active. The area chart demonstrates that the security agent’s
resource consumption is low and steady. It shows that even during peak traffic periods (the spikes in the background
load), the security framework maintains a constant, small footprint, validating that the framework is efficient and
scalable for high-density environments.
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VI. DISCUSSION

The results confirm that the integration of e BPF-based observability with autonomous Al decision-making
creates a potent defensive posture. The primary trade-off discovered during implementation is the initial "Learning
Phase," where the system requires a stable, known-good environment to build its behavioral baselines. In highly
dynamic environments with rapid CI/CD deployment cycles, this requires careful integration with the build pipeline
to ensure the baseline is updated alongside the code. However, the benefits of near-instant containment outweigh
the operational overhead, positioning this framework as an essential component for high-security, high-availability
Kubernetes deployments.

VII. CONCLUSION

This research empirically demonstrates the viability and necessity of transitioning from reactive security
monitoring to an Automated Al-Driven Real-Time Anomaly Detection and Adaptive Response Framework. By
strategically embedding eBPF sensors at the kernel level and offloading complex behavioral analysis to a
centralized Al inference engine, we have proven that the historical bottleneck of human latency in incident
response can be effectively eliminated. The framework's ability to compress the Mean Time to Respond (MTTR)
from tens of minutes to sub-second intervals—without triggering catastrophic false positives or unacceptable
infrastructure overhead—marks a fundamental milestone in the evolution of cloud-native security architectures.

Moving forward, the paradigm of autonomous Kubernetes security must continue to evolve to meet
increasingly sophisticated adversarial tactics. Future research trajectories will need to focus on hardening these
Al behavioral models against adversarial machine learning attacks, as well as extending the adaptive response
logic to encompass stateful workloads and complex, multi-cluster federations. Ultimately, adopting this self-
defending, auto-immune approach transforms Kubernetes from a static, vulnerable target into an adaptive, resilient
ecosystem capable of outmaneuvering automated threats at machine speed.
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