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Abstract —

Elliptic Curve Cryptography (ECC) is widely used for secure communications, but hardware implementations often face a trade-
off between area, speed, and side-channel resistance. This paper proposes a novel low-area, time-efficient hardware architecture
for secure comb-based scalar multiplication using advanced recoding techniques. The proposed system introduces three key
innovations: 1. Adaptive Comb Recoding (ACR): A dynamic recoding strategy that optimizes the window size and
precomputation table based on the input scalar, reducing both the number of point additions and memory footprint. 2. Hybrid
Modular Arithmetic Unit (HMAU): Combines interleaved modular multiplication and a low-latency modular inverse algorithm
to accelerate point operations while minimizing hardware resources. 3. Dual Randomization Security Layer (DRSL): Integrates
Z-coordinate randomization and point blinding to resist simple and differential power analysis (SPA/DPA) without introducing
performance overhead. The architecture is fully pipelined and designed for FPGA and ASIC platforms, achieving a significant
reduction in area-time product (ATP) while maintaining high security. Simulation and synthesis results for a 256-bit prime field
demonstrate up to 30% reduction in hardware slices and 25% lower latency compared to existing comb scalar multiplication
architectures. The proposed design is suitable for resource-constrained embedded systems requiring secure an efficient ECC
operations.

Keywords — Elliptic Curve Cryptography (ECC), Scalar Multiplication, Recoding Techniques, Low-Area Hardware Design,
Side-Channel Attack Resistance (SPA/DPA), Modular Arithmetic.

1. INTRODUCTION requirements. For example, a server needs to complete a large
number of tasks in a short duration of time, whereas, a more

Cryptography is the study and design of methods to protect o . ) .
compact design is required to meet security demands in hand-

secret information over an insecure channel against
adversaries. Cryptographic protocols are imperative to
protect files and other information due to the rapid growth of
security requirements on the Internet being used as a channel
for communication and business in today’s society. Billions
of people are using the Internet as a tool for communication,
e-commerce, internet banking, storage and retrieval of
sensitive data from cloud servers, wireless sensors networks,
mobile commerce, and many others. Successful deployment
of a data communication network depends largely on the
network’s ability to counter against different unwanted
attackers (users), that is, how secure the network system is in
the presence of many fraudulent users. Therefore, Suitable
cryptographic schemes are essential to meet the growing
demands for data security in many different systems, ranging
from large servers to small hand-held devices. Many
constraints such as computation time, area consumption,
flexibility, and security must be considered by network
system designers. Different systems have different

held devices such as smartphones and smartcards because of
their resource limitations. On the other hand cryptanalysis, a
reverse operation of cryptography, is the study of methods to
break cryptographic systems either by solving the underlying
mathematical problem or by exploiting the algorithmic and
implementation weaknesses of the crypto-system. With the
rapid advancement in technology, cryptanalysis has also
flourished. Many new efficient cryptanalysis algorithms and
procedures have been figured out to attack cryptographic
systems either to reveal sensitive data, to alter sensitive data,
or to hack a system to perform a task for which it is not
designed for. Thus, security of a system can be compromised
at any time. Therefore, the underlying implementation
platform must be flexible to adopt new algorithms and
security parameters regularly to avoid any security breach.
Dedicated hardware architectures are essential to meet the
speed requirements of many real-time applications.
Dedicated hardware processors have many advantages over

computing powers, resource limitations, and security the general  purpose  processor  (GPP). For example,
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implementation of a crypto scheme on dedicated hardware
yields higher performance and lower power consumption
results compared to an implementation of the crypto scheme
on a GPP. Therefore, in many applications the most
computationally intensive tasks are performed on dedicated
hardware to boost the overall performance of the systems.
However, an implementation on GPP is more flexible than
dedicated hardware. Field programmable gate array (FPGA)
is a hardware platform that can offer the performance of a
dedicated hardware as well as the flexibility of a GPP. FPGA
is a hardware platform which provides the flexibility for users
to replace a current design with a new one in-house. FPGA
has established itself as a suitable platform for
implementation of security algorithms. This is due to its short
design cycle time, low cost and re-usability which make it a
more attractive choice compared to application specific
integrated circuits (ASICs). It should be pointed out FPGA
offers flexibility at the cost of lower performance and higher
power consumption compared to ASIC. Therefore for
applications demanding a balance of performance and
flexibility, FPGA implementation is recommended. ASIC
implementation is preferable in applications where high
performance is the only major requirement.

2. EC Scalar Multiplier Architectures

Public-key cryptography (PKC) has solved many problems
that were previously considered impractical such as key
exchange, digital signatures, etc. Most of the PKC protocols
are based on two efficient schemes: RSA and elliptic curve
cryptography (ECC). Recommendations by different
standards indicate that 256-bit ECC implementation is
capable of providing an equivalent security in comparison to
3072-bit RSA. This gap of the required number of bits in ECC
and RSA is expected to increase further in future due to
higher security demands. Therefore, due to the much smaller
key sizes for same level of security, the ECC based crypto-
systems are better in terms of bandwidth utilization, power
consumption, and implementation cost as compared to the
traditional RSA based crypto-systems. ECC is particularly
useful in resource constrained devices because ECC requires
lower implementation and transmission cost and thus lower
power consumption. ECC will find applications in the
Internet of thing, where more and more resource constrained
devices will be connected to the Internet.

EC Scalar Multiplier Architecture in Affine Coordinates
This section presents an architecture to compute the EC scalar
multiplication operation using affine coordinates. It consists
of three modular arithmetic units, a modular adder/subtractor
(A/S), a modular multiplier (Mul) and a modular divider
(Div). A/S unit performs either modular addition or
subtraction operation at a time in a single clock cycle, while
the Div unit takes 2n clock cycles to compute an n-bit
modular division operation. The EC scalar multiplier
performance results are shown for different field sizes. The
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architecture in Figure 1 also consists of instruction memory,
register file and a control unit. The instruction memory is
loaded with micro-coded instructions, the register file is
responsible for storing intermediate and final results while the
control unit generates the necessary control signals to exe-
cute the required operations. The register file consists of two
separate sets of registers, dedicated purpose registers (DPR)
and general purpose registers (GPR). The scheduling of finite
field operations to perform EC PD and PA operations in
affine coordinates are given in Table 1 and 2 respectively. It
is worth mentioning using the DA method EC PD and PA
operations cannot be executed concurrently. It is also visible
from Table 1 that scope of parallelism inside these operations
are also very limited, therefore, the EC scalar multiplier
architecture incorporated a single A/S, Mul and Div units as
shown in Figure 1.
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Fig.1: EC
coordinates

scalar multiplier architecture using affine

Table.1: EC point operations using affine coordinates
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Normally, to achieve a better performance of EC point
multiplication on dedicated hardware, multiple copies of
modular adder, subtractor, multiplier and divider units are
integrated. These multiple copies can help to execute several
operations in parallel at the expense of extra area and cost. As
mentioned before when using the DA method, EC PD and PA
operations can not be computed in parallel. The scope of
parallelism in affine coordinates is also very limited,
therefore integration of multiple arithmetic units can not be
fully exploited to achieve a significant performance increase.

Table 2: Scheduling of PD operation in affine coordinates
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However, DAA provides a flexibility to compute EC PD and
PA operations concurrently. Therefore, this work integrates
two instances of the arithmetic unit (AUl and AU2) to
execute EC PD and PA operations as shown in Figure 2.
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Fig.2: Arithmetic units for parallel execution of PD and PA
operations

3. IMPLEMENTATION AND RESULTS

The EC scalar multiplier architectures are coded in Verilog
(HDL). Xilinx ISE 14.1 design suite is used for synthesis,
mapping, placement, and routing purposes and Xilinx ISim
simulator is used for simulation purposes. The R4PIM
modular multiplier described and implemented is used. The
EC points are represented in standard projective coordinates
and the EC group operations are computed over standard
form of an EC. It depicts latencies of EC PA, PD and scalar
multiplication operation against different field sizes when
computed using DA and DAA methods by incorporating
different number of parallel multiplier units. During
synthesis Xilinx Virtex-6 device is selected as the target
implementation platform. The available fast carry chains of
Xilinx FPGA are utilized to perform addition and subtraction
operations. On the top level, the EC scalar multiplier is based

Table.3: Implementation results of EC scalar multiplier in
projective coordinates on the DA and DAA algorithms.
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Method | Multipliers | n | Area (slices)| ATB | TP (ops)
192 5251 29.5 925.9
2 224 6048 40.5 666.6
256 7089 55.6 497.5
192 6952 329 1098.9
DA 3 224 8108 45.6 793.6
256 9372 61.8 591.7
192 8731 359 1265.8
4 224 10, 115 49.6 909
256 11, 655 66.9 680.3
192 5432 427 666.6
2 224 6341 59.4 476.2
256 7235 79.1 357.1
192 7113 38.15| 970.8
DAA 3 224 8341 53.6 694.4
256 9588 71.9 520.8
192 8897 36.14 1282
4 224 10, 291 50.07 | 917.4
256 11, 791 67.24 | 6849

The DAA technique offers inherent protection against timing
and simple power analysis attacks. The presented designs are
programmable for various field sizes of p < 256-bit. It is
obvious that incorporating more multiplier units reduces the
computation time of an EC scalar multiplication operation at
the cost of more hardware resources. Note that in the case of
using four parallel multiplier units computation time of an EC
scalar multiplication operation using DA and DAA methods
are comparable.

CONCLUSION

The contribution of'this research work is mainly comprises of
efficient hardware architectures for finite arithmetic
operations including addition, subtraction, multiplication,
and division. Based on these optimized arithmetic primitives,
high performance hardware architectures for elliptic curve
scalar multiplication operation are proposed. As the
computational complexity of a modular division operation is
more than a modular multiplication, the standard projective
coordinates are used to remove this division operation from
the computation of EC group operations. At the end of an EC
scalar multiplication operation in projective coordinates, two
division operations are needed to convert the result back to
affine coordinates. This work uses the standard projective
coordinate system to perform these point operations. In
projective coordinates, there are many opportunities to
execute the underlying field operations in parallel. Therefore,
the EC scalar multiplier using standard projective coordinates
employs different numbers of parallel multipliers. A
performance evaluation is presented based on computation
time, resource consumption and throughput. Using the DA
method, performance is evaluated by employing three and
DAA method,
performance is shown for the architectures using four

four parallel multipliers and for the

modular multipliers. Finally, comparison with state-of-the-art
designs in the literature is presented which shows that the
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architectures proposed in this work are good trade- offs
between performance and flexibility. The presented designs
provide the flexibility for the user to select a prime number

and the EC parameters. Therefore, the user can update these
parameters to avoid any security breach.
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