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Abstract: Language technology resource repositories
are increasingly vulnerable to illicit query access in
the current digital environment, which poses major
hazards to intellectual property and data security. In
order to efficiently identify unusual query behavior,
this study suggests a hybrid deep learning
architecture that combines Graph Convolutional
Neural Network (GCNN) with Attention mechanism

and Bidirectional Long Short-Term Memory

Vol. 22, No. 2(1), 2026 https:

(BILSTM). TF-IDF feature extraction is used to alter
textual queries, allowing for effective representation
for categorization. Detrended Fluctuation Analysis
(DFA) is used to differentiate between benign and
malevolent access patterns in order to further capture

long-range behavioral patterns.

According to experimental data, the suggested model
outperforms  conventional ~ machine  learning

techniques like SVM and Naive Bayes, with an
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accuracy of 93.85%. A reliable and scalable method
for protecting language technology resources from
changing cyberthreats is the combination of deep

learning and long-range correlation analysis.

Index terms - — Malicious Query Detection,
Language Technology Resources, Deep Learning,
Graph Convolutional Neural Network (GCNN),
Attention Mechanism, Bidirectional Long Short-Term
Memory (BiLSTM), TF-IDF, Detrended Fluctuation
Analysis (DFA), Cybersecurity, Access Behavior
Analysis

1. INTRODUCTION

In  contemporary digital systems, language
technology resources are essential for applications
like text analytics, intelligent learning platforms, and
information retrieval. These repositories confront
growing security issues as they become more
publicly accessible in academic, commercial, and
public sectors. In particular, the rise of automated and
malicious query access threatens data confidentiality,

intellectual property, and overall system reliability.

Conventional security measures rely on machine
learning methods that examine isolated query
characteristics, including Support Vector Machines
and Naive Bayes. Nevertheless, these techniques are
less successful against sophisticated assaults because
they are unable to identify intricate language patterns
and long-range behavioral connections in user access
sequences. Accurately recognizing malicious query
activity is severely hampered by the incapacity to

model contextual and sequential linkages.

This research suggests a hybrid deep learning
architecture that combines Graph Convolutional
Neural Network (GCNN) with an Attention

mechanism and Bidirectional Long Short-Term

Vol. 22, No. 2(1), 2026 https:

Memory (BIiLSTM) to overcome these drawbacks.
The system can capture the temporal, contextual, and
structural characteristics of query data thanks to this
combination. To further improve detection reliability,
long-range correlations in user behavior are analyzed

using Detrended Fluctuation Analysis (DFA).

The goal of the suggested method is to offer a
reliable, scalable, and clever way to identify
unauthorized query access in language technology
repositories. The solution helps to boost
cybersecurity and provide safe access to important
language resources by increasing classification

accuracy and comprehending user behavior patterns.

2. LITERATURE SURVEY

a) Al-Driven Safety and Security for UAVs: From

Machine Learning to Large Language Models:

As the applications of unmanned aerial vehicles
(UAVs) expand beyond emergency response,
agriculture, and logistics, safety and security threats
become more complex. To address these evolving
risks, which include physical safety and network
security concerns, it is vital to continue developing
by adding traditional artificial intelligence (Al)
methods like machine learning (ML) and deep
learning (DL), which significantly increase UAV
safety and security. Large language models (LLMs),
a cutting-edge advancement in artificial intelligence,
are associated with strong learning and adaptability in
a range of scenarios. Their emergence is a part of a
broader trend toward intelligent systems that may
eventually display human-like thought processes.
This paper discusses the evolution of traditional Al
technologies as documented in the literature,
identifies typical security and safety threats that affect

UAVs, and offers solutions to mitigate such threats. It
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also highlights the drawbacks of traditional Al
technology and examines the current status of LLM
use in UAV safety and security. This work concludes
by discussing the challenges and possible future
research directions for improving UAV safety and
security using LLMs. By leveraging their state-of-
the-art capabilities, LLMs offer potential benefits in
critical domains such as emergency response,
precision agriculture, and urban air traffic
management, fostering revolutionary developments
toward safe, dependable, and flexible UAV systems

that address modern operational challenges.

b) Signature-based intrusion detection using
machine learning and deep learning approaches
empowered with fuzzy clustering:

Network security is crucial in the current digital era
since sensitive data and vital infrastructure are always
at danger. By combining deep learning (DL) and
machine learning (ML) methods for instruction
detection, this research seeks to improve network
security. By breaking into networks and gathering
personal information, attackers have tried to
undermine security measures.Intrusion detection
systems (IDSs), which monitor and analyze data with
the aim of identifying and reporting unsafe activities
to help stop an attack, are a crucial part of
cybersecurity.Support Vector Machine (SVM), K-
Nearest Neighbors (KNN), Random Forest (RF),
Decision Tree (DT), Long Short-Term Memory
(LSTM), and Artificial Neural Network (ANN) are
some of the vector figures used in the study. These
models are tested in order to get the best results for
detecting and stopping network infractions. The
results gathered show that all of the models under
investigation are capable of organizing data derived
from network traffic. In order to distinguish between

normal and intrusive activities, models such as SVM,

Vol. 22, No. 2(1), 2026 https:

KNN, RF, and DT have demonstrated good results.
Deep learning models LSTM and ANN rapidly detect
complex and long-term patterns in network data. It is
very helpful for managing complex invasions due to
its exceptional precision, accuracy, and memory.Our
research indicates that the flexibility and
explainability of SVM and Random Forest make
them good choices for real-world IDS applications.
Businesses searching for trustworthy and simpler-to-
understand IDS solutions may find these models
helpful. Furthermore, because LSTM and ANN can
record consecutive occurrences, they are suitable for

scenarios with complex, developing threats.

¢) Comparative analysis of deep learning and
traditional methods for 10T botnet detection using

a multi-model framework across diverse datasets:

The expansion of Internet of Things (10T) devices has
created  previously  unheard-of  cybersecurity
vulnerabilities, making botnets a major threat to
network infrastructure. This study uses a weighted
soft-voting technique to merge Convolutional Neural
Network (CNN), Bidirectional Long Short-Term
Memory (BIiLSTM), Random Forest (RF), and
Logistic Regression (LR) to address these issues. It
emphasizes both deep learning and traditional
machine learning methods. Our approach offers a
Quantile Uniform transformation to reduce feature
skewness, an individual deep learning—traditional
machine learning performance, a hybrid model
(ensemble models) for robust detection, and a multi-
layered feature selection methodology to increase
discriminative strength. The system achieves 100%
accuracy on BOT-IOT, 99.2% on CICIOT2023, and
91.5% on 10T23, outperforming state-of-the-art
models by up to 6.2% on these datasets. These

contributions increase 10T security by offering
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scalable, high-performance detection that is adaptable
to various network situations and provides practical

enhancements for real-world application.

d) Enhancing Multilingual Hate Speech
Detection: From Language-Specific Insights to

Cross-Linguistic Integration:

Hate speech against sexual orientation, gender, race,
and religion can be spread on social media by
prejudiced individuals. While unfavorable remarks
might harm one's social standing and mental health,
constructive contacts in various civilizations can
increase self-esteem. To lessen hazardous content's
negative effects on individuals and communities, it is
crucial to identify and remove it. The rising
frequency highlights the necessity for stricter laws
and policies pertaining to digital platforms in order to
protect people from such dangerous conduct. The
goal of hate speech is typically to denigrate or
alienate a group because of their identity. Research
on hate speech concentrates on resource-aware
languages, such as Chinese, German, and English.
Languages with limited resources, such as Italian,
Spanish, Portuguese, Roman Urdu, Korean, and
Indonesian,  provide  difficulties.  Information
extraction is more difficult when there are
insufficient linguistic resources. The goal of this
project is to identify and improve hate speech in
thirteen different languages. To finish our analysis,
we examined transformer-based  algorithms,
mainstream deep learning, and conventional machine
learning. Strong and universal hate speech
recognition across dialects was achieved by
hyperparameter  adjustment, optimization, and
generative configurations. We enhanced detection
performance by up to 10% in both accuracy and

recall in several understudied languages. By offering

Vol. 22, No. 2(1), 2026 https:

deeper insights into model choices, we also enhance
explainable Al in this setting, which is crucial for the
ethical and regulatory implementation of Al. Our
work demonstrates notable performance gains across
datasets and languages through meticulous
comparisons. With Fl1-scores of 0.90 in German
(GermEval-2018), up from 0.72, and 0.93 in German
(GermEval-2021), up from 0.58, our model
outperformed benchmarks. Additionally, it improved
from 0.91 to 0.95 in Roman Urdu High School. Our
accuracy improved from 0.59 to 0.96 for mixed-
language datasets such as Italian and English (AMI
2018). The robustness and flexibility of our model
established a new standard for hate speech detection

systems in various linguistic situations.

e) Effective Detection of Malicious Uniform
Resource Locator (URLs) Using Deep-Learning

Techniques:

Because of the rapid increase in internet usage,
malicious URLs are a common cybercrime.
Traditional detection techniques typically have high
false alarm rates and are unable to keep up with
emerging threats because of outdated feature
extraction techniques and datasets. To get over these
limitations, we introduce a deep learning-based
approach for detecting fraudulent URLs. In the
Char2B model, a ConvlD layer with a three-kernel
kernel, unit-sized stride, and padding is combined
with BERT and CharBiGRU embedding. We
compared to the BERT model after embedding.
PhishTank, Any, and the open project directory
(DMOZ).For the study, Run supplied 87,216
malicious and benign URLs. Accuracy, precision,
recall, and F1-score were used to test the models after
they were trained on the training set. Model efficacy

and performance were optimized by iterative
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refinement. With 98.50% accuracy, 98.27%
precision, 98.69% recall, and 98.48% F1-score, our
model performed better than the baseline BERT
model. The baseline had 0.018 false positives, while
our model had 0.017. In order to increase detection,
the system extracted and used helpful information to
identify URLSs as either benign or harmful. This study
demonstrates how our deep learning approach
enhances cybersecurity by integrating advanced
algorithms that boost digital safety, defense

mechanisms, and detection accuracy.

3. METHODOLOGY

i) Proposed Work:

By combining machine learning, deep learning, and
behavioral analysis approaches, the proposed study
presents a strong and intelligent framework for
identifying fraudulent query access in language
technology resource repositories. In order to increase
data quality, the system first gathers query datasets
from sources like Kaggle. Next, preparation
procedures like stopword and special character
removal and normalization are carried out. TF-IDF
vectorization is then used to convert cleaned textual
input into numerical form, allowing for efficient

feature representation for model training.

The framework uses both conventional and
sophisticated models to carry out categorization.
While a deep learning architecture that combines
Graph Convolutional Neural Network (GCNN) with
an Attention mechanism is used to capture complex
relationships and feature importance within query
data, machine learning algorithms like Support
Vector Machine (SVM) and Naive Bayes are used as
baseline models. A Bidirectional Long Short-Term

Memory (BiLSTM) layer is added to further improve

Vol. 22, No. 2(1), 2026 https:

the comprehension of user activity patterns by
capturing sequential dependencies in both forward

and backward directions.

Furthermore, the system uses Detrended Fluctuation
Analysis (DFA) to examine long-range correlations
in query access behavior, allowing behavioral trends
to be used to distinguish between fraudulent and
legitimate activity. Real-time query prediction is
supported via a Flask-based web interface that
enables users to upload data and receive instant
categorization results. In order to secure language
technology resources, this hybrid strategy guarantees
increased detection accuracy, scalability, and useful

deployment.

ii) System Architecture:

To identify unauthorized query access in language
technology resources, the system design employs a
structured pipeline. User queries are first supplied as
input and go through preprocessing, which eliminates
noise like stopwords and unusual letters. TF-IDF is
then used to transform the cleaned data into
numerical  feature vectors, allowing textual
information to be effectively represented. The core
detection module, which combines a Graph
Convolutional Neural Network (GCNN) with an
Attention mechanism and a BiLSTM layer, receives
these characteristics. In order to accurately classify
queries, this hybrid model incorporates structural
linkages, significant contextual factors, and

sequential dependencies within query data.

After the classification phase, the system uses
Detrended Fluctuation Analysis (DFA) for long-
range correlation analysis to look at trends in user
behavior over time. The system gives evaluation

criteria for performance assessment and classifies
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outputs into malicious or valid queries based on the
learnt patterns. As the above architectural diagram
illustrates, the combination of deep learning and
behavioral analysis guarantees a reliable, scalable,
and real-time detection system that can protect

linguistic resource repositories from complex threats.

Output

i

BILET™M
Long-range
Corrolation Evaluation

TFIDF Analysis

Figl proposed architecture

iii) Modules:

1. Packages Imported:

By importing the necessary Python libraries for data
processing, model creation, and visualization, this
module initializes the system. It guarantees a steady
environment for effectively carrying out deep
learning and machine learning tasks.

2. Examining the Dataset

To comprehend query distribution, class labels, and
data features, the dataset is examined. In order to
inform preprocessing and model design choices, this
stage assists in identifying imbalance, noise, and
trends.

3. Visualization

Plots and charts are examples of graphic
representations that are wused to track class
distribution and query behavior. Visualization
facilitates improved model tuning and enhances
comprehension of data patterns.

Vol. 22, No. 2(1), 2026 https:

4. Vectorization of TF-IDF:

TF-IDF is used to transform textual queries into
numerical feature vectors. Linguistic data may be
efficiently processed by machine learning and deep
learning models because to this transformation.

5. Train and Test Data Splitting:

To assess the model's performance on untested data,
the dataset is split into training and testing sets. This
guarantees that the model does not overfit and has
good generalization.

6. Training Models:

Extracted features are used to train several models,
including SVM, Naive Bayes, and the suggested
GCNN + Attention + BiLSTM. This module makes it
possible to discover patterns that differentiate
between legal and fraudulent requests.

7. Assessment

Metrics like accuracy, precision, recall, and F1-score
are used to assess the trained models. This aids in
performance comparison and model selection.

8. The Flask Server

Flask is used to provide a web-based interface that
enables real-time communication. Users may submit
inquiries and get predictions right away.

9. Log in as a user:

To guarantee that only those with permission may
access the system, authentication is used. This
improves security and safeguards private information.
10. Language Query  Access Behavior
Identification:

In order to categorize input queries as dangerous or
genuine, this fundamental module uses the learned
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model and DFA analysis. It offers behavior insights
in addition to final forecasts.

11. Log off:

By safely ending user sessions, this module preserves
overall system security and stops unwanted access
after system usage.

iv) ALGORITHMS:
1. Support Vector Machine (SVM):

As a baseline supervised learning approach, Support
Vector Machine (SVM) is used to categorize requests
into harmful and lawful groups. It finds an ideal
hyperplane that optimizes the margin between classes
by transferring TF-IDF feature vectors into a high-
dimensional space. This method guarantees tolerance
against noise in textual data and good generalization
capabilities. SVM offers a trustworthy benchmark for
assessing the performance of sophisticated deep
learning models because of its efficiency in managing
sparse data.

2. Naive Bayes:

Based on Bayes' theorem, Naive Bayes is a
probabilistic classification technique that assumes
feature independence. By taking into account the
probability of feature occurrences in the dataset, it
determines the posterior probability of each class.
Because it can handle vast vocabularies with little
complexity, this approach is computationally efficient
and especially well-suited for text categorization
applications. It offers competitive performance and is
a helpful reference for more complicated devices
despite its simplicity.

3. GCNN + Attention:

By capturing both global and local interactions inside
textual queries, the Graph Convolutional Neural
Network (GCNN) in conjunction with an Attention
mechanism improves feature extraction. While the
Attention method gives the most pertinent
characteristics larger weights, GCNN models the
structural relationships between words, enabling the

Vol. 22, No. 2(1), 2026 https:

model to concentrate on significant portions of the
input. By efficiently identifying contextual patterns
and lessening the influence of irrelevant data, this
combination increases classification accuracy.

4. GCNN + Attention + BIiLSTM (Proposed
Model):

The suggested hybrid model achieves better
performance in identifying fraudulent queries by
combining GCNN, Attention, and Bidirectional Long
Short-Term Memory (BiLSTM). The Attention
method emphasizes important components, GCNN
extracts structural characteristics, and BILSTM
records sequential dependencies in both forward and
backward directions. A better comprehension of
query behavior is made possible by this multi-layered
architecture, which also improves overall accuracy
and dependability and makes it easier to identify
subtle and intricate harmful patterns.

5. Detrended Fluctuation Analysis (DFA):

Long-range correlations in user query access
behavior over time are examined using Detrended
Fluctuation Analysis (DFA). To differentiate between
typical and unusual activity, it calculates scaling
parameters and assesses changes in query patterns.
Higher correlation levels are usually associated with
malevolent activity, whilst lower correlation values
indicate appropriate use. The approach improves
behavioral analysis and fortifies the entire detection
framework by combining DFA with deep learning
outputs.

4. EXPERIMENTAL RESULTS

A query dataset comprising both harmful and genuine
samples was used to assess the suggested system.
Standard assessment criteria including accuracy,
precision, recall, and F1-score were used in
performance analysis. To guarantee objective
assessment, the dataset was split into training and
testing sets. Traditional machine learning models
(SVM and Naive Bayes) and the suggested deep
learning models (GCNN + Attention and GCNN +
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Attention + BiLSTM) were compared in experiments.
The findings show that because deep learning
techniques can identify sequential and contextual
patterns in query data, they perform noticeably better

than conventional techniques.

With an accuracy of 93.85%, precision of 93.04%,
recall of 94.19%, and Fl-score of 93.53%, the
suggested hybrid model (GCNN + Attention +
BiLSTM) demonstrated exceptional  detecting
capacity. Sequence learning was strengthened by the
addition of BIiLSTM, and harmful query patterns
were more easily identified thanks to DFA's
improved behavioral analysis. In comparison to
current methods, the suggested system offers more
accuracy, fewer false positives, and enhanced
resilience, as demonstrated by graphical comparisons
and performance tables (included in the document's

findings section).

Accuracy: A test's accuracy is determined by its
capacity to distinguish between healthy and ill cases.
To gauge the accuracy of the test, find the percentage
of examined instances that had true positives and true

negatives. According to the computations:
Accuracy = TP + TN /(TP + TN + FP + FN)

(TN + TP)

Accuracy = T

Precision: Precision is the number of affirmative
cases or the classification's accuracy rate. The

following formula is applied to assess accuracy:

Precision = True positives/ (True positives + False
positives) = TP/(TP + FP)

TP

Precision = m

Vol. 22, No. 2(1), 2026 https:

Recall: A model's ability to recognise every instance
of a pertinent machine learning class is measured by
its recall. The ratio of accurately predicted positive
observations to the total number of positives indicates

how well a model can identify class instances.

TP

Recall = —————
CC = FN + TP)

mMAP: Mean Average Precision is one ranking quality
metric (MAP). It considers the number of relevant
recommendations and their position on the list. MAP
at K is calculated as the arithmetic mean of the

Average Precision (AP) at K for each user or query.

1 k=n
mAP = —Z AP,
n

k=1

AP; = the AP—of class k
n = the number of classes

F1-Score: An accurate machine learning model is
indicated by a high F1 score. combining precision
and recall to increase model correctness. The
accuracy statistic quantifies the frequency with which
a model correctly predicts a dataset.

(Recall - Pre cision)

F1=2

~ “(Recall + Pre cision)

Fig2 upload input
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Fig3 results

5. CONCLUSION

This research uses a hybrid deep learning technique
to propose a strong and intelligent framework for
identifying unauthorized query access in language
technology resource repositories. The method greatly
increases detection accuracy by efficiently capturing
structural, contextual, and sequential patterns in
query data with the integration of GCNN, Attention
mechanism, and BiLSTM. By examining long-range
user behavior, Detrended Fluctuation Analysis (DFA)
improves the system even more and makes it possible

to distinguish between harmful and legal activity.

According to experimental data, the suggested model
achieves excellent accuracy and superior overall
performance compared to conventional machine
learning techniques. Deep learning and behavioral
analysis work together to secure language technology
resources in a scalable, effective, and useful way. By
guaranteeing secure, dependable, and regulated
access to sensitive data, our effort strengthens

cybersecurity in digital linguistic platforms.

6. FUTURE SCOPE

In order to increase contextual comprehension of
complicated query patterns, the suggested system can
be further improved by including sophisticated

transformer-based models like BERT or GPT. Deeper

Vol. 22, No. 2(1), 2026 https:

semantic linkages may be captured by these models,
resulting in even greater detection accuracy for
complex malicious queries. Real-time streaming data
analysis can also facilitate ongoing user behavior

monitoring and quicker threat detection.

In order to effectively manage large-scale language
repositories, future work may also concentrate on
implementing the system in distributed and cloud
systems. By offering comprehensible insights into
model decisions, explainable Al (XAI) approaches
can enhance transparency. The framework's
applicability across many platforms and dynamic
cybersecurity scenarios will also be improved by
expanding it to include multilingual query detection

and adaptive learning processes.
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