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ABSTRACT
Nowadays, online social media platforms play a dominant role in connecting people across the world. The number

of users on social networking platforms is increasing rapidly, making communication easier and faster. However,
this rapid growth has also created opportunities for malicious activities such as fake identities, spam accounts, and
the spread of false information. Recent studies indicate that the number of accounts on social media platforms is
significantly higher than the number of actual users, suggesting the widespread presence of fake accounts. Fake
accounts are commonly used for activities such as spreading misinformation, posting spam advertisements, and
manipulating public opinion. Detecting these accounts has become a major challenge for social media service
providers. Traditional detection methods often struggle to accurately differentiate between genuine and fake users,
especially with the increasing sophistication of automated account creation techniques. Earlier research utilized
machine learning algorithms such as Naive Bayes, Support Vector Machine (SVM), and Random Forest for fake
account detection. However, with evolving patterns of fake account behavior, these approaches have shown
limitations in maintaining high detection accuracy. To address this issue, this research proposes an improved
detection approach using the Gradient Boosting algorithm combined with Decision Trees. The model focuses on
three key behavioral attributes: spam commenting activity, artificial user behavior, and engagement rate. By
integrating Machine Learning techniques with Data Science analysis, the proposed system aims to efficiently
classify social media accounts as real or fake. Experimental results demonstrate that the proposed approach
improves detection accuracy and provides a more reliable solution for identifying fraudulent social media accounts.

Keywords
Fake Account Detection, Machine Learning, Data Science, Gradient Boosting, Decision Tree, Social Media
Security, Spam Detection.

1. INTRODUCTION they also face significant challenges due to the
Social media platforms have transformed the way increasing number of
people communicate and share information. fake accounts. Fake accounts are profiles created
Platforms such as Facebook, Twitter, and Instagram with false identities or automated bots designed to
have millions of active users who exchange imitate real users. These accounts are often used for
messages, opinions, and multimedia content daily. malicious ~ purposes  such  as  spreading
While these platforms provide numerous benefits, misinformation, ~ performing  spam  activities,

Vol. 22, No. 2(1), 2026 https://ijerst.org/index.php/ijerst 2262



https://ijerst.org/index.php/ijerst
http://www.ijerst.com/

Int. J. Engg. Res. & Sci. & Tech. 2026, ISSN 2319-5991

S tato e o Exoveg Resreh e Ty

promoting fake advertisements, and manipulating
online discussions. The presence of fake accounts
affects the credibility and reliability of social media
platforms.

Traditional detection methods rely on manual
verification and rule-based systems. However, these
methods are inefficient when dealing with large-scale
datasets and complex behavioral patterns.

Machine learning techniques provide a more efficient
approach by automatically learning patterns from
user data. In this research, a machine learning-based
approach is proposed for detecting fake social media
accounts. The system uses the Gradient Boosting
algorithm along with Decision Trees to analyze user
behavior patterns and classify accounts as real or
fake.

2. LITERATURE REVIEW
Several researchers havelthudied the problem of fake
account detection using different machine learning
techniques. Previous studies mainly focused on
classification algorithms and behavioral analysis.
Researchers have used algorithms such as Naive
Bayes, Support Vector Machine (SVM), and Random
Forest for detecting fake social media accounts.
These methods analyze user features such as posting
frequency, follower count, and account activity
patterns. However, these algorithms may not always
perform well when fake accounts mimic human-like
behavior. Some studies proposed deep learning-based
models to improve detection accuracy. These models
analyze complex patterns in user interactions and
social network structures. Although these models
provide improved performance, they often require
large datasets and high computational resources.
Recent research focuses on ensemble learning
techniques such as Gradient Boosting and Adaptive

Boosting. These methods combine multiple weak
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learners to create a strong predictive model.
Ensemble methods have shown better performance in
classification tasks and are suitable for detecting fake

accounts in large datasets.
3. Proposed Methodology

The proposed system uses a machine learning-based
approach to detect fake accounts on social media
platforms.
The methodology consists of several steps including
data collection, data preprocessing, feature
extraction, model training, and prediction. First, the
dataset containing social media user information is
collected. This dataset includes attributes such as user
activity, engagement rate, and commenting behavior.
The data is then preprocessed to remove noise,
handle missing values, and normalize the dataset.
Next, important features are extracted from the
dataset. These features help in distinguishing between
genuine users and fake accounts. Examples include
spam commenting behavior, artificial activity
patterns, and engagement metrics. The processed data
is then used to train a Gradient Boosting model. The
model learns patterns from the training dataset and
builds multiple decision trees to improve prediction
accuracy. Finally, the trained model is used to
classify accounts as real or fake based on the
extracted features.

4. System Architecture
The system architecture for fake account detection
consists of several components that work together to
process user data and classify accounts.
The first component is the Data Collection Module,
which gathers social media user data from available
datasets or APIs. The second component is the Data
Preprocessing Module, where the collected data is

cleaned and prepared for analysis.
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The Feature Extraction Module identifies important
attributes that help differentiate fake accounts from
genuine users. These features are then passed to the
Machine Learning Model, where the Gradient
Boosting algorithm analyzes the data and generates
predictions.

Finally, the Prediction Module classifies the
accounts as real or fake based on the trained model.
The output is displayed to the user through a

visualization interface.
5. Algorithms Used

Gradient Boosting Algorithm

Gradient Boosting is an ensemble machine learning
technique used for classification and regression tasks.
It builds a strong predictive model by combining
multiple weak learners, typically decision trees.

The algorithm works by sequentially adding decision
trees that correct the errors made by previous models.
Each new tree focuses on reducing the prediction
errors, leading to improved accuracy.

Decision Tree

A Decision Tree is a supervised learning algorithm
used for classification tasks. It splits the dataset into
branches based on feature values and makes
decisions based on learned patterns. Decision trees
are easy to interpret and work well with structured

datasets.
6. Experimental Results

The proposed system was tested using a social media
dataset containing both real and fake accounts. The
dataset was divided into training and testing sets. The
Gradient Boosting model was trained using the
training data and evaluated on the testing dataset. The
performance of the model was evaluated using
metrics such as accuracy, precision, recall, and F1-

score. The results showed that the Gradient Boosting
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model achieved higher accuracy compared to
traditional algorithms such as Naive Bayes and
Support Vector Machine. The experimental results
demonstrate that the proposed approach effectively
identifies fake accounts and reduces classification
errors. The system successfully distinguishes
between genuine users and malicious accounts based

on behavioral features.
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In above graph x-axis represents epoch and y-axis
represents accuracy/loss value and in above graph
green line represents accuracy and blue line
represents loss value and we can see accuracy was
increase from 0.90 to 1 and loss value decrease from
7 to 0.1. Now model is ready and now click on
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7. Conclusion and Future Work
Fake accounts pose a serious threat to the reliability

and security of social media platforms. Detecting
such accounts is essential to prevent the spread of
misinformation and spam activities. This research
proposed a machine learning-based approach for
detecting fake social media accounts using the
Gradient Boosting algorithm combined with Decision
Trees. The model analyzes user behavioral attributes
such as spam commenting, artificial activity patterns,
and engagement rate to classify accounts accurately.
The experimental results demonstrate that the

proposed system improves detection accuracy
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compared to traditional machine learning algorithms.
In the future, the system can be enhanced by
incorporating deep learning techniques and analyzing
additional features such as network relationships and
user interaction patterns. This will further improve

the effectiveness of fake account detection systems.
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