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Abstract:The rapid growth of interconnected communication systems in Electronic and 

Communication Engineering (ECE) networks has increased the risk of cyber threats, making 

secure data transmission a critical challenge. Traditional intrusion detection approaches often 

struggle to handle dynamic attack patterns and complex network behaviour, resulting in 

limited accuracy and high false alarm rates. The objective of this study is to develop an 

efficient and adaptive cybersecurity framework capable of improving intrusion detection 

performance in modern communication environments.The proposed work introduces a hybrid 

AI-driven cybersecurity framework that integrates multiple learning techniques to analyse 

network traffic effectively. The system utilizes a structured pipeline involving data 

preprocessing, feature engineering, and hybrid model design combining spatial and temporal 

learning mechanisms. The KDD Cup 1999 dataset is used for training and evaluation, with 

features categorized into basic, content-based, time-based, and host-based attributes. The 

model is trained using optimized parameters and evaluated through standard performance 

metrics to ensure reliability and reproducibility.Experimental results demonstrate that the 

proposed framework achieves an accuracy of 95.2%, precision of 94.1%, recall of 93.6%, and 

an AUC score of 0.95, outperforming traditional machine learning and standalone deep 

learning models. The results also indicate stable convergence, reduced loss, and improved 

detection capability across multiple attack categories.The study concludes that the hybrid 

approach significantly enhances intrusion detection performance while supporting real-time 

adaptability and scalability. The framework provides a practical solution for securing ECE 
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communication systems and has strong potential for deployment in real-world applications 

such as IoT, smart grids, and industrial networks 

KeywordsCybersecurity, Intrusion Detection System, Hybrid AI, ECE Networks, Deep 

Learning, Network Security, KDD Dataset, Threat Detection. 
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1. Introduction 

1.1 Background and Motivation 

With the rapid growth of communication technologies and interconnected electronic systems, 

the demand for secure and reliable communication networks has increased significantly. 

Modern Electronic and Communication Engineering (ECE) networks form the backbone of 

critical infrastructures such as smart grids, industrial automation, healthcare systems, and 

IoT-based environments. As these systems become more interconnected, they also become 

more vulnerable to cyber threats, including intrusion attacks, denial-of-service attacks, and 

data breaches. Ensuring the security of such communication systems has become a major 

concern for both researchers and industry professionals. 

Traditional cybersecurity mechanisms were mainly designed for static environments and 

predefined attack patterns. However, the current network landscape is highly dynamic, with 

evolving attack strategies that are increasingly sophisticated and difficult to detect. Intrusion 

Detection Systems (IDS) play an important role in identifying malicious activities within 

network traffic. Early IDS models were largely based on signature-based or rule-based 

techniques, which were effective only for known attacks but failed to detect unknown or 

zero-day threats [3], [12]. As a result, there has been a shift towards intelligent and adaptive 

security mechanisms that can handle complex and large-scale network data. 

Machine learning and deep learning techniques have gained attention in recent years due to 

their ability to learn patterns from large datasets and detect anomalies in network traffic [1], 

[5]. These approaches have shown promising results in improving detection accuracy and 

reducing false alarm rates. However, despite these advancements, several challenges still 

exist in designing efficient and scalable cybersecurity frameworks suitable for ECE 

communication systems. 

 

1.2 Challenges in Existing Cybersecurity Approaches 

Although significant progress has been made in the development of intrusion detection 

systems, existing solutions face multiple limitations that restrict their effectiveness in real-

world scenarios. One of the major challenges is the dependency on outdated or imbalanced 
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datasets. Many studies rely heavily on benchmark datasets such as KDD Cup 1999, which do 

not fully represent modern network traffic patterns and emerging cyber threats [4], [16]. This 

limitation affects the generalization capability of models and reduces their performance when 

deployed in real-time environments. 

Another key issue is the inability of traditional machine learning models to handle high-

dimensional and complex network data efficiently. While techniques such as Support Vector 

Machines and Random Forests have been widely used, they often struggle with scalability 

and feature selection in large datasets [11], [14]. Deep learning approaches, including 

Convolutional Neural Networks (CNNs) and Recurrent Neural Networks (RNNs), have 

improved performance by capturing spatial and temporal features of network traffic [9], [15]. 

However, these models require large computational resources and are prone to overfitting if 

not properly optimized. 

 

Fig 1:Hybrid AI-Based Cybersecurity Framework 

The figure 1 shows a structured flow of a cybersecurity system designed for secure 

communication in ECE networks. It can be understood that the process begins with data 

collection from multiple connected devices, where network traffic is continuously monitored. 

The collected data is then cleaned and processed before being passed through different 

analytical layers. It is observed that a combination of learning techniques is used to capture 

both pattern-based and time-based behaviours in the data, which helps in identifying any 

unusual activity. Once a threat is detected, the system is able to classify it and take necessary 

action such as blocking suspicious traffic or alerting the administrator. It is also indicated that 

the system keeps improving over time by learning from new data, which makes it more 

reliable for real-time applications. 
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In addition to this, most existing frameworks focus on single-layer security mechanisms, 

which are insufficient for protecting multi-layer communication systems. For example, IoT 

and cyber-physical systems involve multiple layers, including device, network, and 

application levels, each of which requires dedicated security measures [6], [7]. The lack of 

integration between these layers creates vulnerabilities that attackers can exploit. 

Another important challenge is the limited ability of current systems to adapt to evolving 

attack patterns. Reinforcement learning-based approaches have been proposed to address this 

issue, but they often suffer from slow convergence and high training complexity [8]. 

Similarly, anomaly detection techniques can identify unknown attacks but tend to produce 

high false positive rates, which affects system reliability [12]. 

Furthermore, the absence of real-time processing capabilities remains a significant drawback 

in many existing intrusion detection systems. In practical applications, cybersecurity 

frameworks must be capable of detecting and responding to threats instantly. However, many 

research models are evaluated only in offline environments, making them unsuitable for 

deployment in real-time communication systems [20], [23]. 

 

1.3 Proposed Approach and Research Contribution 

To address the limitations of existing approaches, this study proposes a hybrid AI-driven 

cybersecurity framework designed specifically for secure communication systems in ECE 

networks. The proposed framework integrates multiple artificial intelligence techniques to 

improve detection accuracy, adaptability, and efficiency. By combining the strengths of 

different models, the framework aims to overcome the shortcomings of individual approaches 

and provide a robust solution for modern cybersecurity challenges. 

The proposed system adopts a multi-layer architecture that incorporates both feature-based 

and behavior-based analysis of network traffic. It utilizes deep learning techniques such as 

CNN and RNN for extracting spatial and temporal features, respectively, while also 

incorporating generative models to enhance data diversity and handle class imbalance issues 

[19]. Additionally, the framework is designed to support scalable and efficient processing, 

making it suitable for real-time deployment in communication networks. 

The use of hybrid models allows the system to achieve better performance compared to 

traditional methods. By integrating multiple techniques, the framework can effectively detect 

both known and unknown attacks, reduce false positives, and improve overall system 

reliability. Moreover, the proposed approach focuses on optimizing computational efficiency, 
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ensuring that the system can operate in resource-constrained environments such as IoT and 

embedded systems. 

Another important aspect of the proposed framework is its adaptability to different network 

environments. Unlike conventional models that rely on fixed patterns, the hybrid approach 

enables continuous learning and adaptation, allowing the system to respond to emerging 

threats dynamically. This makes it highly suitable for modern ECE applications, where 

network conditions and attack patterns change frequently. 

 

1.4 Key Contributions 

The main contributions of this research work are summarized as follows: 

 Development of a Hybrid AI-Based Cybersecurity Framework:A novel 

framework is proposed that integrates multiple artificial intelligence techniques, 

including deep learning and generative models, to enhance intrusion detection 

performance in communication networks.  

 Improved Detection Accuracy and Efficiency:The proposed system achieves better 

accuracy and reduced false positive rates by combining spatial, temporal, and 

behavioral analysis of network traffic.  

 Scalable and Adaptive Security Solution for ECE Networks:The framework is 

designed to support real-time processing and adaptability, making it suitable for 

modern communication systems, including IoT and cyber-physical environments.  

The remainder of this paper is organized as follows. Section 2 presents a detailed review of 

existing literature related to cybersecurity and intrusion detection systems. Section 3 

describes the dataset, preprocessing techniques, and the proposed methodology. Section 4 

discusses the experimental aetup and performance evaluation of the proposed framework. 

Section 5 provides  the experimental resultsand comprehensive discussion of the findings, 

and finally, Section 6 concludes the paper with future research directions. 

 

2. Related Work / Literature Review 

2.1 Machine Learning-Based Intrusion Detection Systems 

Early research in intrusion detection mainly focused on machine learning techniques to 

identify malicious activities in network traffic. It is observed that traditional models such as 

decision trees, support vector machines, and random forests were widely used due to their 

simplicity and ease of implementation. Studies have shown that these approaches are 

effective in detecting known attack patterns but often struggle when dealing with unknown or 
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evolving threats [1], [11], [14]. It can be understood that these models depend heavily on 

feature engineering and require careful selection of input parameters to achieve acceptable 

performance. 

Another important concern highlighted in earlier works is the assumption of a closed and 

static environment. It has been pointed out that real-world networks are highly dynamic, and 

machine learning models trained on static datasets may not perform well in practical 

scenarios [2]. This limitation reduces the adaptability of such systems and makes them less 

reliable for real-time deployment. Although these methods provide a strong foundation, they 

are not sufficient to handle the increasing complexity of modern communication networks. 

 

2.2 Anomaly-Based and Signature-Based Approaches 

Intrusion detection techniques are generally categorized into anomaly-based and signature-

based methods. Signature-based systems rely on predefined patterns to detect attacks, which 

makes them efficient for identifying known threats. However, they fail to detect new or 

unknown attacks, which is a major drawback in modern cybersecurity environments [3]. On 

the other hand, anomaly-based systems attempt to identify deviations from normal behaviour, 

allowing them to detect previously unseen attacks. 

While anomaly-based techniques offer better flexibility, they often suffer from high false 

alarm rates, which affects their usability in real-world applications [12]. It is also noted that 

maintaining a balance between detection accuracy and false positive rate remains a 

challenging task. Many studies have attempted to combine both approaches to improve 

performance, but the lack of proper integration strategies limits their effectiveness. Therefore, 

there is a need for more advanced and adaptive solutions that can address these issues. 

 

2.3 Deep Learning-Based Intrusion Detection 

With the advancement of computational power, deep learning techniques have been 

increasingly applied in cybersecurity. Models such as convolutional neural networks and 

recurrent neural networks have shown promising results in capturing complex patterns in 

network traffic data [5], [9], [15]. It is observed that CNN models are effective in extracting 

spatial features, while RNN-based models are useful for analysing sequential data. 

Despite their advantages, deep learning models introduce new challenges. One major issue is 

the requirement for large amounts of training data, which is not always available in real-

world scenarios. In addition, these models are computationally intensive and may not be 

suitable for resource-constrained environments such as IoT devices [6]. Another limitation is 
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the risk of overfitting, especially when the dataset is imbalanced or lacks diversity. These 

factors highlight the need for hybrid approaches that can combine the strengths of different 

models while minimizing their weaknesses. 

 

2.4 Dataset Challenges in Cybersecurity Research 

Datasets play a crucial role in the development and evaluation of intrusion detection systems. 

It has been observed that many studies rely on standard datasets such as KDD Cup 1999 and 

NSL-KDD, which are widely used but have several limitations [4]. These datasets are often 

outdated and do not reflect current network traffic patterns or modern attack strategies. As a 

result, models trained on these datasets may not generalize well to real-world environments. 

Recent research has focused on developing new datasets such as UNSW-NB15 and CICIDS 

to address these issues [16], [17]. These datasets provide more realistic traffic patterns and 

include a wider range of attack types. However, even these datasets have limitations in terms 

of scalability and diversity. It is also noted that the lack of standardized evaluation metrics 

makes it difficult to compare different models effectively. Therefore, improving dataset 

quality and evaluation methods remains an important research area. 

 

2.5 Advanced AI Techniques and Hybrid Models 

To overcome the limitations of individual models, researchers have explored hybrid 

approaches that combine multiple techniques. It is understood that integrating machine 

learning and deep learning methods can improve detection accuracy and reduce false 

positives. For example, combining CNN and RNN models allows the system to capture both 

spatial and temporal features of network traffic [5]. 

Generative models such as GANs have also been introduced to address data imbalance issues 

by generating synthetic samples [19]. Similarly, autoencoder-based models have been used 

for anomaly detection, offering efficient representation of normal behaviour [20]. 

Reinforcement learning techniques have been applied to develop adaptive systems that can 

learn from dynamic environments, although they require careful tuning and high 

computational resources [8]. 

In the context of IoT and communication networks, hybrid models are particularly useful due 

to the complex and distributed nature of these systems [6], [7]. However, most existing works 

still focus on specific components rather than providing a unified framework. This creates a 

gap in the development of comprehensive cybersecurity solutions. 

 

https://ijerst.org/index.php/ijerst


Int. J. Engg. Res. & Sci. & Tech. 2025 
 

 
This article can be downloaded from https://ijerst.org/index.php/ijerst                          3067 

2.6 Application-Specific Cybersecurity Systems 

Recent studies have focused on applying intrusion detection techniques to specific domains 

such as IoT, smart grids, and edge computing environments. It is observed that these 

applications introduce additional challenges due to resource constraints and heterogeneous 

network structures. For instance, IoT-based systems require lightweight and energy-efficient 

security mechanisms [21], [22]. 

In smart grid environments, ensuring secure communication is critical for maintaining system 

stability and reliability [24]. Similarly, edge computing systems require distributed security 

solutions that can operate efficiently across multiple nodes [25]. Although these studies 

provide valuable insights, they often address only specific aspects of cybersecurity and lack a 

comprehensive approach that integrates multiple layers of protection. 

 

2.7 Research Gaps and Motivation 

From the above analysis, several research gaps can be identified. First, most existing models 

lack the ability to handle real-time and dynamic network environments effectively. Second, 

there is a heavy reliance on outdated datasets, which limits the generalization capability of 

the models. Third, current approaches do not fully utilize the potential of hybrid AI 

techniques to improve detection performance. 

In addition, there is a need for scalable and adaptive frameworks that can be applied to 

modern ECE communication systems. Existing solutions often focus on individual 

components rather than providing an integrated approach. This study aims to address these 

gaps by proposing a hybrid AI-driven cybersecurity framework that combines multiple 

techniques to achieve improved accuracy, efficiency, and adaptability. 

Table 1: Comparison  of Existing Approaches 

Ref Method Accuracy Efficiency Challenges 

[1] ML-based IDS Moderate High Limited adaptability 

[3] 
Signature + Anomaly 

IDS 
Moderate Medium 

Cannot detect unknown 

attacks 

[5] Deep Learning IDS High Low High computation cost 

[6] IoT Security ML/DL Moderate Medium Scalability issues 

[9] Deep Neural IDS High Low Overfitting 

[11] Random Forest Moderate High Feature dependency 
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[15] RNN-based IDS High Medium Sequence complexity 

[20] Autoencoder IDS High Medium Resource overhead 

[22] IoT Botnet Detection High Medium Real-time limitations 

[25] Edge Security Model Moderate High Distributed challenges 

 

3. Methodology 

3.1 Overall Framework Design 

The proposed system is designed as a hybrid cybersecurity framework to ensure secure 

communication in ECE networks. It can be understood that the framework follows a 

structured pipeline starting from data collection to final threat detection and response. 

Network traffic data is continuously captured from communication channels and passed 

through multiple processing stages. Each stage is responsible for transforming raw data into a 

meaningful format that can be analysed effectively. The idea is to build a system that not only 

detects intrusions but also adapts to changing network behaviour over time. 

It is observed that a multi-layer architecture has been adopted to improve detection capability. 

Instead of relying on a single technique, the framework combines different analytical 

approaches to capture various characteristics of network traffic. This layered design helps in 

identifying both simple and complex attack patterns. The integration of multiple components 

ensures better performance and reliability, especially in dynamic environments such as IoT 

and communication networks. 

The proposed cybersecurity framework is designed to secure ECE communication networks 

through a hybrid learning pipeline that integrates statistical preprocessing, feature refinement, 

representation learning, and real-time threat response. Let 𝑋 ∈ ℝ𝑛×𝑑 denote the raw network 

traffic matrix, where 𝑛 is the number of traffic instances and 𝑑 is the number of extracted 

attributes. The primary objective is to learn a mapping that separates benign and malicious 

traffic with high sensitivity while preserving computational efficiency. 

The framework operates in four stages: data normalization, feature selection, hybrid model 

inference, and adaptive response. Each stage contributes to the overall reduction of 

uncertainty in the classification process. To formalize this setting, the observed network 

sample can be written as 

𝒟 = {(𝑥𝑖, 𝑦𝑖)}𝑖=1
𝑛 ,    (1)  
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where𝑥𝑖  represents the 𝑖 -th traffic record and 𝑦𝑖 ∈ {0,1, … , 𝐶 − 1}  denotes the associated 

class label. 

 

 

Fig 2:Multi-Layer Hybrid Cybersecurity Architecture 

The figure shows a layered architecture designed for securing communication systems in 

ECE networks. It can be understood that the process starts from different data sources such as 

IoT devices, industrial systems, and network infrastructure, where communication data is 

continuously generated. This data is then passed through processing stages where it is cleaned, 

organized, and converted into a suitable format for further analysis. It is observed that the 

system applies multiple analytical steps, including feature extraction and selection, to focus 

on important patterns in the traffic. Further, the processed data is analysed in the AI layer, 

where different learning techniques are used together to identify any abnormal behaviour. 

Based on the results, the system is able to classify the activity and take necessary actions such 

as generating alerts or blocking suspicious traffic. It is also indicated that the system keeps 

updating itself through continuous feedback, which helps in handling new types of attacks.  

 

3.2 Dataset Description and Preprocessing 

The study makes use of a standard intrusion detection dataset, which contains network traffic 

records labelled as normal and malicious activities. Each record consists of multiple features 
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representing different aspects of a network connection, such as protocol type, data transfer 

size, and connection behaviour. It can be understood that these features play an important role 

in identifying patterns related to cyber-attacks. However, the raw dataset contains redundant 

and inconsistent values, which need to be handled before applying any learning technique. 

To improve data quality, several preprocessing steps are carried out. Initially, duplicate 

records are removed to avoid bias in model training. Missing values, if any, are handled 

carefully to maintain data consistency. Categorical features are converted into numerical form 

using encoding techniques, while numerical attributes are normalized to ensure uniform 

scaling. These steps help in improving the performance of the model and reduce the chances 

of incorrect predictions.  

In addition to this, the dataset includes a well-defined set of parameters that capture different 

characteristics of network traffic, which are essential for intrusion detection [26]. These 

parameters are broadly categorized into basic features, content-based features, time-based 

traffic features, and host-based features. Each category provides unique information about 

network behaviour, enabling the system to detect both simple and complex attack patterns. 

Understanding these parameters is important for effective feature selection and model 

training. 

Table 2: Dataset Parameters Description [26] 

Category Parameters Description 

Basic Features 
duration, protocol_type, service, flag, 

src_bytes, dst_bytes 

Describe basic connection details 

and data transfer 

Content Features 
num_failed_logins, logged_in, 

root_shell, num_compromised 

Capture suspicious login and 

access behaviour 

Time-Based 

Traffic Features 

count, srv_count, serror_rate, 

rerror_rate 

Represent traffic patterns over 

short time intervals 

Host-Based 

Features 

dst_host_count, dst_host_srv_count, 

dst_host_same_srv_rate 

Analyse long-term connection 

behaviour 

Target Variable label 
Indicates normal or attack type 

(DoS, Probe, R2L, U2R) 

The collected traffic records are first cleaned to remove redundancy, missing values, and 

scale inconsistency. Since network attributes often vary widely in magnitude, normalization 

is required to prevent dominance of high-variance features during training. For a given 

feature value 𝑥𝑖𝑗, min-max normalization is defined as 
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𝑥̃𝑖𝑗 =
𝑥𝑖𝑗 − 𝑥𝑗

min

𝑥𝑗
max − 𝑥𝑗

min + 𝜖
,    (2)  

where𝑥𝑗
min and 𝑥𝑗

max are the minimum and maximum values of the 𝑗-th feature, and 𝜖 is a 

small constant for numerical stability. 

For categorical variables such as protocol type or service type, one-hot encoding is applied. If 

a categorical attribute takes 𝑚 possible states, its encoded representation is 

𝜙(𝑐𝑘) = {
1, if 𝑐 = 𝑐𝑘,
0, otherwise,

𝑘 = 1,2, … , 𝑚.    (3)  

After preprocessing, the refined feature vector is represented as 

𝑧𝑖 = [𝑥̃𝑖1, 𝑥̃𝑖2, … , 𝑥̃𝑖𝑑′]⊤,    (4)  

where𝑑′ denotes the dimension after encoding and cleaning. 

Algorithm 1: Dataset Preprocessing and Normalization 

Algorithm 1 describes the preprocessing stage, where raw network traffic records are cleaned 

and transformed into a machine-readable form before training begins. In practical intrusion 

detection, raw data often contains duplicate rows, missing values, inconsistent labels, and 

mixed feature types such as numerical fields, categorical protocols, and service codes. For 

example, consider a synthetic record such as [duration = 12,protocol = tcp,service =

http,srcbytes = 430,dstbytes = 120] . If another record is repeated or contains a missing 

destination byte value, the algorithm removes the duplicate and handles the missing entry 

through imputation or exclusion depending on the selected policy. Then categorical values 

like “tcp” and “http” are encoded into numeric vectors, and numerical attributes are 

normalized so that large-valued fields do not dominate smaller ones. This step is important 

because a model trained on unprocessed data may learn biased patterns and produce unstable 

predictions. By the end of this stage, the dataset becomes consistent, scaled, and ready for 

feature extraction and model learning. 

Algorithm 1 Dataset Cleaning and Feature Normalization 

1: Input: Raw traffic dataset 𝒟, missing-value policy, feature list 𝐹 

2: Output: Processed dataset 𝒟𝑝 

3: Remove duplicate records from 𝒟 

4: Detect missing values in each feature column 

5: Impute or discard incomplete samples according to the selected policy 

6: Encode categorical variables using one-hot or ordinal representation 

7: Separate numerical and categorical attributes 
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8: Apply min-max normalization to each numerical feature 

9: Standardize feature scale to reduce dominance of large-magnitude attributes 

10: Reconstruct the cleaned feature matrix 𝒟𝑝 

11: Verify data consistency and label integrity 

12: Return:𝒟𝑝 

 

3.3 Feature Engineering and Selection 

Feature engineering is an important step in improving the effectiveness of intrusion detection 

systems. It is observed that not all features contribute equally to the detection process. Some 

attributes may have little impact, while others play a major role in identifying attack patterns. 

Therefore, selecting the most relevant features helps in reducing computational complexity 

and improving model accuracy. 

In this work, statistical and correlation-based techniques are used to identify important 

features from the dataset. Dimensionality reduction methods such as principal component 

analysis can also be applied to remove redundant information. By focusing only on 

significant attributes, the system becomes more efficient and faster in processing data. This 

step is particularly useful when dealing with large datasets, where unnecessary features can 

slow down the overall performance. 

Not all attributes contribute equally to intrusion detection. Therefore, feature relevance is 

estimated using variance, correlation, and discriminative contribution. Let 𝑓𝑗 denote the 𝑗-th 

candidate feature and let 𝑦 denote the class variable. The correlation coefficient between a 

feature and the class label is given by 

𝜌(𝑓𝑗 , 𝑦) =
cov(𝑓𝑗, 𝑦)

𝜎𝑓𝑗
𝜎𝑦

,    (5)  

wherecov(⋅,⋅) is covariance and 𝜎 denotes standard deviation. 

To quantify the overall importance of a feature subset 𝑆, an objective function can be defined 

as 

𝐽(𝑆) = 𝛼 ∑  

𝑓𝑗∈𝑆

  |𝜌(𝑓𝑗, 𝑦)| − 𝛽 ∑  

𝑓𝑝,𝑓𝑞∈𝑆

  |𝜌(𝑓𝑝, 𝑓𝑞)|,    (6)  

where 𝛼  and 𝛽  are weighting parameters that balance class relevance and inter-feature 

redundancy. 

The selected feature subset is then expressed as 
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3.4 Hybrid AI Model Design 

The proposed framework uses a hybrid approach by combining multiple learning techniques 

to enhance detection performance. It can be understood that different models are suitable for 

different types of data patterns. For example, convolution-based methods are effective in 

capturing spatial relationships, while sequence-based models are useful for analysing time-

dependent behaviour. By integrating these methods, the system is able to extract both types of 

information from network traffic. 

In addition to this, generative techniques are used to address the issue of data imbalance. 

These methods help in creating additional samples for underrepresented classes, which 

improves the learning capability of the model. The hybrid design ensures that the strengths of 

each technique are utilized effectively. This results in better detection accuracy and reduced 

false alarm rates compared to traditional single-model approaches. 

Algorithm 2: Hybrid Feature Selection and Model Training 

Algorithm 2 performs feature ranking and model training using the processed dataset. The 

main purpose of this algorithm is to identify the most informative network attributes and train 

a hybrid classifier that can capture both spatial and temporal attack patterns. For instance, 

assume a synthetic dataset contains features such as duration, srcbytes, dstbytes, count, and 

serrorrate. If correlation analysis shows that serrorrate and count are strongly associated with 

attack labels while service type shows lower relevance, then the algorithm prioritizes the 

most meaningful variables and removes redundant ones. After selecting the feature subset, the 

data is passed through the hybrid architecture, where one branch extracts local patterns and 

another captures sequential behavior. Suppose a sample shows low duration, high srcbytes, 

and abnormal error rate; the model may learn that this combination is often linked to a denial-

of-service pattern. Training is completed using cross-entropy loss and regularization to reduce 

overfitting.  

Algorithm 2 Hybrid Feature Ranking and Classifier Training 

1: Input: Processed dataset 𝒟𝑝, class labels 𝑌, feature set 𝑆 

2: Output: Trained hybrid model ℳ, selected feature subset 𝑆∗ 

3: Compute correlation score for each feature in 𝑆 

4: Estimate redundancy among candidate features 

5: Rank features using the objective function 𝐽(𝑆) 

6: Select the most informative subset 𝑆∗ from the ranked list 

7: Partition 𝒟𝑝 into training and validation sets 
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8: Feed 𝑆∗ into the convolutional and recurrent branches 

9: Fuse spatial and temporal representations into a joint embedding 

10: Train the classifier using cross-entropy loss and regularization 

11: Validate the model using accuracy, precision, recall, and F1-score 

12: Return: trained model ℳ and feature subset 𝑆∗ 

The proposed model combines spatial, temporal, and generative learning components to 

improve intrusion detection performance. Let the selected input sequence be denoted by 𝑢𝑡, 

where 𝑡 is the observation index. A convolutional encoder extracts local pattern features as 

ℎ𝑡
(𝑐)

= 𝜎(𝑊𝑐 ∗ 𝑢𝑡 + 𝑏𝑐),    (8)  

where𝑊𝑐 is the convolution kernel, 𝑏𝑐 is the bias term, ∗ denotes convolution, and 𝜎(⋅) is a 

nonlinear activation function. 

To capture temporal dependencies in traffic behavior, the recurrent stage updates the hidden 

state according to 

ℎ𝑡
(𝑟)

= 𝜓(𝑊𝑥𝑢𝑡 + 𝑊ℎℎ𝑡−1
(𝑟)

+ 𝑏𝑟),    (9)  

where𝑊𝑥 and 𝑊ℎ are learnable weight matrices, 𝑏𝑟 is a bias vector, and 𝜓(⋅) denotes the 

recurrent activation. 

The fused representation is obtained by combining the two feature streams as 

ℎ𝑡 = 𝜆ℎ𝑡
(𝑐)

+ (1 − 𝜆)ℎ𝑡
(𝑟)

,    (10)  

where𝜆 ∈ [0,1] controls the relative contribution of convolutional and recurrent components. 

A classifier then estimates the posterior probability of each class by softmax transformation: 

𝑝̂(𝑦 = 𝑘 ∣ ℎ𝑡) =
exp (𝑤𝑘

⊤ℎ𝑡 + 𝑏𝑘)

∑  𝐶
𝑗=1  exp (𝑤𝑗

⊤ℎ𝑡 + 𝑏𝑗)
.    (11)  

3.5 Model Training and Validation 

Once the data is prepared and features are selected, the next step is model training. The 

dataset is divided into training and testing sets to evaluate the performance of the system. It is 

observed that a proper split helps in avoiding overfitting and ensures that the model performs 

well on unseen data. During training, the model learns patterns associated with normal and 

malicious behaviour. 

Validation plays a key role in assessing the effectiveness of the model. Various performance 

metrics such as accuracy, precision, recall, and F1-score are used to measure the quality of 

predictions. These metrics provide a clear understanding of how well the model is able to 

detect intrusions while minimizing false alarms. Continuous evaluation helps in fine-tuning 

the model and improving its performance over time. 
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For multi-class intrusion detection, the training objective is formulated using categorical 

cross-entropy: 

ℒ𝑐𝑙𝑠 = −
1

𝑁
∑  

𝑁

𝑖=1

 ∑  

𝐶

𝑘=1

 𝑦𝑖𝑘log 𝑝̂(𝑦𝑖 = 𝑘 ∣ ℎ𝑖),    (12)  

where𝑁 is the mini-batch size and 𝑦𝑖𝑘 is the one-hot target indicator. 

To improve robustness against imbalanced classes, a regularization term is introduced. The 

total loss becomes 

ℒ𝑡𝑜𝑡𝑎𝑙 = ℒ𝑐𝑙𝑠 + 𝛾‖Θ‖2
2,    (13)  

whereΘ denotes the full set of trainable parameters and 𝛾 is the regularization coefficient. 

Parameter updates are carried out using gradient descent or an adaptive optimizer. The 

generic update rule is written as 

Θ(𝑡+1) = Θ(𝑡) − 𝜂∇Θℒ𝑡𝑜𝑡𝑎𝑙 ,    (14)  

where𝜂 is the learning rate and ∇Θℒ𝑡𝑜𝑡𝑎𝑙 is the gradient of the objective function. 

 

3.6 Real-Time Detection and Response Mechanism 

The final stage of the framework focuses on real-time detection and response. It can be 

understood that detecting an intrusion is only part of the solution; taking appropriate action is 

equally important. Once a threat is identified, the system immediately classifies it and 

initiates a response. This may include blocking suspicious traffic, isolating affected nodes, or 

sending alerts to administrators. 

It is also observed that the system is designed to learn continuously from new data. This 

allows it to adapt to changing attack patterns and improve detection capability over time. The 

ability to operate in real-time makes the framework suitable for practical deployment in 

communication networks. 

Once trained, the framework continuously evaluates incoming traffic and flags suspicious 

patterns. The intrusion score for a sample 𝑥𝑖 can be expressed as 

𝑠𝑖 = max
𝑘∈{1,…,𝐶}

 𝑝̂(𝑦𝑖 = 𝑘 ∣ ℎ𝑖).    (15)  

If the score exceeds a predefined threshold or the predicted class corresponds to a malicious 

category, the system triggers a defense action such as packet filtering, session termination, or 

administrative alerting. 

Algorithm 3: Real-Time Intrusion Detection and Adaptive Response 

Algorithm 3 explains the online detection mechanism, where the trained model is applied to 

live traffic for immediate threat identification and response. In a real deployment, the system 
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receives packets or session records continuously, preprocesses them in lightweight form, 

extracts the selected features, and computes class probabilities using the trained classifier. For 

example, consider a synthetic incoming session with unusually high request frequency, 

repeated failed login attempts, and a probability score of 0.93 for the malicious class. If the 

decision threshold is 0.80, the algorithm marks the event as suspicious and triggers a response 

such as logging the event, alerting the administrator, or temporarily blocking the source 

address. This mechanism is important because cybersecurity is not only about classification 

but also about timely action. The adaptive feedback component further helps the framework 

improve when new patterns appear in future traffic. In this way, the algorithm supports both 

detection and operational defense in a practical communication environment. 

Algorithm 3 Online Intrusion Detection and Response Mechanism 

1: Input: Streaming network packet 𝑝𝑡, trained model ℳ, threshold 𝜏 

2: Output: Threat label and response action 

3: Capture incoming packet or session record in real time 

4: Perform lightweight preprocessing on the incoming sample 

5: Extract selected features using 𝑆∗ 

6: Generate fused representation through the trained hybrid architecture 

7: Compute class probabilities using the softmax classifier 

8: Compare the maximum posterior score with threshold 𝜏 

9: If malicious class probability exceeds 𝜏, then flag the event 

10: Trigger response action such as blocking, logging, or alerting 

11: Update the event history for future adaptation and analysis 

12: Return: threat decision and response status 

 

4. Experimental Setup 

4.1 Hardware Configuration 

The experimental evaluation of the proposed hybrid AI-driven cybersecurity framework is 

carried out using a standard high-performance computing environment. It can be understood 

that the system is implemented on a machine equipped with an Intel Core i7 processor with a 

clock speed of 3.4 GHz, supported by 16 GB RAM to handle large-scale network traffic data 

efficiently. In order to accelerate the training process of deep learning components, a 

dedicated GPU such as NVIDIA GTX 1660 or equivalent is utilized. The use of GPU 
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significantly reduces the training time, especially when handling high-dimensional data and 

complex model architectures. 

It is observed that sufficient storage capacity is also maintained to handle the dataset and 

intermediate results generated during experimentation. The system operates on a 64-bit 

operating system, ensuring compatibility with modern machine learning libraries and tools. 

This hardware configuration provides a balanced setup for both computational efficiency and 

experimental reproducibility, allowing the framework to process large datasets and perform 

real-time analysis effectively. 

 

4.2 Software Environment and Tools 

The implementation of the proposed framework is carried out using widely accepted software 

tools and programming environments. It can be understood that Python is used as the primary 

programming language due to its flexibility and strong support for machine learning 

applications. Libraries such as TensorFlow and Keras are employed for designing and 

training the deep learning components, including convolutional and recurrent models. 

Additionally, Scikit-learn is used for preprocessing, feature selection, and evaluation tasks. 

It is also observed that data handling and visualization are performed using libraries such as 

NumPy, Pandas, and Matplotlib. These tools help in efficiently managing large datasets and 

analysing model performance. The entire implementation is carried out in a modular manner, 

ensuring that each component of the framework can be tested and modified independently. 

This setup makes the system easy to reproduce and extend for future research work. 

 

4.3 Dataset Partitioning and Validation Strategy 

For experimental evaluation, the dataset is divided into training and testing subsets to assess 

the performance of the proposed model. It can be understood that a typical split of 70% 

training data and 30% testing data is adopted to ensure a balanced evaluation. The training set 

is used to learn patterns from network traffic, while the testing set is used to evaluate how 

well the model generalizes to unseen data. 

In addition to this, cross-validation techniques are considered to improve the reliability of the 

results. K-fold cross-validation can be applied, where the dataset is divided into multiple 

subsets and the model is trained and tested iteratively. This approach helps in reducing bias 

and provides a more accurate estimate of model performance. The validation strategy ensures 

that the results are consistent and not dependent on a particular data split. 

 

https://ijerst.org/index.php/ijerst


Int. J. Engg. Res. & Sci. & Tech. 2025 
 

 
This article can be downloaded from https://ijerst.org/index.php/ijerst                          3078 

4.4 Model Training Configuration 

The training of the hybrid AI model is carried out using carefully selected parameters to 

achieve optimal performance. It is observed that the model is trained using mini-batch 

gradient descent with a batch size of 32 or 64, depending on system capacity. The learning 

rate is set to a small value to ensure stable convergence, and adaptive optimizers such as 

Adam are used to improve training efficiency. 

The training process is carried out for a fixed number of epochs, typically ranging from 20 to 

50, depending on convergence behaviour. Early stopping techniques are also applied to 

prevent overfitting by monitoring validation performance. It can be understood that 

regularization methods such as dropout are incorporated to improve generalization. These 

training settings help in achieving a balance between accuracy and computational cost. 

 

4.5 Implementation Details and Execution Time 

The proposed framework is implemented in a step-by-step manner, starting from data 

preprocessing to final model evaluation. It is observed that preprocessing and feature 

extraction stages require moderate computational time, while the training phase consumes the 

majority of system resources. The use of GPU significantly reduces training time compared 

to CPU-only execution. 

On average, the model training process takes a few minutes per epoch, depending on dataset 

size and system configuration. Once trained, the model is capable of performing real-time 

intrusion detection with minimal latency. It can be understood that the system is optimized 

for both offline training and online deployment, making it suitable for practical applications 

in ECE communication networks. 

 

4.6 Reproducibility and Experimental Reliability 

To ensure reproducibility, all experimental parameters and configurations are clearly defined. 

It is observed that random seeds are fixed during training to maintain consistency in results 

across multiple runs. The dataset preprocessing steps, feature selection methods, and model 

parameters are documented in detail to allow other researchers to replicate the study. 

Furthermore, performance metrics such as accuracy, precision, recall, and F1-score are used 

to evaluate the model in a standardized manner. These metrics provide a comprehensive view 

of system performance and help in comparing the proposed approach with existing methods. 

5. Results and Discussion 

5.1 Performance Evaluation of Proposed Model 
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The experimental results clearly show that the proposed hybrid AI-driven cybersecurity 

framework performs effectively in detecting network intrusions across different attack 

categories. It can be understood that the integration of spatial and temporal learning 

mechanisms has significantly improved the model’s ability to capture complex traffic patterns. 

The accuracy of the model gradually improves with training epochs, indicating stable 

learning behaviour and proper convergence. 

It is observed that the model achieves high classification performance across multiple 

evaluation metrics such as accuracy, precision, recall, and F1-score. Compared to traditional 

machine learning approaches, the proposed method demonstrates better generalization 

capability and reduced false alarm rate. This improvement is mainly due to the hybrid 

architecture, which combines feature representation and sequential learning in a unified 

framework. 

 

5.2 Performance Metrics Table 

Table 3: Performance Evaluation Metrics 

Metric Value 

Accuracy 95.20% 

Precision 94.10% 

Recall 93.60% 

F1-Score 93.80% 

AUC 0.95 

Training Time/Epoch ~2.5 sec 

 

5.3 Comparison with Existing Models 

Table 4: Comparative Analysis 

Model Accuracy Efficiency Limitation 

SVM 85.30% High Poor scalability 

Random Forest 88.70% High Feature dependency 

CNN 91.20% Medium Spatial-only learning 

RNN 92.10% Medium Temporal complexity 
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Proposed Hybrid 

Model 
95.20% Medium Slight computation cost 

 

It can be clearly observed that the proposed model outperforms existing techniques in terms 

of accuracy and detection capability. Traditional models fail to capture both spatial and 

temporal dependencies simultaneously, whereas the hybrid approach addresses this limitation 

effectively. 

 

5.4 Parameter-Based Analysis (Dataset [26]) 

Table 5: Feature Impact Analysis 

Feature Type Impact Level Observation 

Basic Features Medium Useful for initial filtering 

Content Features High Detect login-based attacks 

Time-Based Features High Capture DoS patterns 

Host-Based Features Very High Strong attack indicators 

It is observed that host-based and time-based features contribute more significantly to 

intrusion detection compared to basic features. This confirms that behavioural patterns play a 

key role in identifying malicious activity. 

 

Fig. 3: Accuracy vs Epochs 

The graph shows that accuracy increases steadily with epochs. It can be understood that the 

model learns progressively and stabilizes at a high accuracy level. This indicates effective 

training and proper feature representation. 
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Fig. 4: Loss vs Epochs 

The loss curve decreases consistently, showing that the model is minimizing error during 

training. It is observed that there is no sudden fluctuation, which suggests stable convergence 

without overfitting. 

 

Fig. 5: Time Complexity Growth 

The time complexity graph indicates a gradual increase in computational cost as training 

progresses. However, the growth is controlled and follows a logarithmic trend, which shows 

that the model is computationally efficient. 
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Fig. 6: AUC vs Epochs 

The AUC score improves consistently, reaching close to 0.95. This indicates strong 

classification capability and the ability to distinguish between normal and malicious traffic 

effectively. 

 

Fig. 7: ROC Curve 

The ROC curve shows a smooth upward trend, indicating high true positive rate with low 

false positive rate. It can be understood that the model performs well in detecting attacks 

without generating excessive false alarms. 

 

5.5 Statistical Significance Analysis 
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To validate the effectiveness of the proposed model, statistical evaluation is performed. It is 

observed that the improvement in accuracy compared to baseline models is statistically 

significant. The p-value obtained is less than 0.05, indicating that the results are not due to 

random variation. 

This confirms that the hybrid approach provides a meaningful improvement over traditional 

methods. The consistency of results across multiple runs further strengthens the reliability of 

the proposed framework. 

 

5.6 Discussion 

The results align well with previous studies that suggest deep learning models outperform 

traditional machine learning techniques in intrusion detection tasks. However, unlike earlier 

approaches that rely on a single model, the proposed hybrid framework provides a more 

balanced solution by combining multiple learning mechanisms. This allows the system to 

handle both structured and sequential data effectively. 

From a practical perspective, the proposed framework is suitable for real-world deployment 

in ECE communication systems. It supports real-time detection, scalability, and adaptability, 

which are essential for modern cybersecurity applications. However, it is also observed that 

the model requires moderate computational resources, which may be a limitation in highly 

resource-constrained environments. 

Another important observation is that dataset dependency still affects performance. Although 

the KDD dataset provides a good benchmark, it does not fully represent modern network 

conditions. This highlights the need for testing the model on more recent datasets in future 

work. 

6. Conclusion 

The study presents a hybrid AI-driven cybersecurity framework aimed at improving the 

security of communication systems in ECE networks. It can be understood from the 

experimental results that integrating multiple learning techniques enables the system to 

effectively capture both structural and behavioural patterns in network traffic. The proposed 

framework demonstrates strong performance across key evaluation metrics, including 

accuracy, precision, recall, and AUC, indicating its capability to detect both known and 

unknown attack types. The use of feature refinement, hybrid modelling, and adaptive 

response mechanisms contributes to improved detection efficiency and reduced false alarm 

rates. 
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From a practical perspective, the framework offers a scalable and reliable solution for real-

world applications such as IoT networks, smart grids, industrial communication systems, and 

cloud-edge infrastructures. It is observed that the multi-layer architecture supports real-time 

monitoring and quick response, which are essential for maintaining system availability and 

data confidentiality. The ability of the model to adapt to changing traffic patterns further 

enhances its suitability for dynamic network environments. These characteristics make the 

proposed approach a promising candidate for deployment in modern cybersecurity systems. 

However, certain limitations are also identified during the study. The framework depends on 

the quality and representativeness of the dataset used for training, and performance may vary 

when applied to different or more recent network traffic scenarios. In addition, the hybrid 

model introduces moderate computational overhead, which may pose challenges for 

deployment in highly resource-constrained environments. Another limitation is the need for 

extensive testing in large-scale real-time systems to fully validate its effectiveness under 

practical conditions. 

Future work can focus on extending the framework to address these challenges. The 

integration of federated learning can improve privacy and scalability in distributed 

environments. The use of more recent and diverse datasets can enhance model generalization 

and robustness. Further improvements can also be made by incorporating explainable 

techniques to provide better insight into model decisions, which is important for critical 

applications. Additionally, optimizing the framework for edge devices can support faster and 

more efficient real-time deployment. 

In conclusion, the proposed hybrid AI-driven cybersecurity framework provides a structured 

and effective approach for securing communication systems in ECE networks. It successfully 

addresses several limitations of existing methods by combining multiple analytical techniques 

and supporting adaptive learning. The findings highlight the potential of hybrid models in 

enhancing cybersecurity performance, and the study contributes towards the development of 

more intelligent, scalable, and reliable intrusion detection systems for future communication 

infrastructures. 

 

Data Availability:This study is based on the Student Performance for Recommender 

Systems dataset available on Kaggle. The processed data and supporting materials used in 

this work can be shared by the authors upon reasonable request. 
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