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the areas of user authentication and

cryptographic key management. Ensuring

ABSTRACT

The rapid adoption of cloud computing has

significantly transformed the way data is the  confidentiality,  integrity,  and
Stored1 processed, and accessed1 offering availability of sensitive data in multi-
scalability, flexibility, and cost efficiency. Server

However, this shift has also introduced

. i ) ) cloud environments requires robust and
critical security challenges, particularly in

efficient security mechanisms.
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This  project proposes a  secure
authenticated key management protocol
designed specifically for cloud computing
environments. The protocol is based on a
three-factor authentication mechanism
that integrates password, device, and
biometric verification to enhance security.
It employs advanced cryptographic
techniques such as Elliptic Curve
Cryptography (ECC), Elliptic Curve
Diffie-Hellman (ECDH) for secure key
exchange,
Signature Algorithm (ECDSA) for
authentication, and Advanced Encryption

Standard (AES) for data encryption.

Elliptic  Curve Digital

These techniques ensure secure key
generation, distribution, storage, and
revocation while maintaining efficient

performance.

The proposed system introduces a
dynamic revocation mechanism and
utilizes Schnorr signature-based
verification to enable secure user
management and prevent unauthorized
access. It also provides mutual
authentication between users and cloud
servers, thereby mitigating common
security threats such as impersonation
attacks, replay attacks, and man-in-the-
middle attacks. Additionally, the protocol
is designed to be lightweight, making it
suitable for resource-constrained devices

and large-scale multi-server environments.

Vol. 22, No. 2(1), 2026

Security and performance analyses
demonstrate that the proposed protocol
achieves strong protection against various
cyber threats while maintaining low
computational and communication
overhead. Simulation results validate the
feasibility and effectiveness of the system
in real-world scenarios. Overall, this work
contributes a reliable, scalable, and secure
solution for key management in cloud
computing, addressing the limitations of
existing authentication protocols and

enhancing trust in cloud-based systems.

Keywords

Cloud Computing, Key Management
Protocol, Mutual Authentication, Three-
Factor Authentication, Elliptic Curve
Cryptography (ECC), Elliptic Curve
Diffie-Hellman (ECDH), Elliptic Curve
Digital Signature Algorithm (ECDSA),
Advanced Encryption Standard (AES),
Secure Data Transmission, Cryptographic
Security,  Multi-Server  Environment,
Dynamic Key Revocation, Schnorr
Signatures, Data Confidentiality, Integrity

and Availability

I. INTRODUCTION

Cloud computing has revolutionized
modern computing by enabling users to
store, process, and access data over the

internet  without relying on local
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infrastructure. It offers  significant
advantages such as scalability, flexibility,
cost efficiency, and on-demand resource
availability. Organizations and individuals
increasingly depend on cloud services for
data storage, application deployment, and
large-scale processing. However, as cloud
adoption grows, concerns related to data
security, privacy, and unauthorized access

have become critical challenges.

One of the fundamental aspects of cloud
security is cryptographic key
management, which ensures that sensitive
data remains protected during storage and
transmission. In cloud environments, data
is often stored on remote servers managed
by third-party providers, increasing the
risk of data breaches, cyberattacks, and
insider threats. Without a secure key
mechanism,

management encryption

techniques alone cannot guarantee
complete protection. Therefore, designing
a robust protocol for secure key
generation, distribution, storage, and
revocation is essential to maintain data

confidentiality, integrity, and availability.

Traditional authentication mechanisms,
such as single-factor or password-based
systems, are insufficient in addressing
modern security threats. Even multi-server
architectures, which allow users to access

multiple services with a single registration,

Vol. 22, No. 2(1), 2026

face limitations such as dependency on
centralized registration centers, scalability
issues, and vulnerability to attacks like
impersonation and replay attacks. These
challenges highlight the need for stronger
authentication models and efficient key
management  strategies tailored  for

distributed cloud environments.

To address these issues, this project
proposes a secure authenticated key
management protocol based on a three-
factor authentication approach,
incorporating  password, device, and
biometric  verification. The system
integrates advanced cryptographic
techniques such as Elliptic Curve
Cryptography (ECC), Elliptic Curve
Diffie-Hellman (ECDH), and Advanced
Encryption Standard (AES) to provide
secure communication and efficient key
exchange. Additionally, the protocol
introduces features like dynamic key
revocation, mutual authentication between
users and cloud servers, and protection

against common cyber threats.

The proposed solution aims to enhance the
overall security of cloud computing
environments by ensuring that only
authorized users can access sensitive data
while minimizing computational overhead.
By combining strong authentication

mechanisms with efficient key
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management, the system provides a
reliable and scalable framework suitable
for modern multi-server cloud
infrastructures and resource-constrained

devices.

Il. LITERATURE REVIEW

The rapid growth of cloud computing has
led to increased research in the areas of
secure authentication and cryptographic
key management. Various protocols have
been proposed to address security
challenges such as unauthorized access,
data breaches, and efficient key
distribution in multi-server environments.
This  section reviews significant
contributions from existing literature and
highlights their methodologies, strengths,

and limitations.

Chien-Lung Hsu and Tuan-Vinh Le (2020)
proposed a lightweight authentication
protocol based on Elliptic Curve
Cryptography (ECC) designed for edge
and 10T devices. Their approach focused
on reducing computational overhead while
maintaining strong security. The protocol
was formally verified using BAN logic
and AVISPA tools,

resistance against common attacks and

demonstrating
ensuring user privacy. However, the

solution was primarily optimized for edge

environments and lacked validation in

Vol. 22, No. 2(1), 2026

large-scale cloud systems, limiting its
applicability in broader cloud

infrastructures.

Wei Li, Xuelian Li, Juntao Gao, and Haiyu
Wang (2021) introduced a Mutual
Authentication and Key Agreement
(MAKA)

architectures. Their work emphasized

protocol  for  multi-server

strong security guarantees with formal
proofs and reduced communication cost.
The protocol effectively addressed
multiple attack scenarios, including replay
and impersonation attacks. Despite these
advantages, the system required complex
three-factor authentication mechanisms
and lacked real-world implementation
testing, which raised concerns about its

practical deployment.

Tian Fu Lee, I. Pin Chang, and Wei Jie
Huang (2024) developed a privacy-
preserving authentication scheme using
Physically Unclonable Functions (PUF).
This method leveraged hardware-based
uniqueness to generate secure
cryptographic secrets, making it highly
secure and lightweight. While the
approach enhanced privacy and minimized
computational requirements, it depended
on specialized hardware components,
which may not always be feasible in
standard cloud environments.

Additionally, PUF-based systems can face
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reliability issues due to environmental

noise.

Li Wei et al. (2015) presented a
comprehensive study on authentication
protocols using cryptographic techniques
and threat modeling. Their work evaluated
systems based on security strength,
computational ~ cost,  communication
overhead, scalability, and usability.
Although the proposed methods provided
strong security foundations, they suffered
from issues such as high computational
complexity, scalability challenges, and
reliance on centralized architectures,
which could lead to single points of

failure.

Fatty M. Salem Maha Safwat, Rasha
Fathy, and Shahira Habashy (2023)
proposed an advanced authentication
protocol (AMAKAS) incorporating ECC,
anonymity features, and both formal and
informal security analysis. The protocol
demonstrated strong resistance to various
attacks and improved privacy preservation.
However, it introduced higher
computational overhead, depended heavily
on a trusted registration center, and lacked
evaluation in large-scale real-world
environments. Moreover, it was not
designed to address emerging threats such

as quantum computing attacks.

Vol. 22, No. 2(1), 2026

From the above studies, it is evident that
while existing protocols provide strong
security features, they also exhibit
limitations such as high complexity, lack
of scalability, dependency on centralized
entities, and absence of dynamic user
revocation mechanisms. These gaps
highlight the need for a more efficient,
scalable, and secure key management
protocol tailored for modern cloud
computing environments. The proposed
system addresses these challenges by
integrating  three-factor  authentication,
dynamic revocation, and lightweight
cryptographic  techniques to achieve
enhanced

security  with  improved

performance.

1. METHODOLOGY

1. System Overview

The system operates in a multi-server
cloud environment involving key entities
such as the Data Owner, Cloud
Consumer, Cloud Server, and Trust
Manager. Each entity interacts through a
secure framework that ensures
authentication, authorization, and data
protection. The protocol emphasizes
mutual trust and secure communication
using cryptographic methods and dynamic

key management.

https://ijerst.org/index.php/ijerst 1188

575 Woraond o of v e e kg


https://ijerst.org/index.php/ijerst

Int. J. Engg. Res. & Sci. & Tech. 2026, ISSN 2319-5991

2. User Registration and Three-Factor

Authentication

The first step involves secure user
registration. The system implements
three-factor  authentication,  which

includes:

o Password-based authentication
(something the user knows)

o Device or token verification
(something the user has)

« Biometric authentication

(something the user is)

3. Key Generation using ECC

The system wuses Elliptic Curve
Cryptography (ECC) to generate public
and private key pairs for both users and
cloud servers. ECC is preferred due to its
high security with smaller key sizes,

resulting in:

e Reduced computational cost
« Faster processing

« Lower storage requirements

4. Mutual Authentication using ECDSA

To establish trust between the user and the
cloud server, Elliptic Curve Digital
Signature Algorithm (ECDSA) is used.

e The user signs a challenge message

using their private key

Vol. 22, No. 2(1), 2026

e The server verifies it using the
corresponding public key

o Similarly, the server authenticates
itself to the user

5. Secure Key Exchange using ECDH

After successful authentication, Elliptic
Curve Diffie-Hellman (ECDH) is used to
generate a shared secret key between the

user and the cloud server.

« Both parties exchange public keys
e [Each computes the same shared
secret using their private key

6. Data Encryption using AES

Before storing data in the cloud, files are
encrypted using the Advanced

Encryption Standard (AES).

o Data is converted into ciphertext
before upload
e Only authorized users with the

correct key can decrypt it

7. Secure Key Management Lifecycle

The protocol supports a complete key

lifecycle management system, including:

o Key Generation — Secure creation
of cryptographic keys
o Key Distribution — Safe transfer

of keys between entities
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o Key Storage — Encrypted storage

of keys

o Key Rotation — Periodic update of
keys

o« Key Revocation — Immediate

invalidation of compromised keys

8. Attack Detection and Security

Measures

The system is designed to resist common

cyber threats such as:

e Man-in-the-middle attacks
« Replay attacks
o Impersonation attacks

o Password guessing attacks

9. Performance Optimization

The methodology ensures that the protocol

is:

e Lightweight and efficient for
resource-constrained devices

« Scalable for multi-server
environments

e Low in computation and

communication overhead
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V. RESULTS & DISCUSSION

The proposed secure authenticated key
management protocol was successfully
implemented and evaluated to assess its
effectiveness in  cloud computing
environments. The system demonstrated
reliable performance across all functional
modules, including user registration, three-
factor  authentication,  secure  key
generation, encrypted file upload, and
secure data retrieval. Users were able to
authenticate using password, device, and
biometric verification without errors, and
only authorized wusers could access
encrypted data. Unauthorized access
attempts were effectively prevented,
confirming the correctness and robustness

of the implemented system.

From a security perspective, the protocol
exhibited strong resistance against various

common cyberattacks. The use of mutual
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authentication mechanisms ensured that
both users and cloud servers verified each
other’s identity, thereby preventing
impersonation  attacks.  Secure  key
exchange using Elliptic Curve Diffie-
Hellman (ECDH) protected against man-
in-the-middle attacks, while dynamic
session keys and challenge-response
mechanisms  helped mitigate  replay
attacks. Additionally, password security
was enhanced through hashing techniques,
making it difficult for attackers to retrieve
original credentials even in the event of a
database breach. The inclusion of a
dynamic key revocation mechanism
further strengthened the system by
allowing immediate invalidation of

compromised users or keys.

Performance analysis indicates that the
system is efficient and suitable for real-
world deployment. The use of Elliptic
Curve Cryptography (ECC) significantly
reduced computational overhead due to
smaller key sizes while maintaining strong
security. The protocol also minimized
communication costs during key exchange,
ensuring faster processing and reduced
latency.  Furthermore, the  system
demonstrated good scalability, performing
efficiently in a multi-server cloud
environment without significant
degradation in response time. These

characteristics make the protocol suitable

Vol. 22, No. 2(1), 2026

for both large-scale cloud systems and

resource-constrained devices.

Extensive testing, including unit testing,
integration testing, and system testing,
confirmed that the system meets both
functional and non-functional
requirements. All test cases passed
successfully, and the system handled
invalid inputs and error conditions
effectively. The application maintained
secure session management and enforced
strict access control, ensuring consistent
and reliable operation throughout different
scenarios. No major defects or failures
were observed during testing, indicating

the stability and reliability of the system.

V1. CONCLUSION

The project titled “Design of Secure
Authenticated Key Management Protocol
for Cloud Computing Environments”
successfully  addresses  the  critical
challenges associated with data security,
user authentication, and key management
in  modern cloud systems. With the
increasing adoption of cloud computing,
ensuring the confidentiality, integrity, and
availability of sensitive data has become
essential. This work presents a robust and
efficient solution that integrates advanced

cryptographic  techniques with strong
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authentication mechanisms to secure

cloud-based communications and storage.

The proposed protocol utilizes a three-
factor authentication mechanism combined
with cryptographic algorithms such as
Elliptic Curve Cryptography (ECC),
Elliptic Curve Diffie-Hellman (ECDH),
Elliptic Curve Digital Signature Algorithm
(ECDSA), and Advanced Encryption
Standard (AES) to provide secure key
generation, exchange, and data encryption.
These techniques ensure that only
authorized users can access cloud
resources while protecting data from
unauthorized access, impersonation, and
other cyber threats. The inclusion of
mutual authentication further strengthens

trust between users and cloud servers.

In addition, the system introduces an
efficient key management lifecycle,
including secure key distribution, storage,
rotation, and dynamic revocation. This
feature minimizes the risks associated with
compromised keys and enhances overall
system security. The protocol is also
designed to be lightweight and scalable,
making it suitable for multi-server cloud
environments and devices with limited

computational resources.

The results and performance analysis
confirm that the proposed system achieves

a balance between strong security and

Vol. 22, No. 2(1), 2026

operational efficiency. It effectively
overcomes the limitations of existing
authentication protocols, such as high
computational cost, lack of scalability, and
absence of dynamic user management. The
successful implementation and testing
demonstrate the feasibility and reliability
of the protocol in real-world scenarios.
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