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Abstract: 

The realism in AI-generated images is posing a significant 

problem in verifying the authenticity of digital content. In this 

context, this project focuses on developing a deep learning-

based system for detecting fake images created using AI 

through an ensemble of convolutional neural networks, such 

as DenseNet121, ResNet50, and EfficientNet. An ensemble-

based approach is proposed to increase the reliability of 

classification through soft voting using different 

architectures. The proposed system uses transfer learning, in 

which pre-trained models are fine-tuned using a dataset with 

real and synthetic images. Through this approach, the system 

can efficiently extract features from images and detect subtle 

differences in texture, structure, and pixel value distribution, 

which is challenging to do through manual analysis. Using 

this approach, the proposed system can effectively 

differentiate between real and AI-generated images with 

higher precision using hierarchical feature learning .For 

better interpretability, Grad-CAM is also proposed to 

visualize images to understand which parts of the images are 

affecting the decision made by the proposed system. Through 

this approach, it is possible to validate the decision made by 

the proposed system. Experimental results have shown that 

the ensemble-based approach outperforms individual CNNs 

in accuracy, generalization, and robustness, which is useful 

for detecting fake. 

Keywords: AI-generated image detection, convolutional neural 

networks, ensemble learning, transfer learning, feature extraction, 

Grad-CAM, image classification, deep learning 

 Introduction  

The reliability issue arises from the fact that the latest 

generative models in modern media have the ability to 

produce images that are visually indistinguishable from the 

actual ones. The ability of the generated images to mimic the 

minute details present in the actual images, including texture, 

lighting, and object structure, makes the reliability issue a 

critical problem. Therefore, the implementation of the 

automated detection mechanism is no longer a choice but a 

necessity.  
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Convolutional neural networks have been found to be a 

solution to the problem. The reason for the adoption of the 

CNN approach is the ability to learn the hierarchical 

representations directly from the images. In comparison to 

the conventional image forensics approach, which is based on 

the use of handpicked features, the CNN approach is able to 

learn the features, including the low-level features such as 

edges and gradients, as well as the high-level features. 

However, the use of a single CNN approach is found to be 

limited in the sense that the generalization ability is limited 

when the approach is required to perform the task on unseen  

image synthesis techniques. The different architectures are 

found to focus on different characteristics. To overcome this 

limitation, this work employs an ensemble-based approach 

by combining DenseNet121, ResNet50, and Efficient Net. 

Each of these models has its own strengths: DenseNet121 

encourages feature reuse through dense connections, 

ResNet50 ensures the stability of deep learning models 

through residual connections, and Efficient Net balances 

network scaling for optimal performance. By employing a 

soft voting technique with the outputs of these models, the 

overall bias of each network is eliminated, and robust results 

are achieved with different datasets. This ensures that small 

features of an image, which may be missed by one of the 

models, are detected by others. The role of transfer learning 

is very important for the efficient training of the ensemble. 

Unlike other models, where weights are learned from scratch, 

pre-trained weights are adapted for the task of fake image 

detection. This helps the overall system employ previously 

learned features of an image. This not only helps the overall 

system perform more accurately but also makes it 

computationally more efficient. The overall ensemble is 

adapted for the detection of irregular features introduced  

Besides the accuracy, interpretability is a significant 

requirement for the system to be deployed. In this regard, the 

system is designed to incorporate Gradient-weighted Class 

Activation Mapping. The Gradient-weighted Class 

Activation Mapping is a technique for explaining the 

decisions made by the system. The system will be able to 

produce heatmaps that show the areas of the image that 

contribute the most to the prediction. Such a feature is critical 

in a field like digital forensics, where the decisions made by 

the system are critical. 

 

Overall, the system is a comprehensive framework for the 

detection of AI-generated fake images. The system is not only 

effective in the classification of AI-generated images, but it 

is also flexible and transparent. The system is developed with 

the ability to adapt to the changing nature of image generation 

technologies. 

       II.     EXISTING SYSTEM 

The current system for detecting fake images created 

through AI uses a single convolutional neural network to 

classify images as real or fake. The convolutional neural 

network used for this purpose is DenseNet121. DenseNet121 

is a neural network with dense connectivity between all the 

layers. This allows for efficient gradient flow. Dense 

connectivity enables a neural network to effectively learn 

low-level as well as high-level features from images. For 

detecting fake images created through AI, DenseNet121 

effectively learns features such as texture, color  etc., that are 

usually abnormal for images created through AI. 

 

The system for detecting fake images created through AI 

usually uses a technique called transfer learning. In this 

technique, a DenseNet121 neural network is first trained on a 

dataset containing real as well as fake images created through 

AI. During training, the weights of the DenseNet121 neural 

network are adapted to effectively learn features that are 

abnormal for fake images. This allows for a DenseNet121 

neural network to effectively classify images as real or fake 

with a certain accuracy. For classification purposes, a fully 

connected layer with a To make the system more 

interpretable, the existing system utilizes a technique called 

Gradient-weighted Class Activation Mapping. Using the 

Grad-CAM technique, the system produces heat maps that 

indicate the important areas in the image that the system has 
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focused on for the purpose of making the prediction. This 

makes the system more interpretable and thus increases its 

utility in areas such as digital forensics. 

 

However, the existing system has a number of limitations. 

The fact that the system is based on a single CNN model 

makes the system less generalizable. The system is based on 

the DenseNet-121 model, which is a powerful model. 

However, the system is only focused on particular features. 

Moreover, the system is not capable of covering the total 

variations present in the images generated using various 

image generation techniques. This makes the system prone to 

errors. 

III.PROPOSED SYSTEM 

OVERVIEW OF THE PROPOSED SYSTEM 

The proposed system is expected to offer a strong 

mechanism for detecting fake images created using AI 

through the application of ensemble convolutional neural 

networks, including DenseNet121, ResNet50, and Efficient 

Net. Unlike conventional systems that use a single neural 

network for fake image detection, this system is expected to 

use a combination of different architectures to learn diverse 

features from images, thereby enhancing classification 

accuracy. Each neural network is expected to classify the 

input image independently before a soft voting mechanism is 

applied to arrive at a conclusion. 

 

DenseNet121 is expected to offer advantages in feature 

learning through efficient feature reuse, thus ensuring that 

subtle features in images are learned with minimal loss in 

detail. In contrast, ResNet50 is expected to help overcome 

gradient vanishing during backpropagation through the use of 

residual connections, thus allowing for deeper network 

training and stable feature learning. Furthermore, Efficient 

Net is expected to offer advantages in enhancing the accuracy 

of this system through optimal scaling of network depth, 

width, and resolution, thus ensuring a good balance between 

efficiency and accuracy in detecting fake images created 

using AI, which are normally characterized by unnatural 

texture, inconsistent edges, and abnormal pixel values. 

The system utilizes transfer learning to enhance training 

efficiency and effectiveness. Pre-trained weights are used 

from large-scale image datasets, and then the model is fine-

tuned using a dataset containing real and synthetic images. 

This method helps in reducing the requirement for large-scale 

training data, yet allows the model to adapt to specific   

Fig.1SystemArchitecture 

patterns associated with the generation of fake images. Image 

preprocessing methods are used to ensure consistency in 

model performance by resizing, normalizing, and even 

applying augmentation methods to the images. The proposed 

system includes a unique aspect of providing a solution by 

incorporating the importance of interpretability using 

Gradient-weighted Class Activation Mapping. This helps in 

providing a clear idea of which parts of an image are affecting 

the model's prediction. This also helps in validating whether 

the model is using relevant or irrelevant factors in making a 

prediction. 

 

The use of an ensemble system helps in overcoming the 

disadvantages of a single model system. This system helps in 

providing robustness in dealing with variations in image 

generation. This enhances the performance of the model in 

dealing with unseen data. The proposed system helps in 

providing a more accurate, reliable, and interpretable solution 

in dealing with AI-generated fake images. 
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IV. SYSTEM ARCHITECTURE 

 

 

Fig.1SystemArchitecture 

The system architecture in Fig. 1 describes a structured 

pipeline in detecting AI-generated fake images using an 

ensemble of convolutional neural networks. The pipeline 

starts by taking an image as an input. This image then passes 

through a preprocessing phase. In this phase, images are 

resized to a standard size of 224 x 224 pixels. Additionally, 

images are normalized to ensure a consistent distribution of 

pixels. Image augmentation methods such as rotation, 

flipping, and zooming are used in this phase to enhance 

model generalization and prevent overfitting. 

The preprocessed image then enters a phase where feature 

extraction and classification occur. In this phase, three CNN 

model types—namely DenseNet121, ResNet50, and 

EfficientNet—operate in parallel. Each of these CNNs 

independently extracts image features and produces 

prediction probability outcomes on whether an image is real 

or artificially generated. These prediction probability 

outcomes are represented by 𝑃1, 𝑃2, and 𝑃3, corresponding 

to the predictions from each model. 

 The individual models' predictions are integrated in 

the ensemble module using soft voting. In soft voting, the final 

prediction is calculated as an average of the output of all 

three models. Thus, P final = (P1 + P2 + P3)/3. The 

aggregation improves the accuracy of the classification and 

minimizes bias. 

The final prediction stage classifies the input image as real 

or fake based on the prediction output. Moreover, the 

confidence level is determined based on the aggregated 

output. To increase the interpretability of the output, an 

explainability module is integrated into the proposed 

approach using Gradient-weighted Class Activation 

Mapping. Grad-CAM is used to display the important parts 

of the image used for prediction. 

The output module is used to display the output of the 

classification with the confidence level and Grad-CAM 

visualization. Thus, the proposed approach is effective in 

detecting AI-generated fake images with high accuracy. 

V.METHODOLOGY 

The methodology of the proposed system is intended to 

differentiate between real and AI-generated images through a 

structured deep learning methodology. This methodology 

combines different techniques such as data preprocessing, 

feature extraction, ensemble learning, and explainable AI. 

Each of these techniques is structured and organized to 

improve the performance of the image classification 

methodology. 

 

The methodology of the proposed system commences 

with the preparation of the datasets. In this phase, a set of real 

and AI-generated images is utilized for the purpose of 

training and evaluating the image classification methodology. 

For this purpose, it is essential to resize each image to 

224x224 pixels and normalize it so that pixel distribution is 

uniform across the image. Furthermore, image rotation, 
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horizontal flipping, and zooming are applied to increase the 

diversity of the datasets For feature extraction and 

classification, three pre-trained convolutional neural network 

models are used, namely DenseNet121, ResNet50, and 

Efficient Net. These models take the input image, pass it 

through a series of convolutional neural network layers, and 

extract spatial features such as edges, texture, and patterns. 

Pooling is used to reduce the dimensionality of the extracted 

features. Finally, the extracted features are passed through a 

series of fully connected layers, which output a probability 

score for binary classification. 

 

In this system, transfer learning is used for efficiency. 

Instead of training the models from scratch, pre-trained 

weights are used, which are then fine-tuned on the target 

dataset. This enables the system to utilize knowledge from 

pre-trained models while adapting to specific artifacts present 

in AI-generated images. As a result, efficiency is improved, 

reducing the time required for training, even when working 

with a limited. 

To enhance the prediction accuracy, an ensemble 

learning strategy is used. Each model is used to provide a 

probability score, which is then averaged using a soft voting 

strategy. The bias of each individual model is reduced using 

an ensemble strategy to increase the reliability of the models. 

Moreover, the Gradient-weighted Class Activation Mapping 

is used to provide an enhanced heatmap that indicates the key 

areas that affect the decision-making process. 

Algorithms: 

The system that is proposed is based on the use of various 

deep learning algorithms and techniques that help in the 

effective identification of AI-generated fake images. The 

basic concept used is based on the application of 

convolutional neural networks, ensemble learning, transfer 

learning, and explainable AI. 

Convolutional Neural Networks: The basis of the proposed 

system is based on the application of convolutional neural 

networks for the identification of features and the 

classification of the images. The input images are passed 

through the convolutional layers of the network, where the 

features are extracted using the application of filters on the 

images. The features are then passed through the fully 

connected layers for the classification of the images. The fully 

connected layers are used for the identification of the output 

features. 

DenseNet121 is used as a key model due to its dense 

connectivity, where every layer is connected to all previous 

layers. This facilitates feature reuse, helping the model to 

capture detailed features from the images. The dense 

connectivity helps in the detection of inconsistencies, which 

are present in synthetic images. 

 

ResNet50 is used to overcome the issue of vanishing 

gradients, which is a major problem for deep neural networks. 

ResNet50 has been developed to have a residual connection, 

which helps in the detection of complex features from 

images. The residual connection helps in the detection of 

complex visual features. 

EfficientNet is used for its efficiency in scaling up the 

network’s depth, width, and resolution. Efficient Net has 

been developed to achieve high accuracy with a low number 

of parameters. Efficient Net has been used for  To ensure the 

reliability of the prediction results, an ensemble learning 

method is adopted. In this method, the results of 

DenseNet121, ResNet50, and Efficient Net models are 

integrated using a soft voting technique. The results of each 

of these models are averaged by taking the probability scores 

of each of the models. This ensures the overall classification 

results are not biased towards any particular model. 

Furthermore, the Gradient-weighted Class Activation 

Mapping technique is incorporated into the overall 

framework as an explainable AI technique. In this technique, 

a heatmap is generated by computing the gradients of the final 

convolutional layers. This helps validate the overall results of 

the AI model.  

IMPLEMENTATION 
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The implementation of the proposed system is done using 

the Python language with the help of deep learning libraries 

such as TensorFlow and Keras. The proposed system is 

capable of processing the input images, detecting the features 

using pre-trained convolutional neural networks, and 

classifying the images as real or AI-generated using an 

ensemble approach. 

The implementation of the proposed system is done using the 

following steps: 

 1: Handling the dataset 

The proposed system is implemented using a dataset that 

contains real images as well as AI-generated images. The 

dataset is divided into training data and test data. All the 

images in the dataset are resized to a size of 224x224 pixels 

to match the input size required for the CNN models. The 

pixel values of the images are normalized for better stability 

during the training phase. Data augmentation operations such 

as rotation, flipping, The main part of the implementation is 

comprised of loading pre-trained models DenseNet121, 

ResNet50, and EfficientNet, utilizing transfer learning. The 

top part of these models is updated by adding custom fully 

connected layers, which are applicable for binary 

classification. These models are then fine-tuned on the 

prepared dataset, adapting them to a specific task, i.e., 

detecting fake images. During this process, optimization 

methods such as Adam optimization and binary cross-entropy 

loss are used for better convergence. 

 

After training all these models individually, an ensemble 

method is implemented, integrating all models' predictions. 

For a given input image, the probability output from all three 

models is calculated. A soft voting method is used, where a 

prediction is calculated by averaging all models' outputs. For 

improved interpretability, integration of Grad-CAM is also 

provided. This allows for a heatmap to be generated based on 

the gradients of the predicted class with respect to the final 

convolutional layers. This heatmap can be used to visualize 

where in the image the important regions are for 

classification. 

Finally, an interface is provided to allow a user to upload 

an image and view the output. This includes whether or not 

the image is real or fake, along with a confidence measure. 

This allows for an efficient, accurate, and interactive system 

for detecting whether or not an image is a fake created by an 

AI. 

VII . RESULTS & DISCUSSION 

The performance of the system was analyzed using a 

database comprising images generated from real-life and 

artificial intelligence sources, employing parameters like 

accuracy, precision, recall, and F1-score. Although the CNN 

models performed very well, the ensemble method showed 

better accuracy and reliability by aggregating outputs using 

soft voting. The system effectively classified real-world and 

artificially generated images with a high level of consistency, 

implying efficient feature extraction and generalization 

ability. Furthermore, the use of Grad-CAM helped validate 

that the system makes accurate predictions while considering 

relevant regions within the images. 

 

A. FUNCTIONAL RESULTS 

Functional performance of the proposed system was 

tested in a real-time manner through testing with the help of 

the developed web-based interface. All major functions, 

including user registration, authentication for login, 

uploading images and their classification were successfully 

carried out and tested. The system is able to process the 

uploaded images and predict the image as a real one or 

artificial intelligence generated with corresponding 

confidence value. 

In this process of testing, the system has been proved to be 

consistently working for several different types of inputs. Real 

images have been correctly classified by the system with good 

confidence values, whereas artificial intelligence generated 

images have been correctly classified by the system due to the 
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presence of inconsistent features with corresponding 

confidence values. 

RERISTRATION MODULE 

 

              Fig.1 Registration Module 

The system comes equipped with a registration page that 

allows users to sign up by inputting information such as their 

username, email address, and password. This component 

guarantees a safe registration process and facilitates entry 

into the image recognition system. 

LOGIN PAGE 

 

                           Fig.2 Login Page 

A login page ensures that users who have registered in the 

system are authenticated prior to gaining access to the system 

through credentials like email and password. This page is 

necessary for ensuring the security of the system. 

INPUT IMAGE 

 

                Fig.3 Input Image 

The input image module is responsible for uploading 

images from the local system to determine whether they are 

authentic or generated by artificial intelligence. The platform 

accepts images in common formats like JPEG, PNG, and 

WebP. After choosing the image file, it passes through the 

preprocessing phase, during which resizing and 

normalization are done, and then passed to the CNN model 

ensemble for classification. 

IMAGE DETECTION 1 

 

.              Fig .4 Image Detection 1 

For this image, there has been an input of a real image 

into the software. The accuracy of the algorithm proves to be 

highly efficient in recognizing natural elements in images, 

since the model accurately categorizes the image as “real” 

with a confidence of 86.8%. 

IMAGE DETECTION 2 
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                         Fig.5 Image Detection 2 

 

In the above figure, the input image for the system is an 

AI-generated one. The system successfully detects and 

classifies the input as “AI-generated” with an accuracy rate 

of 78.1%. It signifies that the system has successfully detected 

the synthetic nature of the image by identifying the 

inconsistencies in the image. 

B. Performance  Analysis 

Performance of the proposed system has been analyzed 

using metrics like accuracy, computational performance, and 

prediction consistency. Ensemble model shows an 

improvement in the performance of classification using 

individual CNN models, as the results are combined using the 

soft voting technique, thus enhancing accuracy and 

minimizing misclassifications. The soft voting technique also 

proves to be useful for classifying complex and diverse AI-

generated images. 

In terms of computational performance, the 

implementation of transfer learning greatly saves on time, as 

pre-trained weights were used during model training instead 

of training each model independently from scratch. Despite 

using several models at once, prediction was not slow but 

relatively fast because of optimized image processing and 

predictions. Consequently, the model can classify images in 

minimal time. 

Regarding the ability of the model to generalize, it was 

observed that the model could work well on both real and 

unseen data with the same level of precision. Another aspect 

which is worth noting is the use of the Grad-CAM 

visualization technique, which did not affect model 

performance. 

VIII.CONCLUSION 

The presented model provides an effective framework to 

detect AI generated images with the help of CNN ensembles. 

Using the architectures of DenseNet121, ResNet50, and 

Efficient Net, the system can benefit from the features of 

different architectures to improve classification efficiency 

and robustness. Transfer learning is used to facilitate the 

process and make it more efficient by avoiding complex 

training. 

 

As can be seen from the experimental findings, 

standalone models provide good performance but when 

considering the results provided by the system with an 

ensemble method, they become even better thanks to a higher 

accuracy rate and a better generalization rate achieved with 

the help of a soft voting technique. Aside from the accuracy 

aspect, interpretability has also been incorporated into the 

framework using the Gradient-weighted Class Activation 

Mapping (Grad-CAM) technique. This helps users 

understand the areas of the model that are being considered 

by the model and ensures that there is increased transparency. 

This is especially true for areas like digital forensics, where 

transparency is an important issue. 

 

On the whole, the system is able to achieve a perfect 

balance between accuracy, robustness, and interpretability. 

This system is a valuable addition to the existing technology 

that allows for easy differentiation between real and artificial 

images and meets the demand for automated image 

authenticity verification. The system can be further extended 

to cover more sophisticated image generation approaches. 
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