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ABSTRACT

Phishing is a major cybersecurity threat in
which attackers create fake websites that
closely resemble legitimate ones to steal
sensitive user information such as login
credentials, banking details, and personal

data. With the increasing use of online

Vol. 22, No. 2, 2026

services, phishing attacks have become
more sophisticated and difficult to detect
using traditional methods like blacklisting
and rule-based systems. These
conventional approaches often fail to
identify newly created or zero-day

phishing websites, making it necessary to
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develop more intelligent and adaptive
detection techniques.

This project proposes a machine learning-
based approach for detecting phishing
websites by analyzing various features
such as URL characteristics, domain
information, and security indicators.
Different classification algorithms are
trained on a dataset of phishing and
legitimate websites to build an efficient
prediction model. The system is capable of
automatically classifying websites with
high accuracy, helping users avoid
potential threats. This approach not only
enhances detection performance but also
provides a scalable and effective solution

for improving online security.

INTRODUCTION

The internet has become an essential part
of daily life, enabling communication,
banking, shopping, and social networking.
However, this rapid digital transformation
has also increased cyber threats, among
which phishing is one of the most common
and dangerous attacks. Phishing websites
imitate legitimate websites to trick users
into providing sensitive information such

as login credentials and credit card details.

Traditional phishing detection techniques
rely on blacklists and heuristic rules.
While these methods are effective against

known threats, they fail to detect newly
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generated phishing websites, also known
as zero-day attacks. Attackers
continuously modify their techniques,
methods

making  static  detection

insufficient.

Machine Learning (ML) offers a
promising solution by enabling systems to
learn patterns from data and identify
phishing websites dynamically. ML-based
systems analyze features such as URL
structure, domain characteristics, and
webpage content to classify websites as

legitimate or phishing.

This research focuses on developing a
robust phishing detection system using
supervised machine learning algorithms.
The system extracts relevant features from
websites and trains classification models to
predict their authenticity. The use of
multiple algorithms allows comparison

and selection of the most accurate model.

The importance of this study lies in its
ability to provide real-time detection and
enhance user safety. By integrating the
proposed system into web browsers or
security software, users can receive instant

alerts about potentially harmful websites.

In conclusion, machine learning-based
phishing detection systems represent a
significant advancement in cybersecurity,

offering improved accuracy, adaptability,
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and scalability compared to traditional

approaches.

EXISTING SYSTEM

The existing systems for phishing
detection primarily rely on blacklist-based
and heuristic-based approaches. Blacklist
systems maintain a database of known
phishing. URLs and compare user-
requested URLSs against this list. If a match
is found, the website is flagged as
malicious. Popular browsers and security
tools use this technique due to its
simplicity and efficiency.

However, blacklist systems have major
limitations. They cannot detect newly
created phishing websites that are not yet
included in the database. Additionally,
maintaining and updating blacklists
requires  continuous monitoring and

manual effort.

Heuristic-based  systems attempt to
identify

predefined rules such as checking URL

phishing  websites  using
length, use of IP addresses instead of
domain names, and suspicious symbols.
While these methods can detect some

unknown phishing sites, they often
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produce high false positives and are not

adaptable to evolving attack patterns.

Another  approach  involves  visual
similarity detection, where phishing
websites are identified by comparing their
design with legitimate websites. This
method is computationally expensive and
may not work effectively if attackers

slightly modify the layout.

PROPOSED SYSTEM

The proposed system introduces a

Machine Learning-based phishing
detection approach that overcomes the
limitations of traditional methods. The
system collects and processes data from
multiple sources, including URLSs, domain

information, and webpage content.

Feature extraction is a crucial step where
relevant attributes such as URL length,
number of dots, presence of HTTPS,
domain age, and redirection count are
identified. These features are then used to

train machine learning models.

The system employs multiple

classification algorithms, including
Decision Tree, Random Forest, Support
Vector Machine (SVM), and Logistic
Regression. Among these, Random Forest

provides higher accuracy due to its

https://ijerst.org/index.php/ijerst 2435

. termaticenl Jownalof Exgineering Resaarch and Scince & Technabgy


https://ijerst.org/index.php/ijerst

Int. J. Engg. Res. & Sci. & Tech. 2026, ISSN 2319-5991

LSBT,

"2 intermational Jounal of Esgineering Resaarch and Science & Technakogy

1.1

ensemble nature, combining multiple

decision trees for better predictions.

The trained model is deployed in a real-
time environment where it analyzes
websites as users attempt to access them. If
a website is classified as phishing, the

system immediately alerts the user.

SYSTEM ARCHITECTURE

Pebing 101

Fig:4.1SystemArchitecture

Description

The phishing website detection system is
developed to identify and prevent access to
fraudulent websites that attempt to steal
sensitive user information such as
usernames, passwords, and financial
details.

This system uses machine learning
techniques to automatically detect phishing
websites by analyzing various
characteristics of URLs and web pages.
The system starts by accepting a URL
input from the user or browser in real time.

It then performs data collection, where
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relevant information about the website is
gathered, including URL structure, domain
details, and webpage content.

Next, feature extraction is carried out to

identify important indicators such as:

URL-based features (length, special

characters, IP usage)

Domain-based features (age, DNS records,
SSL certificate)

Content-based features (forms, scripts,
external links)

These extracted features are passed into a
pre-trained machine learning model.

The model is trained using a labeled
dataset consisting of both legitimate and
phishing websites, enabling it to learn
patterns and differences between them.
Based on the learned patterns, the system
performs classification and predicts
whether the given website is:

Legitimate (Safe)

Phishing (Malicious)

The prediction result is then displayed to
the user through a user interface or
browser alert, warning them if the website
is unsafe.

The system is designed to operate in real
time, providing instant detection and
improving user security while browsing.
Additionally, the system can be updated

regularly with new data to improve
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accuracy and adapt to new phishing - — sa e~
techniques. .
Overall, this project provides an efficient
and automated solution for enhancing

cybersecurity and protecting users from

online threats.
CONCLUSION

RESULTS AND DISCUSSIONS . N
In conclusion, the proposed phishing

website detection system using
machine learning represents a
significant improvement over
traditional detection methods such as
blacklisting and rule-based
approaches. By leveraging machine
learning algorithms and feature
analysis techniques, the system is
capable of identifying phishing
websites with higher accuracy and
efficiency. It eliminates the
limitations of existing systems by
detecting not only known phishing
websites but also newly created
(zero-day) attacks, without relying
solely on predefined rules or
databases. This results in a more

intelligent, automated, and scalable

solution for enhancing cybersecurity.
The system analyzes various features
such as URL structure, domain
information, and security indicators
to classify websites as legitimate or
phishing. The use of algorithms like
Logistic Regression, Decision Tree,
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and Random Forest ensures reliable
prediction and improved
performance. Additionally, the
system reduces false positives and
false negatives, providing
trustworthy results to users. It
requires minimal manual
intervention and can be easily
integrated into real-time applications
such as web browsers and security
tools, making it practical for real-
world use.

Furthermore, the proposed system is cost-
effective and adaptable to different
environments, as it uses open-source tools
and can handle large-scale data efficiently.
Although certain challenges remain, such
as handling highly sophisticated phishing
techniques and improving accuracy
further, these can be addressed by
incorporating advanced methods like deep
learning and real-time data analysis.
Overall, the phishing website detection
system provides a robust, efficient, and
future-ready solution for protecting users
from online threats and ensuring a safer

digital environment.
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