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ABSTRACT- The rapid growth of online
education has significantly increased the
demand for secure and reliable remote
examination systems. However, ensuring
academic integrity in virtual environments
remains a major challenge due to the
absence of physical supervision. This paper
presents Exam Sentinel, a real-time Al-
based proctoring system designed to monitor
candidates during online examinations using
computer vision techniques. The system
integrates face recognition for identity
verification, head pose estimation for
behavioral analysis, and object detection
using YOLO for identifying prohibited
items such as mobile phones. A Flask-based
web application enables real-time video
streaming and interaction. The system
automatically generates alerts and terminates
sessions upon detecting suspicious activities.
Experimental results demonstrate that the
proposed system enhances accuracy, reduces
human dependency, and provides a scalable
solution for secure online examinations.
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I. INTRODUCTION

The rapid advancement of digital
technologies has significantly transformed
the education sector, leading other wide
spread adoption of online learning
platforms. With the increasing popularity of
remote education, online examinations have
become an essential component for
evaluating student performance. However,
conducting examinations in a virtual
environment introduces serious challenges
in maintaining academic integrity and
preventing malpractice.

Traditional examination systems rely on
physical invigilation, where supervisors
monitor  students in a  controlled
environment. In contrast, online
examinations lack direct supervision,
making them more vulnerable to cheating
methods such as impersonation, use of
unauthorized  devices, and  external
assistance. These challenges highlight the
need for an intelligent and automated
proctoring system capable of monitoring
students effectively in real time.

Artificial Intelligence (Al) and Computer
Vision have emerged as powerful tools for
addressing these issues. By leveraging these
technologies, it is possible to analyze video
streams, detect suspicious behavior, and
ensure fairness during examinations. The
integration of facial recognition, object
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detection, and  behavioral  analysis
techniques enables the development of
robust proctoring systems.

In this paper, we propose Exam Sentinel, a
real-time Al- based online exam proctoring
system designed to enhance the security and
reliability of remote examinations. The
system continuously monitors the candidate
using a web cam and applies multiple
detection techniques, including identity
verification, head pose estimation, and
object detection. Any abnormal behavior
triggers alerts and may lead to session
termination.

The proposed system aims to provide a
scalable, efficient, and automated solution
that reduces dependency on human
invigilators while maintaining high levels of
accuracy and reliability

II. RELATED WORK

The development of secure online
examination systems has become an
important research area due to the rapid
growth of remote learning. Various studies
have proposed the wuse of artificial
intelligence and computer vision techniques
to monitor candidates and detect suspicious
activities during online exams.

Joseph Redmon et al. [1] introduced the
YOLO (You Only Look Once) algorithm,
which is widely used for real-time object
detection. The model significantly improved
detection speed and accuracy compared to
traditional methods. In the context of online
proctoring, YOLO enables the identification
of prohibited objects such as mobile phones.
However, the model requires proper training
and may face challenges in detecting small
or partially visible objects.

Dan Witzner Hansen and Qiang Ji [2]
presented a comprehensive survey on eye
tracking and gaze estimation techniques.
Their work highlighted methods for tracking
user  attention in  human-computer
interaction systems. While effective for
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attention monitoring, these techniques often
require specialized hardware, making them
less suitable for simple webcam-based
systems.

Ming Zhang and Kevin Smith [3] explored
deep learning-based face recognition
techniques for authentication purposes.
Their study demonstrated that convolutional
neural networks can achieve high accuracy
in identifying individuals. However, such
models require sufficient training data and
may be sensitive to lighting conditions and
facial variations.

Sanjay Patel and Anil Kumar [4] proposed a
real-time proctoring system using computer
vision to detectevents such as face absence,
multiple persons, and mobile phone usage.
Although their system provided a basic
framework for automated monitoring, it
lacked advanced behavioral analysis such as
head pose estimation.

In another study, Piyush Sharma and Rohit
Singh [5] focused on detecting cheating
behavior by identifying objects
likesmartphones and books using deep
learning techniques. While their approach
improved object detection capabilities, it did
not include identity verification or attention
tracking mechanisms.

Recent research has also explored
combining multiple Al techniques for
enhanced proctoring. Systems integrating
face recognition, object detection, and
behavioral monitoring have shown improved
performance in  detecting  suspicious
activities.However, many existing solutions
suffer from limitations such as high
computational cost, lack ofreal-time
processing, and dependency on complex
hardware setups

II1. PROPOSED SYSTEM
A. Over view of Methodology
This work presents a real-time intelligent
online proctoring system, Exam Sentinel,
developed to monitor candidates during

https://ijerst.org/index.php/ijerst 1892



https://ijerst.org/index.php/ijerst

Int. J. Engg. Res. & Sci. & Tech. 2026, ISSN 2319-5991

SZE Wntonl vl ofEgeing esearhand et & Tl

v

remote examinations and identify suspicious
activities automatically. The system is
designed using computer vision and deep
learning techniques integrated into a web-
based environment.

The proposed system continuously captures
video input through a webcam and processes
each frame dynamically. Multiple detection
mechanisms operate in parallel to analyze
user behavior. These include identity
verification, head movement tracking, and
object detection.

The system is deployed using the Flask
framework, which enables interaction
between the user and the backend processing
modules. Once the examination session
begins, the camera is activated and real-time
monitoring starts.

The system validates the candidate’s identity
using stored facial data and simultaneously
observes head orientation to ensure attention
toward the screen. In addition, the
environment is scanned for unauthorized
objects such as mobile phones. Whenever
abnormal behavior is detected, the system
immediately raises an alert and terminates
the session if required.

The primary goal of this methodology is to
provide a fully automated, reliable, and
efficient mechanism for ensuring fairness
and integrity in online examinations
B.Algorithm

Face Recognition Algorithm

The face recognition component is used to
confirm the identity of the candidate before
and during the examination.

Data Preparation:

Authorized user images are stored locally,
and unique facial feature encodings are
extracted from each image.

Face Detection and Encoding:

During execution, faces are detected from
live video frames and converted into
numerical feature vectors.

Comparison and Identification:

The generated encoding is compared with
stored encodings. If a match exists, the
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candidate is verified; otherwise, the system
labels the individual as unknown.

Violation Handling:

Detection of an unknown face results in
immediate alert generation and session
termination.

Head Pose Estimation Algorithm

This module evaluates the orientation of the
candidate’s head to detect inattentive or
suspicious behavior.

Facial Landmark Detection:

Key facial points are extracted using a pre-
trained landmark detection model.

Pose Estimation:

The extracted points are mapped to a three-
dimensional reference model.  Using
geometric  transformations, the head
orientation is computed.

Angle Calculation:

The yaw angle is derived to measure
horizontal head movement.

Behavior Monitoring:

If the angle exceeds predefined limits, the
system identifies the behavior as suspicious
and triggers alerts such as “Looking Left” or
“Looking Right”.

Object Detection Algorithm(YOLO)

Object detection is performed using the
YOLO algorithm to identify restricted items
in the examination environment.

Model Loading:

Pre-trained YOLO weights and
configuration files are loaded along with
object class labels.

Frame Analysis:

Each video frame is processed to detect
objects using a deep neural network.
Filtering Detections:

Confidence thresholds and suppression
techniques are applied to refine detection
results.

Restricted Object Detection:

If a prohibited object, such as a mobile
phone, is identified, the system flags it as a
violation and generates an alert.

Alert System
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The alert system manages detection
outcomes and ensures appropriate action is
taken.

Alerts are generated when:

An unrecognized person is detected

A prohibited object is identified

The user shows  abnormal  head
movement

Once triggered:

A warning sound is produced

The detected issue is displayed on the screen
The session is marked as expired

The system ensures that alerts are not
repeated unnecessarily by using a session
control mechanism.

Real-Time Video Processing and Streaming
The system performs continuous video
processing and streams results to the user
interface.

Frames are captured using a webcam

Each frame is processed through detection
modules

Processed frames are encoded into image
format

Frames are streamed to the browser in real
time

This ensure sun interrupted monitoring
throughout the examination session.

Block Diagram

Figurel:Block Diagram of Exam Sentinel
System

The system begins when the user initiates
the examination session through the web
interface. The camera is activated, and video
frames are captured continuously.

Each frame is processed by multiple
modules, including face recognition, head
pose estimation, and object detection. These
modules operate simultaneously to analyze
user identity, attention, and surroundings.
The outputs from all modules are evaluated
by the alert system. If any suspicious
activity is detected, an alert is generated and
the session may be terminated.

Finally, the processed video along with
detection results is displayed in real time on
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the web interface.

IV.IMPLEMENTATION AND RESULTS
Implementation

The proposed Exam Sentinel system is
implemented using Python and integrates
multiple computer vision and web
technologies to achieve real-time online
proctoring.

The backend of the system is developed
using the Flask framework, which manages
routing, session control, and communication
between the user interface and processing
modules. The system uses Open CV to
capture video frames from the webcam and
perform image processing operations.
Initially, a face data base is created by
storing authorized user images in a local
directory. These images are processed using
the face recognition library to generate
unique facial encodings. During runtime, the
system captures live frames and compares
detected faces with stored encodings to
verify the identity of the user.

For monitoring head movement, the system
uses a pre- trained facial landmark model
provided by dlib. It detects 68 landmark
points on the face and calculates head

Web Browser Flask Server
(un (app-py)
Start / Stop Camera Video Capture Session Status
(Webcam) Check

J |

Object Detection

Face Recognition
(YOLO)

Alert System
Video Stream Output

orientation using geometric transformations.
Based on the computed yaw angle, the
system determines whether the user is
looking away from the screen.

Head Pose
Detection
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The object detection module is implemented
using a deep learning-based YOLO model.
The system loads configuration files, trained
weights, and class labels to detect objects in
real time. If a mobile phone is detected in
the frame, it is considered a violation.

An alert mechanism is integrated to respond
to suspicious activities. When a violation is
detected, the system generates a sound alert,
displays a warning message, and updates the
session status. The session control logic
ensures that once a violation occurs, the
exam session is terminated to maintain
integrity.

The processed video frames, along with
detection results, are encoded and streamed
to the web interface continuously. This
enables real-time monitoring of the user
during the examination.

The proposed Exam Sentinel system was
tested using real-time webcam input to

evaluate its performance in detecting
suspicious  activities  during  online
examinations. The system demonstrated

reliable results across different monitoring
modules.

Results

The proposed Exam Sentinel system was
tested using real-time webcam input to

evaluate its performance in detecting
suspicious  activities  during  online
examinations. The system demonstrated

reliable results across different monitoring
modules.

The system provides a simple and user-
friendly web interface developed using the
Flask framework

Fig.1:Web Interface

Vol. 22, No. 2, 2026

https://ijerst.org/index.php/ijerst

After starting the session, the webcam
captures and  streams live  video
continuously. Each frame is processed in
real time for further analysis

amSentinel: A Real-Time Visusl lnlsil

amSentinel: A Real-Ti

Fig.3:Face Identification(Known User)

When an authorized user is present, the
system successfully recognizes the face and
labels it as a verified user, confirming
correct identity verification.

xamSentinel: A Real-Ti

\

Fig.4:Unknown User Detection
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If an unknown person appears, the system
detects it immediately and triggers an alert.
Along with the alert, the examination
session  is

impersonation.

terminated to  prevent

Fig.5:Head Pose Detection

The system monitors head movement and
detects if the user looks away from the
screen. When abnormal movement is
observed, an alert is generated, and the
session is terminated to maintain exam
integrity

The system detects prohibited objects such
as mobile phones using the YOLO
algorithm. Upon detection, the object is
highlighted, an alert is raised, and the
session is terminated.

Overall, the system effectively combines
face recognition, head pose estimation, and
object detection to monitor user behavior.
The automatic alertgeneration along with
session termination ensures strict
enforcement of examination rules and
enhances the reliability of online proctoring

VI CONCLUSION

In this work, an intelligent online
examination proctoring system, Exam
Sentinel, has been successfully designed and
implemented using computer vision and
deep learning techniques. The system
integrates face recognition, head pose
estimation, and object detection to monitor
candidates in real time and identify
suspicious  activities  during  online
examinations.

The proposed system effectively verifies
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user identity, tracks head movements, and
detects prohibited objects such as mobile
phones. Whenever any abnormal behavior is
observed, the system generates an alert and
terminates the session automatically, thereby
ensuring strict enforcement of examination
rules.

The use of a web-based framework enables
easy deployment and accessibility, making
the system suitable for remote examination
environments. The experimental results
demonstrate that the system performs
reliably under real-time conditions and
provides accurate detection of violations.
Overall, the proposed solution offers a
practical and efficient approach to
maintaining fairness and integrity in online
examinations. It reduces the need for manual
supervision and provides a scalable solution
for modern digital education systems.

FUTUREWORK

he proposed Exam Sentinel system can be
further enhanced by incorporating additional
intelligent features to improve accuracy and
usability. Future work may include
integrating advanced deep learning models
to achieve more precise face recognition and
object detection under varying lighting and
environmental conditions.

The system can be extended to detect a
wider range of suspicious activities, such as
multiple person detection, eye gaze tracking,
and voice analysis for identifying external
assistance. Incorporating audio monitoring
can further strengthen the proctoring
mechanism.

Scalability can be improved by deploying
the system on cloud-based platforms,
allowing it to support a large number of
users simultaneously. Additionally,
integration with Learning Management
Systems (LMS) can make the solution more
adaptable for educational institutions.
Another possible enhancement is the
inclusion of detailed analytics and reporting
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features, enabling instructors to review
examination  behavior and  generate
automated reports. Improving the user
interface and making the system more
interactive can also enhance the overall user
experience.

Overall, the system has significant potential
for development and can evolve into a more
robust, scalable, and fully automated
solution for secure online examinations..
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