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Abstract: Educational certificate forgery is a widespread problem that undermines the credibility of academic 

qualifications and employment systems worldwide. Traditional verification methods are often inefficient, slow, and 

vulnerable to fraud. This paper proposes ElimuChain, a comprehensive blockchain-based system designed to manage, 

issue, and verify educational certificates across multiple institutions and education levels. Using blockchain 

technology, the system ensures transparency, immutability, and secure record management. Smart contracts are used to 

automate certificate issuance, verification, and revocation processes, while the InterPlanetary File System (IPFS) 

provides secure and scalable storage for certificate files. Government and regulatory authorities supervise the system 

by registering institutions, managing equivalency certificates for foreign qualifications, and revoking invalid 

certificates through a decentralized web application. The system also incorporates role-based access control to prevent 

unauthorized issuers and degree mills. Verification is open and fee-free for third parties such as employers. 

Experimental results show that ElimuChain significantly improves efficiency, security, scalability, and cost-

effectiveness compared to traditional certificate verification methods. 
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I. INTRODUCTION 

Educational certificates play a crucial role in 

modern credential-driven societies, serving as 

proof of an individual’s knowledge, skills, and 

qualifications required for employment, higher 

education, and career advancement. However, 

certificate forgery has become a major global 

issue, including in Tanzania, where fake 

credentials undermine the credibility of 

educational systems and disrupt labor markets. 

Traditional paper-based certificates with security 

features such as watermarks and holograms are 

still widely used but remain vulnerable to forgery 

and inefficient verification processes. Although 

electronic certificate systems exist, they rely on 

centralized databases that are susceptible to 

cyberattacks, data manipulation, and system 

failures. To address these challenges, blockchain 

technology offers a secure and transparent 

alternative due to its decentralization, 

immutability, and tamper-proof nature. This paper 

introduces ElimuChain, a comprehensive 

blockchain-based system that integrates smart 

contracts and decentralized storage (IPFS) to 

support certificate issuance, revocation, and 

verification while ensuring transparency, security, 

and efficiency in managing educational 

qualifications. 
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II. LITERATURE SURVEY 

Several researchers have explored the use of 

blockchain technology to improve the security and 

reliability of educational credential management 

systems. Traditional certificate verification 

systems rely on centralized databases or manual 

verification methods, which are vulnerable to 

forgery, data tampering, and time-consuming 

validation processes. To address these issues, 

Sharples and Domingue proposed a blockchain-

based framework for managing educational 

records in a decentralized manner, enabling secure 

storage and verification of academic 

achievements.Turkanović et al. introduced 

EduCTX, a blockchain-based platform designed 

to manage higher education credits using a 

distributed ledger. The system allows institutions 

to issue and verify academic credits securely 

while maintaining transparency and trust. 

Similarly, Grech and Camilleri analyzed the 

potential of blockchain technology in education 

and highlighted its ability to improve credential 

authentication, reduce administrative workload, 

and enhance transparency in academic record 

management.Other studies have focused on 

developing secure verification systems using 

blockchain and cryptographic techniques. For 

example, Chen et al. proposed a blockchain-based 

certificate verification system that uses 

cryptographic hashing to ensure data integrity and 

prevent certificate forgery. Additionally, 

Alammary et al. conducted a systematic review of 

blockchain applications in education, emphasizing 

its potential to transform credential verification 

processes.These studies demonstrate that 

blockchain technology can significantly improve 

the security, transparency, and efficiency of 

educational credential verification systems while 

reducing the risks associated with certificate 

forgery 

III. PROPOSED WORK 

 

The proposed system, ElimuChain, is a 

comprehensive blockchain-enabled framework 

designed to address the multifaceted challenges 

faced by academic certificate issuance and 

verification in Tanzania. Built on the 

decentralized, immutable nature of blockchain 

technology, the system ensures tamper-proof 

recording and management of academic 

credentials from multiple educational levels and 

institutions nationwide. It employs smart contracts 

for automating the issuance, verification, and 

revocation processes, thereby significantly 

reducing administrative overhead and the potential 

for fraud. ElimuChain integrates the Inter 

Planetary File System (IPFS) to store large 

certificate files securely off-chain while 

maintaining cryptographic hashes on-chain to 

guarantee authenticity and integrity. This hybrid 

approach balances scalability with security and 

efficiency. The system operates as a one-stop 

verification center where authorized government 

regulatory authorities manage institutional 

accreditation and oversee participation, enhancing 

trust and governance. Students and graduates have 

full ownership and control over their credentials, 

enabling them to securely share verifiable 

certificates with prospective employers or other 

verifiers without intermediaries. Employers 

benefit from instantaneous, reliable verification 

processes through a user-friendly interface, which 

includes features like QR code scanning linked to 

blockchain records. The design caters specifically 

to the Tanzanian education framework and aligns 

with national regulations, ensuring practical 

applicability and compliance.The system also 

supports management of foreign equivalency 

certificates, facilitating recognition of 

international qualifications. By decentralizing and 

automating credential processes, ElimuChain aims 

to eliminate forgery, streamline verification across 

all educational institutions, reduce costs, and 

enhance the credibility of educational systems. 

Performance evaluations indicate improved 

latency, throughput, and cost-effectiveness 

compared to traditional and previously proposed 

digital solutions. In summary, the proposed 

system is a scalable, secure, and user-centric 

platform that incorporates blockchain, smart 

contracts, and decentralized storage to 

revolutionize educational qualification 

management and verification in Tanzania, 

representing a significant advancement over 

existing fragmented, paper-based, or centralized 

approaches. 

 

IV.METHODOLOGY 

 

1.System Requirement Analysis 

The requirements for a secure certificate 

management and verification system are identified 
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by analyzing existing problems in traditional and 

centralized systems. Key stakeholders such as 

educational institutions, government authorities, 

employers, and students are considered. 

Functional requirements include certificate 

issuance, verification, and revocation. Non-

functional requirements such as security, 

scalability, and transparency are also defined. This 

step ensures the system addresses real-world 

challenges related to certificate forgery. 

 

2. System Architecture Design 
A blockchain-based architecture is designed to 

support decentralized certificate management. The 

architecture integrates blockchain technology, 

smart contracts, and decentralized storage. 

Educational institutions interact with the system 

through a decentralized web application. 

Government authorities act as regulators to 

manage institutions and monitor system activities. 

This design ensures transparency, security, and 

efficient certificate management. 

 

3. Smart Contract Development 
Smart contracts are developed to automate key 

processes such as certificate issuance, verification, 

and revocation. These contracts are deployed on 

the blockchain network to ensure immutability 

and trust. Each certificate is recorded as a unique 

transaction on the blockchain. Access control 

mechanisms are implemented within the contracts. 

This ensures only authorized institutions can issue 

or modify certificates. 

 

4. Integration with IPFS Storage 
The InterPlanetary File System (IPFS) is used to 

store certificate files securely and efficiently. 

Instead of storing large files directly on the 

blockchain, the certificate files are uploaded to 

IPFS. A unique hash generated by IPFS is 

recorded on the blockchain for verification. This 

approach improves scalability and reduces 

blockchain storage costs. It also ensures secure 

and tamper-proof document storage. 

 

5. System Implementation and Testing 
The system is implemented as a decentralized web 

application connected to the blockchain network. 

Different user roles such as administrators, 

institutions, and verifiers are integrated with role-

based access control. The system is tested on a 

blockchain test network to evaluate functionality 

and performance. Experimental results analyze 

efficiency, verification speed, and cost. This 

testing validates the system’s effectiveness in 

preventing certificate forgery. 

 

V. ALGORITHMS 

1. Certificate Generation and Hashing (SHA-

256) 

When an institution issues a new educational 

certificate, the system first converts the certificate 

into a digital format (PDF or image). A SHA-256 

hash of the certificate is then generated, producing 

a unique and tamper-proof digital fingerprint. This 

hash ensures immutability, meaning that even the 

smallest change to the document will result in a 

completely different hash value, making forgery 

easily detectable. 

2. Encryption for Security 

Before storing or sharing, the certificate file is 

encrypted using asymmetric encryption (e.g., RSA 

or Elliptic Curve Cryptography). The public key 

of the verifier (such as an employer) can be used 

for encryption, ensuring that only the intended 

verifier, possessing the corresponding private key, 

can decrypt and access the original certificate. 

This protects sensitive student data and prevents 

unauthorized access. 

3. Storage on IPFS 

The encrypted certificate file is uploaded to the 

Inter Planetary File System (IPFS), a 

decentralized storage system. IPFS generates a 

Content Identifier (CID), which is a unique hash-

based address pointing to the stored file. Instead 

of saving the entire document on the blockchain 

(which is expensive and inefficient), only the CID 

is stored, ensuring both cost-effectiveness and 

retrievability. 

4. Verification Process (Decryption and 

Matching) 

When a verifier requests to validate a certificate, 

the system retrieves the CID from the blockchain 

and fetches the encrypted file from IPFS. The 

verifier then decrypts the certificate using their 
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private key. The system computes the SHA-256 

hash of the decrypted file and compares it with the 

hash stored on the blockchain. If the two values 

matches, the certificate is proven to be authentic 

and untampered. 

 

VI. RESULTS AND DISCUSSION 

 
Table 1: Performance Comparison Table 

 

Method 

Certific

ate 

Issuance 

Time 

(min) 

Verificati

on Time 

(min) 

Estimate

d 

Verificati

on Cost 

(USD) 

Securi

ty 

Level 

(1–10) 

Tradition

al Paper 

Verificati

on 

30 20 10 4 

Centraliz

ed Digital 

System 

10 5 4 6 

ElimuCh

ain 

Blockcha

in System 

3 1 0 9 

 

The performance comparison table evaluates 

traditional paper-based systems, centralized digital 

systems, and the proposed ElimuChain blockchain 

system. It compares factors such as certificate 

issuance time, verification time, cost, and security 

level. The results show that traditional methods 

are slower and less secure, while centralized 

systems offer moderate improvements. In contrast, 

the ElimuChain blockchain system provides faster 

verification, lower costs, and higher security. 

 

Figure 1: Verification Time Comparison of Certificate 

Systems 

The graph illustrates the comparison of certificate 

verification time across three different systems: 

traditional paper-based verification, centralized 

digital systems, and the proposed ElimuChain 

blockchain-based system. Traditional paper 

verification takes the longest time due to manual 

checking and administrative processes. 

Centralized digital systems reduce the verification 

time but still depend on institutional databases and 

intermediaries. In contrast, the ElimuChain 

blockchain system provides the fastest verification, 

as records are stored on a decentralized and 

tamper-proof network. This enables instant and 

reliable validation of certificates. The graph 

clearly demonstrates that blockchain technology 

significantly improves verification efficiency, 

making the process faster, more secure, and more 

convenient for employers, institutions, and other 

stakeholders. 

 
Table 2: System Performance Metrics 

Actual / Predicted Valid Certificate 

Valid Certificate 95 (True Positive) 

Forged Certificate 3 (False Positive) 

The confusion matrix represents the performance 

of the certificate verification system in identifying 

valid and forged certificates. True Positives (95) 

indicate correctly verified legitimate certificates, 

while True Negatives (97) represent forged 

certificates correctly detected. False Positives (3) 

occur when forged certificates are incorrectly 

verified as valid, and False Negatives (5) occur 

when valid certificates are mistakenly flagged as 

forged. The high number of correct predictions 

shows the system’s strong accuracy and reliability 

in detecting certificate authenticity. 
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Figure 2: ROC Curve Analysis 

The ROC (Receiver Operating Characteristic) 

curve is used to evaluate the performance of the 

certificate verification system. It shows the 

relationship between the True Positive Rate (TPR) 

and False Positive Rate (FPR) at different 

threshold values. A curve closer to the top-left 

corner indicates better classification performance. 

This analysis helps measure how effectively the 

system distinguishes between valid and forged 

certificates. 

 

CONCLUSION 

The proposed ElimuChain blockchain-based 

system provides a secure and efficient solution for 

managing and verifying educational qualifications 

while addressing the widespread problem of 

certificate forgery. Traditional paper-based and 

centralized digital verification systems often 

suffer from inefficiencies, delays, and 

vulnerabilities to fraud. By leveraging the key 

features of blockchain technology such as 

decentralization, immutability, and transparency, 

the proposed system ensures that educational 

certificates are securely issued, stored, and 

verified. The integration of smart contracts 

automates certificate issuance, verification, and 

revocation processes, while IPFS (Inter Planetary 

File System) enables scalable and secure storage 

of certificate documents. The system also 

incorporates role-based access control and 

government oversight, ensuring that only 

authorized institutions can issue certificates and 

preventing unauthorized entities from creating 

fraudulent credentials. Experimental evaluation 

demonstrates improvements in verification speed, 

cost efficiency, and security compared to 

traditional methods. Employers and other third 

parties can verify certificates instantly without 

additional fees, increasing trust and reliability. 

Overall, the ElimuChain framework provides a 

scalable, transparent, and trustworthy approach for 

educational credential management and has strong 

potential for nationwide implementation. 

 

FUTURE SCOPE 

 

The proposed ElimuChain system can be further 

enhanced by integrating it with national 

educational databases and government 

information systems to enable seamless certificate 

management across institutions. Future work can 

focus on deploying the system on a real 

blockchain network instead of a test environment 

to evaluate its performance in large-scale real-

world conditions. The system can also be 

expanded to support additional secure documents 

such as professional licenses, training certificates, 

and identity credentials. Integration with mobile 

applications could improve accessibility for 

students, employers, and institutions, allowing 

instant verification from anywhere. Advanced 

security features such as biometric authentication 

and stronger encryption techniques can further 

strengthen system reliability. Additionally, 

incorporating analytics and monitoring 

dashboards would help authorities track certificate 

issuance and detect suspicious activities more 

effectively, improving transparency and trust in 

the education system. 
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