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Abstract: The growth of digital advertising has significantly increased business opportunities, but it has also 

introduced challenges such as click fraud. Click fraud occurs when bots or malicious users generate fake clicks on 

online advertisements, resulting in financial loss for advertisers and inaccurate campaign performance metrics. 

Traditional detection methods are often unable to handle evolving fraud patterns and large-scale real-time data. This 

project proposes an Adaptive Hybrid Framework for Real-Time Ad Click Fraud Detection that integrates machine 

learning and deep learning techniques. The system analyzes user behavior, session attributes, and temporal patterns to 

distinguish between legitimate and fraudulent clicks. Tree-based machine learning models efficiently detect suspicious 

activities, while LSTM-based deep learning models capture sequential user behavior. The hybrid approach improves 

detection accuracy, reduces false negatives, and ensures real-time monitoring. The proposed framework provides a 

scalable and adaptive solution to enhance the reliability and security of online advertising platforms. 

Keywords— Ad Click Fraud Detection, Machine Learning, Deep Learning, LSTM, Hybrid Framework, Real-

Time Monitoring. 

I. INTRODUCTION 

Online advertising has become one of the most 

important revenue sources for businesses and 

digital platforms. Companies invest heavily in 

online advertisements to attract users through 

clicks, impressions, and conversions. However, 

the rapid growth of digital advertising has also led 

to an increase in fraudulent activities, particularly 

click fraud. Click fraud occurs when automated 

bots, scripts, or coordinated human actions 

generate fake clicks on advertisements with the 

intention of exhausting advertising budgets or 

manipulating campaign analytics. These 

fraudulent activities cause significant financial 

losses for advertisers and create inaccurate 

performance reports. Traditional rule-based 

detection systems are no longer sufficient to 

identify modern click fraud techniques because 

fraudsters continuously change their strategies. In 

recent years, machine learning methods have been 

used to detect suspicious patterns in user behavior 

and advertisement interactions. While these 

methods improve detection accuracy, single-

model approaches often struggle to capture 

complex patterns and time-based user behavior. 

To overcome these limitations, an adaptive hybrid 

framework that combines machine learning and 

deep learning techniques can be used. This 

approach enables the system to analyze both static 

attributes and sequential user behavior, improving 
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the accuracy and efficiency of real-time ad click 

fraud detection. 

II. Literature Survey 

Several researchers have investigated methods for 

detecting click fraud in online advertising systems 

using data mining and machine learning 

techniques. Oentaryo et al. proposed a data 

mining–based approach to detect fraudulent clicks 

by analyzing large-scale advertising datasets. 

Their work demonstrated that machine learning 

techniques can effectively identify abnormal click 

patterns associated with fraudulent activities. 

Similarly, Metwally et al. introduced the 

Detectives framework to identify coalition hit 

inflation attacks in advertising networks, which 

occur when groups of attackers collaborate to 

generate fake clicks.Haddadi proposed the use of 

bluff advertisements as a method to detect 

fraudulent click behavior by monitoring user 

interactions with hidden ads. In addition, Chen 

and Guestrin developed the XGBoost algorithm, 

which has become widely used in fraud detection 

tasks due to its high prediction accuracy and 

scalability. Zhou and Feng introduced the Deep 

Forest (Cascaded Forest) model as an alternative 

to deep neural networks, providing strong 

performance in classification tasks.Research by 

Yuan et al. focused on analyzing real-time bidding 

systems in online advertising to identify 

suspicious activities. Sculley et al. also explored 

methods for detecting adversarial advertising 

patterns using large-scale machine learning 

models. Studies by Goodfellow, LeCun, and 

others further demonstrated the effectiveness of 

deep learning techniques in recognizing complex 

data patterns 

III. PROPOSED WORK  

The proposed work focuses on developing an 

Adaptive Hybrid Framework for Real-Time Ad 

Click Fraud Detection that combines both 

machine learning and deep learning techniques to 

improve fraud detection accuracy. The system is 

designed to analyze large volumes of 

advertisement click data and identify suspicious 

activities in real time. In this framework, user 

click data is first collected and preprocessed to 

remove noise and handle missing values. 

Important features such as user behavior patterns, 

session information, IP address characteristics, 

device type, and time-based attributes are 

extracted to represent each click event. These 

features help the system distinguish between 

legitimate and fraudulent clicks. The proposed 

model integrates tree-based machine learning 

algorithms with Long Short-Term Memory 

(LSTM) networks. Tree-based models are used to 

detect abnormal patterns in static features 

efficiently, while the LSTM model captures 

sequential and temporal behavior of users across 

multiple sessions. By combining the predictions 

from both models, the system can identify 

complex fraud patterns more accurately. The 

hybrid approach enhances detection performance, 

reduces false negatives, and supports real-time 

monitoring. This framework provides a scalable 

and adaptive solution for improving the reliability 

and security of online advertising platforms. 

 

IV.METHODOLOGY  

The proposed Adaptive Hybrid Framework for 

Real-Time Ad Click Fraud Detection follows a 

systematic methodology to detect fraudulent 

advertisement clicks using machine learning 

techniques. The framework combines data 

preprocessing, feature extraction, feature 

transformation, and classification to accurately 

distinguish between legitimate and fraudulent 

clicks. The methodology consists of several stages 

including data collection, preprocessing, feature 

extraction, model training, fraud detection, and 

performance evaluation. 

1. Data Collection 

Advertisement click data is collected from online 

advertising platforms. The dataset includes 

attributes such as IP address, device type, browser 

information, timestamp, and user session details. 

This data represents both legitimate and 

fraudulent click activities. Proper data collection 

is important for accurate fraud detection. 

2.  Data Preprocessing 

The collected data is cleaned and prepared for 

analysis. Missing values are handled, duplicate 

entries are removed, and categorical data is 

converted into numerical form. Data 

normalization is also performed to improve model 
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performance. This step ensures that the dataset is 

suitable for machine learning models. 

3.  Feature Extraction 

Relevant features related to user behavior and 

click patterns are extracted from the dataset. 

These include click frequency, session duration, 

device characteristics, and geographic information. 

Feature extraction helps the system identify 

differences between genuine users and fraudulent 

activities. 

4. Model Implementation 

A hybrid detection model is implemented by 

combining tree-based machine learning 

algorithms and LSTM-based deep learning 

models. The machine learning model analyzes 

static features, while the LSTM model captures 

sequential click behavior over time. This 

combination improves fraud detection accuracy. 
 

5.Fraud Detection 

The predictions from both models are combined to 

classify advertisement clicks as legitimate or 

fraudulent. The hybrid approach reduces false 

positives and improves detection reliability. This 

helps advertisers identify suspicious activities 

quickly. 

6. Real-Time Monitoring 

The system continuously monitors incoming click 

data to detect fraudulent activities in real time. 

Suspicious clicks are flagged immediately to 

prevent financial losses. This ensures better 

security and reliability for online advertising 

platforms. 

 

V. ALGORITHMS 

1. Decision Tree Algorithm   

  

Decision Tree is a supervised machine learning 

algorithm used for classification and prediction 

tasks. It works by splitting the dataset into 

different branches based on feature values. In 

click fraud detection, it analyzes attributes such as 

IP address, click frequency, and device type to 

identify suspicious patterns. The model creates 

decision rules that help classify clicks as 

legitimate or fraudulent. 

 

2. Random Forest Algorithm  

  

Random Forest is an ensemble machine learning 

algorithm that combines multiple decision trees to 

improve prediction accuracy. Each tree is trained 

on different subsets of the data, and the final 

prediction is made through majority voting. This 

method reduces overfitting and increases 

reliability. In fraud detection, it helps identify 

complex patterns in user behavior and improves 

classification performance. 

 

3. Long Short-Term Memory (LSTM) 

 

LSTM is a type of recurrent neural network (RNN) 

designed to analyze sequential data and time-

based patterns. It is capable of remembering long-

term dependencies in user behavior. In ad click 

fraud detection, LSTM analyzes the sequence of 

user clicks and session activities over time. This 

helps detect unusual or repetitive clicking patterns 

that indicate fraudulent behavior. 

 

VI. RESULTS AND DISCUSSION 

 

 
 

Figure 1: Model Accuracy Comparison for Click Fraud 

Detection 

 

The Model Accuracy Comparison for Click Fraud 

Detection graph illustrates the performance of 

different models used in the system, including 

Decision Tree, Random Forest, LSTM, and the 

Hybrid Model. The results show that the hybrid 

approach achieves higher accuracy compared to 

individual models. Tree-based models effectively 

analyze static features, while the LSTM model 
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captures sequential user behavior. By combining 

both techniques, the hybrid model provides 

improved accuracy and more reliable detection of 

fraudulent advertisement clicks. 

 

Table 1: Performance Comparison of Models 

Model 
Accuracy 

(%) 

Precision 

(%) 

Recall 

(%) 

F1 

Score 

(%) 

Decision Tree 91 89 88 88.5 

Random Forest 95 94 93 93.5 

LSTM 94 93 92 92.5 

Hybrid Model 97 96 96 96 

The experimental results show that the hybrid 

model performs better than individual models 

such as Decision Tree, Random Forest, and LSTM. 

The hybrid approach achieved the highest 

accuracy of 97%, indicating its strong ability to 

detect fraudulent clicks effectively. The precision 

and recall values are also higher for the hybrid 

model, meaning it can correctly identify 

fraudulent clicks while reducing false alarms. 

Tree-based models like Random Forest performed 

well in identifying static patterns in click data, 

while the LSTM model captured sequential user 

behavior. 

 

Figure2: Fraud Detection Accuracy Comparison 

The Confusion Matrix is used to evaluate the 

performance of the click fraud detection model. It 

shows the number of correct and incorrect 

predictions made by the model. The matrix 

includes values such as True Positives, True 

Negatives, False Positives, and False Negatives. 

By analyzing these values, the effectiveness of the 

fraud detection system in identifying legitimate 

and fraudulent clicks can be clearly understood. 

 
Table 2: Model Accuracy vs Dataset Size 

 

MODEL 
Predicted 

Legitimate 
Predicted Fraud 

Actual 

Legitimate 

True Negative 

(TN) = 4 

False Positive (FP) = 

1 

Actual Fraud 
False Negative 

(FN) = 1 

True Positive (TP) = 

4 

The confusion matrix table shows how well the 

model classifies advertisement clicks. True 

Positive represents fraudulent clicks correctly 

detected, while True Negative represents 

legitimate clicks correctly identified. False 

Positive and False Negative indicate classification 

errors made by the model. This table helps 

evaluate the accuracy and reliability of the fraud 

detection system. 

CONCLUSION 

The proposed Adaptive Hybrid Framework for 

Real-Time Ad Click Fraud Detection provides an 

effective approach for identifying fraudulent 

activities in online advertising platforms. By 

integrating machine learning techniques with 

LSTM-based deep learning models, the system 

can analyze both user behavior patterns and 

sequential click activities. This combination helps 

improve detection accuracy and enhances the 

system’s ability to identify complex fraud 

patterns. The hybrid model performs better than 

traditional single-model approaches by reducing 

false positives and false negatives. In addition, the 

framework supports real-time monitoring, 

allowing advertising platforms to detect and 

prevent fraudulent clicks quickly. This capability 

is especially important for large-scale digital 

advertising systems where immediate fraud 

detection is required. Overall, the proposed 

framework contributes to improving the 

reliability, security, and transparency of online 

advertising. By accurately identifying fraudulent 

activities, it helps advertisers protect their budgets 

and obtain more reliable campaign performance 

data. In the future, the system can be further 

enhanced by incorporating advanced AI 
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techniques and larger datasets to improve 

scalability and detection performance. 

 

FUTURE SCOPE 

 

The proposed Adaptive Hybrid Framework for Ad 

Click Fraud Detection can be further improved by 

incorporating more advanced artificial intelligence 

and data analysis techniques. Future research can 

explore the use of advanced deep learning models 

such as Transformer networks or Graph Neural 

Networks to better capture complex relationships 

between users, devices, and advertising networks. 

These models may improve the detection of 

sophisticated fraud patterns. Another potential 

improvement is the integration of real-time big 

data processing technologies such as Apache 

Spark or streaming frameworks. This would allow 

the system to handle very large volumes of click 

data generated by global advertising platforms 

more efficiently. 

The framework can also be enhanced by 

incorporating behavioral biometrics and user 

profiling techniques to distinguish between 

genuine users and automated bots more accurately. 

In addition, continuous model learning and 

updating mechanisms can be implemented to 

adapt to evolving fraud strategies. Overall, future 

developments can make the system more scalable, 

intelligent, and capable of protecting digital 

advertising platforms from increasingly complex 

click fraud attacks. 
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