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Abstract: Chronic Kidney Disease (CKD) is a major global health concern that often progresses silently and leads to 

severe complications if not detected early. Machine learning techniques have shown promising results in predicting 

CKD; however, traditional systems rely on centralized data storage, which raises significant concerns regarding data 

privacy, security, and transparency. This research proposes a privacy-preserving decentralized framework for CKD 

prediction by integrating machine learning, blockchain technology, and the InterPlanetary File System (IPFS). In the 

proposed system, sensitive medical records are encrypted using AES and RSA algorithms before storage and processing 

to ensure confidentiality. Multiple machine learning algorithms, including Decision Tree, Random Forest, Logistic 

Regression, and K-Nearest Neighbors, are employed to analyze clinical parameters and predict CKD risk accurately. 

Blockchain technology ensures immutability, transparency, and secure transaction logging, while IPFS provides 

decentralized and reliable storage of encrypted medical data. Experimental evaluation demonstrates improved 

prediction accuracy, enhanced data security, and scalable healthcare analytics for trustworthy AI-driven medical 

diagnosis. 

Keywords— Chronic Kidney Disease (CKD), Machine Learning, Blockchain, InterPlanetary File System (IPFS), 

Healthcare Data Security, Decentralized Systems 

 

I. INTRODUCTION 

Chronic Kidney Disease (CKD) is a progressive 

medical condition that affects the kidneys’ 

ability to filter waste and excess fluids from the 

blood. Globally, millions of people suffer from 

CKD, and its prevalence continues to increase 

due to factors such as diabetes, hypertension, 

obesity, and aging populations. One major 

challenge is that CKD often develops silently in 

its early stages, showing minimal symptoms 

until severe kidney damage occurs. Therefore, 

early detection and timely treatment are 

essential to prevent complications such as 

kidney failure and cardiovascular diseases. 

 

Artificial Intelligence (AI) and Machine Learning 

(ML) techniques have recently shown strong 

potential in improving disease prediction and 

clinical decision-making. ML algorithms such as 

Decision Tree, Random Forest, Logistic 

Regression, and K-Nearest Neighbors can analyze 

large medical datasets and identify patterns related 

to CKD risk factors. However, many existing 

systems rely on centralized data storage, which 

raises concerns about data privacy, security 

vulnerabilities, and single points of failure. 

 

To address these challenges, this research 

proposes a privacy-preserving CKD prediction 

framework integrating machine learning, 

blockchain, IPFS-based storage, and encryption 
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techniques like AES and RSA for secure and 

reliable healthcare data management. 

 

II. Literature Survey 

 

Several studies have explored the use of machine 

learning techniques for predicting Chronic Kidney 

Disease (CKD) using clinical data. Algorithms 

such as Decision Tree, Random Forest, Logistic 

Regression, and K-Nearest Neighbors have 

demonstrated promising results in early disease 

detection by analyzing medical parameters like 

blood pressure, serum creatinine, and glucose 

levels. However, most existing CKD prediction 

systems rely on centralized data storage, which 

raises concerns regarding data privacy, security, 

and transparency. Recent research has proposed 

integrating blockchain technology and 

decentralized storage solutions like IPFS to 

address these challenges. These approaches 

improve data security, ensure tamper-proof record 

management, and enable secure sharing of 

medical data among healthcare institution. 

 

III. PROPOSED WORK 

 

The proposed work presents a privacy-preserving 

and decentralized framework for predicting 

chronic kidney disease (CKD) by integrating 

machine learning techniques with blockchain 

technolmodel enables healthcare institutions to 

collaborate without directly sharing raw patient 

daogy and the InterPlanetary File System (IPFS). 

The main objective of this approach is to ensure 

secure handling of sensitive patient data while 

maintaining high prediction accuracy and 

transparency in healthcare analytics. Unlike 

traditional centralized systems, the proposed ta, 

thereby protecting patient privacy.In this 

framework, patient medical records containing 

clinical attributes such as blood pressure, serum 

creatinine, albumin levels, and glucose values are 

first encrypted using AES and RSA encryption 

algorithms to ensure confidentiality during storage 

and transmission. The encrypted data is then 

stored in a decentralized storage network using 

IPFS, which generates a unique Content Identifier 

(CID) for each record. This CID is recorded on 

the blockchain, ensuring data integrity, 

traceability, and immutability. For disease 

prediction, multiple machine learning algorithms 

such as Decision Tree, Random Forest, Logistic 

Regression, and K-Nearest Neighbors are 

implemented to analyze patient data and classify 

CKD risk. Ensemble learning techniques are used 

to combine the predictions of these models to 

improve overall accuracy and reliability. 

Additionally, blockchain-based smart contracts 

manage data access permissions and maintain 

transparent transaction logs. This integrated 

architecture ensures secure data management, 

reliable disease prediction, and trustworthy AI- 

driven healthcare system. 

 

IV. METHODOLOGY 

 

The proposed methodology focuses on developing 

a secure and decentralized framework for Chronic 

Kidney Disease (CKD) prediction using machine 

learning, blockchain technology, and IPFS. The 

system is designed to ensure accurate disease 

prediction while protecting sensitive patient data. 

The methodology includes several stages such as 

data collection, preprocessing, model training, 

encryption, and decentralized storage. 

 

4.1 Data Collection 

The first step in the methodology involves 

collecting medical datasets related to Chronic 

Kidney Disease. The dataset contains various 

clinical parameters such as age, blood pressure, 

albumin, blood glucose level, serum creatinine, 

hemoglobin, and other laboratory measurements. 

These attributes are used as input features for the 

machine learning models to identify patterns 

associated with CKD and non-CKD cases. 

 

4.2 Data Preprocessing 

Data preprocessing is performed to improve the 

quality of the dataset before model training. This 

step includes handling missing values, removing 

duplicate records, and converting categorical data 

into numerical format. Normalization and scaling 

techniques are applied to maintain uniformity 

among features. Proper preprocessing ensures 

better model performance and reduces the chances 

of prediction errors. 

 

4.3 Feature Selection 

Feature selection is used to identify the most 

relevant attributes that influence CKD prediction. 
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Techniques such as correlation analysis and 

statistical tests are applied to remove irrelevant 

or redundant features. Important features like 

serum creatinine, blood pressure, and glucose 

levels are selected as key indicators for 

predicting kidney disease. 

 

4.4 Machine Learning Model Development 

Multiple machine learning algorithms are 

implemented to perform CKD prediction. These 

include Decision Tree, Random Forest, Logistic 

Regression, and K-Nearest Neighbors (KNN). 

Each model is trained using the prepared dataset 

and evaluated using performance metrics such as 

accuracy, precision, recall, and F1-score. 

Ensemble learning techniques are also applied to 

combine model outputs and improve prediction 

reliability. 

 

4.5 Data Encryption 

To ensure privacy and security of patient data, 

encryption mechanisms are applied before storing 

or transmitting medical records. AES (Advanced 

Encryption Standard) is used for encrypting the 

data, while RSA encryption secures the exchange 

of encryption keys. This dual-layer security 

ensures that sensitive healthcare information 

remains protected from unauthorized access. 

 

4.6 Blockchain Integration 

Blockchain technology is used to maintain a 

transparent and tamper-proof record of all 

transactions related to CKD prediction. Smart 

contracts control data access permissions and 

record prediction results on the blockchain ledger. 

This ensures data integrity, accountability, and 

trust among healthcare providers and patients. 

 

4.7 IPFS-Based Decentralized Storage 

The InterPlanetary File System (IPFS) is used for 

decentralized storage of encrypted medical 

records. When data is uploaded to IPFS, a unique 

Content Identifier (CID) is generated. This CID is 

stored on the blockchain and used to retrieve the 

data when required. The combination of 

blockchain and IPFS ensures secure, scalable, and 

reliable data management. 

 

4.8 Prediction and Result Generation 

Finally, the trained machine learning models 

analyze the patient data and generate predictions 

indicating whether the patient is at risk of CKD or 

not. The prediction results are securely stored and 

can be accessed by authorized healthcare providers. 

This approach enables accurate diagnosis while 

maintaining privacy and transparency in healthcare 

systems 

 

V. ALGORITHMS 

The proposed Chronic Kidney Disease (CKD) 

prediction system uses multiple machine learning 

and security algorithms to ensure accurate disease 

prediction and secure handling of patient data. 

These algorithms work together to analyze 

medical data, generate reliable predictions, and 

protect sensitive healthcare information within a 

decentralized environment. 

 

5.1 Decision Tree Algorithm 

The Decision Tree algorithm is a supervised 

machine learning method used for classification 

tasks. It works by splitting the dataset into 

different branches based on important attributes 

such as blood pressure, albumin level, and serum 

creatinine. Each node in the tree represents a 

decision condition, and the final leaf node 

represents the prediction result (CKD or Non- 

CKD). Decision Trees are easy to interpret 

because they follow simple “if–then” rules, 

making them useful in healthcare applications 

where transparency and explainability are 

important. 

 

5.2 Random Forest Algorithm 

Random Forest is an ensemble learning algorithm 

that combines multiple decision trees to improve 

prediction accuracy and stability. Instead of 

relying on a single tree, the algorithm builds 

several trees using different subsets of data and 

features. The final prediction is obtained by 

majority voting among all trees. Random Forest 

reduces overfitting and performs well with 

complex medical datasets, making it highly 

suitable for CKD prediction. 

 

5.3 Logistic Regression 

Logistic Regression is a statistical classification 

algorithm used to predict binary outcomes. In this 

system, it determines whether a patient has CKD 

or not based on medical parameters such as 
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glucose levels, blood pressure, and hemoglobin. 

The algorithm uses a sigmoid function to convert 

linear outputs into probability values between 0 

and 1. Due to its simplicity and interpretability, 

Logistic Regression is widely used in medical 

research. 

 

5.4 K-Nearest Neighbors (KNN) 

K-Nearest Neighbors is a supervised learning 

algorithm that classifies a new data instance 

based on similarity to existing data points. It 

calculates the distance between the new patient 

record and stored records using distance 

measures such as Euclidean distance. The 

algorithm then assigns the class most common 

among the nearest neighbors. KNN is simple, 

effective, and performs well with healthcare 

datasets containing mixed attributes. 

 

5.5 AES Encryption Algorithm 

The Advanced Encryption Standard (AES) is used 

to secure patient medical records before storage or 

transmission. AES encrypts data using a 

symmetric key, ensuring that sensitive healthcare 

information remains confidential. This encryption 

protects patient data from unauthorized access 

during the CKD prediction process. 

 

5.6 RSA Encryption Algorithm 

RSA is an asymmetric encryption algorithm used 

for secure key exchange. It uses a pair of keys— 

public and private—to encrypt and decrypt data. 

In this system, RSA protects the encryption keys 

used by AES, ensuring secure communication 

between users, healthcare providers, and storage 

systems. 

 

5.7 Blockchain Technology 

Blockchain technology is used to maintain a 

decentralized and tamper-proof record of CKD 

prediction transactions. Each transaction is stored 

as a block in a distributed ledger, ensuring 

transparency, security, and immutability. Smart 

contracts manage data access permissions and 

verify prediction records. 

 

5.8 InterPlanetary File System (IPFS) 

IPFS is a decentralized storage system used to 

store encrypted medical records and prediction 

results. When a file is uploaded to IPFS, it 

generates a unique Content Identifier (CID) based 

on the file’s hash value. This CID is stored on the 

blockchain, allowing secure and efficient retrieval 

of patient data without relying on centralized 

servers 

VI. RESULTS AND DISCUSSION 

 

The proposed decentralized CKD prediction system 

was evaluated using several machine learning 

algorithms to measure prediction accuracy, 

performance efficiency, and system scalability. The 

models were trained using the preprocessed CKD 

dataset and evaluated using standard metrics such 

as accuracy, precision, recall, and F1-score. The 

experimental results show that ensemble-based 

methods such as Random Forest provide higher 

accuracy compared to individual algorithms. 

Additionally, the integration of blockchain and 

IPFS ensures secure storage and transparent access 

to prediction records without compromising data 

privacy.The system  was  also  tested  for  

computational 

performance and response time. Encryption 

mechanisms such as AES and RSA ensured secure 

data transmission, while blockchain guaranteed 

immutability of prediction logs. IPFS storage 

enabled decentralized file retrieval, eliminating 

single points of failure. The experimental results 

demonstrate that the proposed system can 

efficiently process medical data, generate accurate 

CKD predictions, and maintain strong data 

security. 

 
Table 1: Machine Learning Model Accuracy Comparison 

 

 

Algorithm 
Accuracy 

(%) 

Precision 

(%) 

Recall 

(%) 

F1- 

Score 

(%) 

Decision 

Tree 
92.4 91.7 90.8 91.2 
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Random 

Forest 
96.8 96.2 95.9 96.0 

Logistic 

Regression 
93.6 92.9 92.3 92.6 

KNN 94.1 93.5 92.8 93.1 

Random Forest achieved the highest accuracy due 

to its ensemble nature, which reduces overfitting 

and improves generalization. 
 

 
Figure 1: Model Accuracy Comparison of Machine 

Learning Algorithms 

 

Figure 1 presents the accuracy comparison of 

different machine learning algorithms used for 

Chronic Kidney Disease (CKD) prediction. The 

X-axis represents the algorithms, including 

Decision Tree, Random Forest, Logistic 

Regression, and K-Nearest Neighbors (KNN), 

while the Y-axis represents the accuracy 

percentage. Among the evaluated models, the 

Random Forest algorithm achieved the highest 

accuracy of 96.8%, outperforming the other 

models. Logistic Regression and KNN achieved 

accuracies of 93.6% and 94.1%, respectively, 

while Decision Tree obtained 92.4% 

accuracy. 

This comparison indicates that Random Forest 

provides better prediction performance for CKD 

detection. 

Table 2: System Performance Metrics 
 

Parameter Value 

Average Prediction Time 2.5 seconds 

Blockchain Transaction 

Time 
3.2 seconds 

IPFS Retrieval Time 1.8 seconds 

System Uptime 99.9% 

Table 2 presents the performance evaluation of the 

proposed CKD prediction system in terms of speed, 

reliability, and system efficiency. The average 

prediction time of 2.5 seconds indicates that the 

machine learning models can quickly analyze 

patient data and generate results, which is 

important for real-time healthcare applications. The 

blockchain transaction time of 3.2 seconds 

represents the time required to securely record 

prediction results and data identifiers on the 

blockchain ledger, ensuring transparency and 

immutability. The IPFS retrieval time of 1.8 

seconds shows the efficiency of decentralized data 

storage and retrieval. Additionally, the system 

uptime of 99.9% demonstrates high reliability and 

continuous availability of the healthcare prediction 

system. 
 

Figure 2: System Response Time Analysis 

Figure 2 illustrates the time required for different 

operations performed in the proposed CKD 

prediction system. The graph compares the 

response time of key processes including data 

encryption, machine learning prediction, 

blockchain transaction recording, and IPFS data 

retrieval. The results show that data encryption 

takes approximately 1.5 seconds, ensuring 

secureprotection of patient information before 

processing. The machine learning prediction 

process requires around 2.5 seconds, indicating 

efficient analysis of medical data for CKD 

detection. Recording the prediction results on the 

blockchain takes about 3.2 seconds, which ensures 

transparency and immutability of the transaction. 

Finally, IPFS retrieval requires around 1.8 seconds, 

demonstrating fast access to decentralized stored 

data. Overall, the graph indicates that the system 

maintains efficient processing speed while ensuring 

strong security and decentralized data management, 

making it suitable for real-time healthcare 

applications. 

Table 3: Security Evaluation Results 
 

Security Feature Status 
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AES Data Encryption Enabled 

RSA Key Exchange Secure 

Blockchain Immutability Verified 

IPFS Data Integrity Confirmed 

 

Table 3 presents the security evaluation of the 

proposed CKD prediction system, highlighting 

the mechanisms used to protect sensitive patient 

data. The system uses AES encryption to secure 

medical records before storage or transmission, 

ensuring that unauthorized users cannot access 

the information. RSA encryption is applied for 

secure key exchange, providing an additional 

layer of protection during communication. The 

blockchain immutability feature ensures that 

once a transaction or prediction record is stored, 

it cannot be modified or tampered with, 

maintaining data integrity. Additionally, IPFS 

data integrity guarantees secure decentralized 

storage, allowing encrypted medical files to be 

safely stored and retrieved without relying on 

centralized servers. 
 

Figure 3: prediction category 

The CKD Prediction Distribution graph represents 

the number of cases predicted by the model as 

either CKD detected or Non-CKD. In this graph, 

the X-axis represents the prediction categories, 

while the Y-axis represents the number of cases in 

the dataset. The results show that 250 cases were 

predicted as CKD and 150 cases were predicted as 

Non-CKD. This distribution indicates that the 

model is capable of identifying patients who are at 

risk of Chronic Kidney Disease effectively. The 

graph helps visualize how the prediction model 

classifies patient records. It also demonstrates that 

the system can distinguish between diseased and 

healthy cases with reliable performance. 

CONCLUSION 

 

This research proposes a privacy-preserving and 

decentralized framework for Chronic Kidney 

Disease (CKD) prediction by integrating machine 

learning algorithms, blockchain technology, and the 

InterPlanetary File System (IPFS). The system 

addresses key challenges in traditional healthcare 

systems, such as data privacy risks, centralized 

storage, and limited transparency. By combining 

machine learning with decentralized technologies, 

the framework enables secure and reliable early 

detection of CKD. 

 

Several machine learning algorithms, including 

Decision Tree, Random Forest, Logistic 

Regression, and K-Nearest Neighbors, were used to 

analyze patient medical data and predict CKD risk. 

Among them, ensemble-based models showed 

better accuracy and prediction performance. To 

protect sensitive medical information, AES and 

RSA encryption techniques are used during data 

storage and transmission. 

 

Blockchain technology ensures transparency and 

immutability of prediction records, while IPFS 

provides decentralized storage for medical data. 

Experimental results demonstrate high prediction 

accuracy, improved security, and efficient 

performance, enabling secure collaboration among 

healthcare providers and supporting early diagnosis 

and better clinical decision-making for CKD 

patients. 
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