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ABSTRACT

The rapid expansion of digital banking and online financial services has significantly increased the volume and velocity of
transaction data, making fraud detection a critical challenge for modern financial systems. Traditional fraud detection
mechanisms are often batch-based, reactive, and unable to process high-frequency transaction streams in real time, resulting in
delayed responses and increased financial risks. To address these limitations, this project proposes a Real-Time Bank
Transaction Fraud Detection System using Apache Kafka and Machine Learning (ML), which combines real-time data
streaming with intelligent predictive analytics. The proposed system utilizes Apache Kafka, a distributed streaming platform, to
handle continuous transaction data flow through a producer-consumer architecture. The producer publishes transaction records
to Kafka topics, while the consumer continuously retrieves the streaming data and forwards it to the ML model for analysis.
The machine learning component, implemented using algorithms such as Random Forest, is trained on historical transaction
data to identify patterns of normal and fraudulent behavior. Data preprocessing techniques are applied to convert non-numeric
attributes into numerical format and normalize features, ensuring compatibility with ML models. Once deployed, the system
performs real-time fraud detection by analyzing incoming transaction streams and classifying them as either legitimate or
fraudulent. The integration with a Flask-based web interface allows users to generate Kafka streams, consume data, and
visualize prediction results dynamically. Experimental results demonstrate the system’s ability to process streaming data
efficiently and provide instant predictions, making it scalable and suitable for real-world banking applications. Overall, the
proposed approach enhances fraud detection accuracy, reduces response time, and improves financial security by enabling
proactive and real-time decision-making.

Keywords: Real-Time Fraud Detection, Apache Kafka, Machine Learning, Random Forest, Data Streaming, Financial
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LINTRODUCTION

The rapid growth of digital banking and online payment systems has transformed the financial landscape, enabling
fast and convenient transactions across the globe. However, this advancement has also led to a significant increase in financial
fraud, posing serious threats to both customers and financial institutions. Fraudulent activities such as unauthorized
transactions, identity theft, and money laundering have become more sophisticated, making detection increasingly challenging.
Traditional fraud detection systems are typically rule-based and operate in batch mode, which limits their ability to detect
anomalies in real time [1], [2]. As transaction volumes grow, there is a critical need for intelligent systems capable of
processing large-scale data streams and identifying fraudulent behavior instantly to prevent financial losses [3].

To overcome these limitations, modern approaches leverage real-time data processing and machine learning techniques.
Technologies such as Apache Kafka enable high-throughput, fault-tolerant data streaming, allowing financial transactions to be
processed as continuous data flows rather than static datasets [4], [5]. In this architecture, Kafka acts as a distributed messaging
system with producers and consumers, ensuring efficient data delivery and scalability. On the other hand, machine learning
algorithms can analyze transaction patterns, learn from historical data, and detect anomalies that indicate potential fraud [6],
[7]. These intelligent models improve detection accuracy and adapt to evolving fraud techniques, making them more effective
than traditional systems [8].

In this context, the proposed project, Real-Time Bank Transaction Fraud Detection using Kafka and Machine Learning, aims to
integrate streaming technology with predictive analytics to build a robust fraud detection framework. The system processes
live transaction data using Kafka and applies machine learning models such as Random Forest for classification [9], [10]. A
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web-based interface is used to visualize results and manage data flow, ensuring ease of use and real-time monitoring. This
approach provides a scalable, efficient, and proactive solution for fraud detection, enhancing security and trust in digital
banking environments while enabling faster and more accurate decision-making [11], [12].
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Figurel: System Architecture

This figure illustrates a real-time data streaming architecture using Apache Kafka, showing how data flows from production
systems to consumers through stream processing. The architecture begins on the Production side, where multiple MySQL
database instances (Game Log DB) store transactional data. These databases are horizontally scaled, meaning multiple
instances handle large volumes of data. A MySQL CDC (Change Data Capture) connector continuously monitors database
changes (inserts, updates, deletes) and streams these changes into Kafka. In the middle layer, Apache Kafka acts as the core
streaming platform. The CDC connector publishes data into multiple Kafka topics, which act as data channels. These topics
store real-time event streams that can be consumed by downstream systems. Additionally, KSQL (Kafka Stream Processing
Engine) is used to process streaming data in real time. It performs operations such as filtering, aggregation, and fraud detection
logic, and then outputs processed data into a Result Topic. The mention of “300 detecting by KsqlDB” indicates real-time
analytics or anomaly detection happening within the stream. On the Consumer side, multiple systems subscribe to Kafka
topics. Data is sent to a Data Lake for storage and analytics, used by BI teams. It is also sent to an Admin Database (adminDB)
and applications like GameAdminTool for monitoring and management. Notifications or alerts can be triggered through tools
like Slack.

II SURVEY OF RESEARCH

The study by Daksa et al. (2025) [1] presents a Kafka-based real-time fraud detection system integrated with Apache Spark and
Apache Flink for stream processing. The methodology evaluates latency and throughput using machine learning models such
as Random Forest for classification. Results indicate that Spark achieved lower latency (~0.8—0.9 seconds) compared to Flink
while maintaining stable throughput under varying loads. The study highlights the importance of selecting appropriate stream
processing frameworks for real-time fraud detection. However, it mainly focuses on performance benchmarking rather than
improving detection accuracy. This research is highly relevant as it demonstrates how Kafka can act as a backbone for scalable
fraud detection systems and supports the use of streaming architectures in financial applications.

The work by Dev and Usha (2025) [2] introduces an event-driven fraud detection pipeline using Kafka, KSQL, and Apache
Flink. The methodology combines rule-based filtering with machine learning-based anomaly detection to identify suspicious
transaction patterns such as abnormal login behavior and velocity violations. The system achieves a high true positive rate of
94.2% with sub-second latency, proving its efficiency in real-time environments. However, the architecture introduces
complexity due to multiple integrated technologies. This research emphasizes the effectiveness of combining stream
processing and ML models for proactive fraud detection, aligning closely with the proposed system.

Liu et al. (2025) [3] proposed a big data-driven fraud detection framework integrating Apache Kafka, Spark, and machine
learning algorithms. The methodology involves feature engineering and training models such as Logistic Regression, Decision
Trees, and Random Forest for binary classification. The results demonstrate over 99% accuracy, highlighting the power of
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combining big data platforms with ML techniques. However, the study relies on synthetic datasets, which may not fully
represent real-world complexities. This research provides strong evidence that scalable architectures with ML integration can
significantly improve fraud detection performance.

Veluru et al. (2019) [4] explored a real-time fraud detection system using Kafka and machine learning, focusing on anomaly
detection in high-velocity transactional data. The methodology involves continuous ingestion of transaction streams through
Kafka and applying ML models to detect unusual patterns. The results show improved fraud detection capability due to real-
time processing and continuous learning from historical data. However, the system requires careful tuning of models and
infrastructure. This study highlights the importance of real-time analytics and continuous learning, which is a key component
of the proposed system.

Dyapa (2025) [5] investigated real-time fraud detection using Kafka and stream processing frameworks, demonstrating that
financial organizations can reduce fraudulent transactions by up to 35% using advanced streaming platforms. The methodology
focuses on integrating Kafka with machine learning models to process live transaction data and identify anomalies instantly.
The results confirm that real-time systems significantly outperform traditional batch-processing systems. However, the study
does not deeply explore model optimization techniques. This research reinforces the importance of real-time streaming and
immediate response mechanisms in fraud detection systems.

Uzuegbu (2025) [6] proposed an intelligent real-time fraud detection system using machine learning and API-based event
streaming with Kafka. The methodology utilizes ensemble learning models such as Random Forest, Gradient Boosting, and
Neural Networks to improve detection accuracy. Data preprocessing techniques like normalization and SMOTE are used to
handle class imbalance. The system achieved an accuracy of 99.21%, demonstrating high effectiveness. However, the
implementation complexity and computational cost are notable limitations. This study strongly supports the integration of
ensemble learning and streaming architectures, which enhances the robustness and scalability of the proposed system.

III. WORKING METHODOLOGY

The proposed Real-Time Bank Transaction Fraud Detection System using Kafka and Machine Learning follows a
structured, event-driven pipeline to ensure continuous monitoring and instant fraud detection. The process begins with data
generation and ingestion, where transaction data is either collected from banking systems or simulated datasets. This data
includes both numerical and categorical attributes such as transaction amount, location, account details, and transaction type.
Before processing, the dataset undergoes data preprocessing, where non-numeric attributes are converted into numerical format
using encoding techniques, and normalization is applied to scale the features. This step ensures compatibility with machine
learning algorithms and improves model performance. The next stage involves machine learning model training, where
algorithms such as Random Forest are trained on historical transaction data to distinguish between normal and fraudulent
transactions. The dataset is split into training and testing sets (typically 70%—-30%), and evaluation metrics such as accuracy,
precision, and recall are calculated to assess model performance. Once trained, the model is integrated into the real-time
pipeline. Simultaneously, Apache Kafka is configured as the core streaming platform, consisting of producers and consumers.
The producer publishes transaction data to Kafka topics, while the consumer continuously listens for incoming data streams. In
the real-time execution phase, the Kafka consumer retrieves streaming transaction data and passes it to the trained ML model
for prediction. The model classifies each transaction as either “Normal” or “Fraud” in real time. The results are then displayed
through a Flask-based web interface, where users can generate data streams, monitor transactions, and view prediction
outcomes dynamically. Additionally, the system supports continuous data flow, ensuring scalability and low latency. This
methodology enables real-time fraud detection, high throughput processing, and proactive decision-making, making it suitable
for modern financial systems where immediate response to fraudulent activity is critical.

IV RESULTS EXPLANATIONS
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Figure 1: Kafka Producer Stream Generation Interface

This figure shows the Kafka Producer Stream Generation Interface of the real-time fraud detection system. In this screen, the
user interacts with a Flask-based web application that allows them to initiate the streaming of transaction data into Apache
Kafka. The interface contains navigation options such as “Generate Kafka Producer Stream,” “Consume Data & ML Fraud
Detection,” and “Logout,” enabling smooth workflow control. When the user clicks on the producer option, the system
publishes transaction records to Kafka topics. The message “Kafka producer publish total records = 5” indicates that five
transaction entries have been successfully streamed into the Kafka pipeline. These records simulate real-time banking
transactions. The producer plays a crucial role in ensuring continuous data flow, which is essential for real-time analytics. This
interface simplifies the process of data streaming and demonstrates how Kafka acts as a backbone for handling high-
throughput financial data in fraud detection systems.
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Figure 2: Kafka Consumer and ML Prediction Output

This figure represents the Kafka Consumer and Machine Learning Prediction Output Interface. In this stage, the Kafka
consumer continuously listens to the incoming data streams published by the producer. Once the data is received, it is passed to
the trained machine learning model, such as Random Forest, for real-time fraud prediction. The interface displays the
transaction records along with an additional column showing the prediction results. By scrolling to the right, users can view
whether each transaction is classified as “Normal” or “Fraud.” This real-time classification enables immediate identification of
suspicious activities. The system demonstrates end-to-end functionality where streaming data is processed instantly and
analyzed using ML algorithms. This interface highlights the effectiveness of integrating Kafka with machine learning,
providing a seamless pipeline from data ingestion to actionable insights, which is critical for preventing financial fraud in real-
world banking systems.
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In the above system, the final output clearly demonstrates the integration of machine learning with real-time data streaming
using Apache Kafka. After the transaction data is produced and consumed through Kafka, the trained ML model processes each
incoming record and classifies it as either “Normal” or “Fraud”, which is displayed in the last column of the output table. This
classification is based on patterns learned during the training phase. Initially, Jupyter Notebook is used to load the dataset,
preprocess it (convert non-numeric to numeric, normalization), and train the model using algorithms such as Random Forest.
Once the model is trained, it is integrated into the streaming pipeline. Kafka plays a key role by enabling continuous data flow
through its producer-consumer architecture, where the producer sends transaction data and the consumer receives it in real
time. The consumer then forwards the data to the ML model for prediction. The Flask-based web interface acts as a user-
friendly layer where users can trigger data streaming, view consumed data, and observe prediction results instantly. This end-
to-end pipeline ensures real-time fraud detection, scalability, and efficient processing, making the system highly suitable for
modern banking environments where quick decision-making is essential.

V.CONCLUSION

The proposed Real-Time Bank Transaction Fraud Detection System using Kafka and Machine Learning provides an
efficient and scalable solution to address the growing challenges of financial fraud in digital banking environments. By
integrating Apache Kafka for real-time data streaming with machine learning algorithms for intelligent prediction, the system
enables continuous monitoring and instant classification of transaction data. Unlike traditional batch-based systems, this
approach ensures low latency and immediate detection of suspicious activities, thereby reducing potential financial losses. The
implementation demonstrates how transaction data can be streamed through Kafka using a producer-consumer architecture,
processed in real time, and analyzed using a trained ML model such as Random Forest. The use of Jupyter Notebook for model
training and preprocessing ensures that the system is built on a reliable and well-optimized dataset. Furthermore, the
integration of a Flask-based web interface allows users to easily generate streams, consume data, and visualize prediction
results, making the system user-friendly and interactive. Overall, the project highlights the effectiveness of combining stream
processing with machine learning to build a proactive fraud detection system. It offers high scalability, adaptability to evolving
fraud patterns, and real-time decision-making capabilities. Future enhancements may include using larger datasets, advanced
deep learning models, and incorporating additional features such as anomaly scoring and alert systems to further improve
detection accuracy and system performance.
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