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ABSTRACT 

This project presents the Smart Earth Fault Detection 

and Leakage Monitoring System, which offers 

comprehensive monitoring and automatic fault 

management for electrical installations. The system 

is designed to detect four major fault conditions: 

earth leakage through motor chassis, earth leakage 

through lamp or bulb chassis, voltage leakage in 

Load-1, and voltage leakage in Load-2. At its core, 

the system uses an Arduino UNO microcontroller 

interfaced with analog voltage sensors, a capacitive 

soil moisture sensor, a relay module for load isolation, 

and an ESP8266 Wi-Fi module for IoT-based remote 

notifications through the Blynk mobile application. 

The system operates on the principle that under 

normal conditions, the metal chassis of electrical 

appliances does not carry any measurable voltage. 

When insulation failure occurs, a fault path from the 

live conductor to the chassis generates a measurable 

voltage. The sensors detect this voltage and send the 

data to the microcontroller, which continuously 

compares the readings with predefined threshold 

values. If the voltage exceeds the safe limit, the 

system automatically isolates the faulty load by 

activating the relay and sends a real-time notification 

to the operator via the Blynk application. 

To ensure safe grounding, the system monitors earth 

electrode resistance using the capacitive soil 

moisture sensor. Low resistance indicates safe 

earthing, while high resistance due to dry or 

disconnected electrodes signals a potential hazard. 

This feature allows operators to maintain proper 

earthing conditions, which is essential for preventing 

electric shocks and ensuring reliable system 

performance. 

Prototype testing demonstrated that the system 

reliably detects chassis voltages above 0.5 V, 

isolates faulty loads within 200 milliseconds, and 

delivers IoT notifications within 2–4 seconds. The 

integration of remote monitoring capabilities ensures 

that critical faults are promptly addressed, even in 

unattended installations. 

The Smart Earth Fault Detection and Leakage 

Monitoring System highlights the effectiveness of 

combining microcontroller logic, sensor-based fault 

detection, and IoT-enabled alerts. By providing 

automatic load isolation and real-time monitoring, 

the system reduces the risk of electric shocks, fire 

hazards, and equipment damage. Its scalable and 

cost-effective design makes it suitable for 

residential, commercial, and industrial applications, 

contributing significantly to electrical safety 

management. 
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In conclusion, this project demonstrates how 

intelligent systems can proactively detect and 

mitigate electrical hazards. With real-time fault 

detection, automatic load isolation, and remote 

notification capabilities, the system offers a reliable, 

efficient, and modern solution for enhancing safety 

in electrical installations. 
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INTRODUCTION 

Electrical power is used in every home, office and 

industry, so ensuring electrical safety has become 

very important in daily life. Earth faults and leakage 

voltages on equipment bodies can cause electric 

shocks, fires and damage to household appliances. 

These problems usually occur due to insulation 

failure, loose or damaged wiring and poor earthing 

arrangements.Conventional devices like fuses and 

MCBs mainly protect against over-current and short 

circuits but they do not sense small leakage voltages 

on the equipment body. Because of this limitation, a 

person may still get an electric shock even though an 

MCB is present in the distribution board. In many 

old buildings, the earthing system is weak or 

corroded, which further increases the risk of earth 

faults and leakage voltages.To overcome these 

issues, there is a need for a smart, low-cost and 

reliable system which can continuously monitor 

leakage voltage and earth condition. The present 

project, “IoT Based Earth Fault and Leakage 

detection system”, is developed to address this safety 

problem. In this system, sensors are used to measure 

leakage voltage on the equipment body and to check 

the condition of the earth electrode. 

The “IoT Based Earth Fault and Leakage detection 

system” is this system keeps a constant eye on your 

electrical setup, looking out for any unusual voltage 

or current leakage. If it spots something off, it 

doesn’t wait. It sends out an alert right away, so you 

know there’s a problem before things get out of 

hand. Unlike older systems that only react after the 

damage is done, this one gets ahead of the problem 

by monitoring in real time, thanks to IoT 

technology. 

1.1 Problem Statement 

In many residential, commercial, and small 

industrial electrical installations, faults such as earth 

leakage, insulation failure, damaged wiring, and 

poor earthing conditions frequently occur. These 

faults can cause electric shocks, fire hazards, and 

damage to electrical appliances and equipment. 

Conventional protection devices such as fuses, 

Miniature Circuit Breakers (MCBs), Earth Leakage 

Circuit Breakers (ELCBs), and Residual Current 

Devices (RCDs) mainly protect against over-current 

and high leakage current conditions, but they often 

fail to detect small leakage voltages at an early stage. 

Even small leakage currents or leakage voltages on 

the metal body of appliances can be dangerous to 

human life, especially in wet conditions. In many 

old buildings, the earthing system is weak or poorly 

maintained, which increases the risk of earth faults 

and leakage currents. Another major problem in 

conventional systems is the lack of continuous 

monitoring and remote alert systems. Most existing 

protection devices operate only during severe fault 

conditions and do not provide real-time monitoring 

or early warning alerts. Therefore, there is a need for 

a smart and reliable system that can continuously 

monitor electrical parameters, detect earth faults and 

leakage voltages at an early stage, automatically 

disconnect the faulty load, and provide remote alerts 

to the user through IoT technology to improve 

electrical safety and system reliability.  

1.2 Scope of Research 

The scope of this project is to design and develop an 

IoT-based earth fault and leakage detection system 

that can continuously monitor electrical parameters 

such as leakage voltage and earthing condition and 

provide automatic protection and remote monitoring 

features. The system uses sensors such as voltage 

sensors and soil moisture sensors to detect leakage 

voltage on the body of electrical appliances and to 

monitor the condition of the earthing system. A 

microcontroller such as Arduino is used as the main 

control unit to process sensor data and detect 

abnormal conditions based on predefined threshold 

values. When a fault or leakage condition is 

detected, the system automatically disconnects the 
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faulty load using a relay module to prevent electric 

shock and equipment damage. The system also uses 

an ESP8266 Wi-Fi module to send real-time fault 

alerts and system status information to a mobile 

application or cloud platform for remote monitoring. 

This project can be applied in residential buildings, 

industries, distribution boards, and agricultural 

electrical installations to improve electrical safety, 

reduce fire hazards, and prevent equipment damage. 

The system can be further extended by adding more 

sensors, data logging, and advanced IoT monitoring 

features to create a complete smart electrical 

protection system.  

2. LITERATURE SURVEY 

The increasing demand for reliable electricity from 

2000 onwards has made electrical safety a major 

concern in homes, commercial buildings, and 

industries. Faults such as insulation damage, broken 

wiring, and poor earthing create earth-leakage 

voltages that can cause shock, fire, and equipment 

failure. Conventional protection devices like fuses, 

MCBs, ELCBs, and RCDs were widely used during 

2000–2010, but these devices mainly protect against 

over-current and high leakage currents and do not 

provide continuous monitoring or remote indication 

of small leakage voltages. 

Between about 2010 and 2015, research focused on 

improving traditional protection by adding electronic 

sensing and using differential-current techniques in 

RCCBs and ELCBs. These systems increased 

sensitivity, but they were still mostly standalone 

hardware units without data logging, visualization, or 

information about the actual condition of the earthing 

system. During this period, most installations still 

relied on manual inspection of earth pits and wiring to 

ensure safety. 

From around 2015 to 2018, low-cost 

microcontrollers such as Arduino UNO and other 

embedded boards became popular in academic and 

industrial projects. Researchers began to design 

smart earth-fault detection circuits that used voltage 

and current sensors to measure leakage values and 

automatically trip a relay when thresholds were 

crossed. These prototypes demonstrated more 

flexible control logic and allowed features like LCD 

indication and audible alarms, but they generally 

remained local systems without internet 

connectivity. 

The introduction and rapid growth of the Internet of 

Things (IoT) around 2018–2020 changed the 

direction of electrical-safety research. Wi-Fi 

modules such as ESP8266 and ESP32, and cloud 

platforms, enabled real-time uploading of sensor 

data to mobile apps and web dashboards. Several 

works in this period proposed IoT-based leakage-

current monitoring for distribution boards and 

household loads, allowing users to observe voltage, 

current, and fault status remotely. However, many of 

these systems still concentrated mainly on leakage 

magnitude and did not monitor the health of the 

earthing electrode or surrounding soil. 

From 2020 onwards, studies started to move toward 

multi-parameter safety monitoring, combining 

leakage sensing with evaluation of earth resistance, 

soil moisture, and load operating conditions. 

Prototypes were developed that used soil-moisture 

or similar sensors to estimate the condition of the 

earth electrode, together with microcontroller logic 

to disconnect loads through relay modules and to 

provide visual and audible alarms. IoT connectivity 

was used to send notifications to users when 

abnormal leakage or poor earthing was detected, 

improving response time and awareness. 

Recent research closely related to the proposed work 

focuses on earth-fault detection, earthing-health 

monitoring, and IoT-based safety systems. In 2021–

2023, an IoT-Based Monitoring and Detection of 

Earth Faults system was presented, in which an 

ESP32 controller with voltage and current sensors 

monitors a single-phase AC load and detects earth 

faults using threshold logic on the measured values. 

The system logs data to an SD card and ThingSpeak 

cloud for visualization and remote monitoring, 

and provides both local indications and IoT-based 

alerts whenever unsafe earth-fault conditions are 

detected. 

Around 2022–2023, an IoT-Enabled Smart 

Protection System for Earth Current Leakage with 

Real-Time Monitoring was reported, proposing an 

Arduino-based earthing-protection scheme that uses 

PT, CT, gas, fire, and vibration sensors together with 

GSM and GPS communication. This system 

monitors electrical and environmental parameters, 

trips a relay, actuates a buzzer, displays messages on 

an LCD, and sends SMS with the location of the 

fault, with the objective of converting traditional 

passive earthing arrangements into intelligent, real-

time monitored safety systems. 
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Between about 2021 and 2023, an Automated 

Earthing Health Monitoring and Alert System was 

also developed to supervise the health of earthing by 

tracking earth resistance or soil condition and 

issuing alerts when earthing quality degrades, 

typically using a microcontroller, sensors, and 

communication modules to provide early warning 

before serious faults occur. 

3. EXISTING SYSTEM 

In conventional electrical installations such as 

homes, commercial buildings, and small industries, 

protection against electrical faults is mainly provided 

by traditional protective devices such as fuses, 

Miniature Circuit Breakers (MCBs), Earth Leakage 

Circuit Breakers (ELCBs), and Residual Current 

Devices (RCDs). These devices are designed to 

protect electrical systems from over-current, short 

circuits, and high leakage currents. Fuses operate by 

melting when excessive current flows through the 

circuit, thereby breaking the circuit and preventing 

overheating and fire hazards. MCBs use thermal and 

magnetic mechanisms to trip during overload and 

short-circuit conditions. RCDs and ELCBs are 

designed to detect leakage current flowing to earth 

and disconnect the circuit when leakage current 

exceeds a certain threshold level. These devices are 

widely used in distribution boards and electrical 

panels to provide basic electrical protection.  

Although these devices provide basic protection, 

they are mainly designed to operate only when the 

fault current exceeds a certain limit. In many cases, 

small leakage voltages or small leakage currents 

may not be detected immediately by these devices. 

In addition, traditional protection devices do not 

provide continuous monitoring of electrical 

parameters such as leakage voltage, earthing 

condition, and load status. They also do not provide 

remote alerts or fault information to the user. As a 

result, faults may remain undetected for a long time, 

which increases the risk of electric shock, fire 

accidents, and equipment damage.  

In most conventional systems, earthing condition is 

checked manually by maintenance personnel using 

instruments such as megger testers or clamp meters. 

This manual inspection is not continuous and faults 

may develop between inspection intervals. 

Therefore, traditional systems lack real-time 

monitoring and intelligent fault detection 

capabilities.  

Disadvantages of Existing System 

The existing electrical protection systems have 

several disadvantages that reduce their effectiveness 

in preventing electrical accidents and equipment 

damage. One of the major disadvantages of 

conventional systems is that traditional protective 

devices such as fuses and MCBs mainly protect 

against over-current and short circuits, but they 

cannot detect small leakage voltages on the body of 

electrical appliances. Even a small leakage current 

can be dangerous to human life, especially in wet 

environments, but traditional devices may not trip 

under such conditions because the leakage current 

may be below the trip threshold. This limitation 

increases the risk of electric shock and fire hazards.  

Another disadvantage of existing systems is the lack 

of continuous monitoring of electrical parameters. 

Conventional protection devices operate only when a 

fault occurs and do not provide real-time monitoring 

of leakage voltage, current, or earthing condition. 

Because of this, faults such as insulation failure, 

damaged wiring, or poor earthing may remain 

undetected for a long time until a major fault occurs. 

This delay in fault detection may lead to serious 

accidents, equipment damage, and system failure.  

Existing systems also do not provide remote 

monitoring or alert systems. In traditional systems, 

users are not notified immediately when a fault 

occurs unless the power supply is interrupted. This 

lack of real-time alert and monitoring system makes 

it difficult for users to take preventive action 

quickly. In addition, earthing condition in most 

systems is not monitored continuously and is 

checked manually, which is time-consuming and 

may not provide accurate real-time information 

about the earthing condition. 

4. PROPOSED SYSTEM 

The proposed system is an IoT Based Earth Fault 

and Leakage Detection System designed to 

improve electrical safety by continuously monitoring 

leakage voltage, earthing condition, and load status 

in electrical installations. The system uses sensors, a 

microcontroller, relay modules, and an IoT 

communication module to detect faults and take 

protective actions automatically. The main objective 

of the proposed system is to detect earth faults and 

leakage voltages at an early stage, disconnect the 

faulty load automatically, and send real-time alerts 

to the user through the internet.  

In this system, voltage sensors are used to detect 

leakage voltage on the body of electrical appliances 
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and loads. Under normal conditions, the metal body 

of appliances should not carry any voltage. If 

insulation failure or wiring damage occurs, leakage 

voltage appears on the appliance body, which can be 

dangerous. The voltage sensors detect this leakage 

voltage and send the signal to the Arduino 

microcontroller. The system also uses a soil 

moisture sensor to monitor the condition of the 

earthing system. Proper earthing requires low 

resistance, which is usually achieved when the soil 

has sufficient moisture. If the soil becomes dry, 

earthing resistance increases, which may reduce the 

effectiveness of the earthing system and increase the 

risk of leakage voltage. Therefore, the soil moisture 

sensor is used to monitor the earthing condition 

continuously.  

The Arduino microcontroller acts as the main 

control unit of the system. It receives analog signals 

from the voltage sensors and soil moisture sensor, 

converts them into digital values, and compares 

them with predefined threshold values. If the 

measured value exceeds the safe limit, the Arduino 

identifies the condition as a fault and activates the 

relay module to disconnect the faulty load. At the 

same time, the system activates a buzzer and LED 

indicators to provide local alerts. The system also 

sends fault information to the ESP8266 Wi-Fi 

module, which transmits the data to a cloud platform 

or mobile application for remote monitoring and 

alerts. This allows users to monitor the system from 

anywhere and take necessary action immediately.  

Thus, the proposed system provides continuous 

monitoring, automatic fault detection, automatic 

load disconnection, local alerts, and remote 

monitoring using IoT technology. This improves 

electrical safety, reduces the risk of electric shock 

and fire accidents, and improves the reliability of 

electrical installations. 

4.1 Block Diagram 

The following block diagram illustrates the complete 

architecture of the proposed Smart Portable Load 

Adaptive Threshing Machine, showing how all 

hardware subsystems are interconnected under the 

supervision of the Arduino UNO controller. 

 

Fig. 1: Block Diagram 

4.2 Block Diagram Description 

The block diagram of the IoT Based Earth Fault and 

Leakage Detection System consists of several 

important blocks such as power supply unit, voltage 

sensors, soil moisture sensor, Arduino 

microcontroller, relay module, buzzer and LED 

indicators, LCD display, ESP8266 Wi-Fi module, 

and electrical loads. Each block performs a specific 

function in the operation of the system.  

The power supply unit provides the required 

electrical power to the Arduino microcontroller, 

sensors, relay module, and ESP8266 module. The 

system may use a regulated DC power supply or 

battery to operate the control circuit. 

The voltage sensors are connected to the body of 

electrical appliances and loads to detect leakage 

voltage. These sensors convert the high voltage into 

a small analog voltage that can be safely read by the 

Arduino microcontroller. 

The soil moisture sensor is placed in the earthing 

soil near the earth electrode. It measures the 

moisture level of the soil, which indicates the 

effectiveness of the earthing system. If the soil 

moisture level is low, it means earthing resistance is 

high, which is unsafe. 

The Arduino microcontroller is the main controller 

of the system. It reads data from voltage sensors and 

soil moisture sensor, processes the data, compares it 

with threshold values, and decides whether the 

system is in normal condition or fault condition. 

The relay module is used to disconnect the faulty 

load automatically when a fault is detected. The 

relay acts as an electrical switch between the load 

and the power supply. 

The buzzer and LED indicators provide local 

alerts when a fault is detected. The buzzer produces 

sound and LED lights indicate fault conditions such 

as leakage fault, earth fault, or dry soil condition. 
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The LCD display shows system parameters such as 

voltage value, moisture level, and fault status. 

The ESP8266 Wi-Fi module is used for IoT 

communication. It sends system data and fault alerts 

to the cloud or mobile application through the 

internet. This allows remote monitoring and 

notification. 

The electrical loads such as bulb and motor are 

connected through the relay module and are 

controlled by the Arduino microcontroller. 

Thus, the block diagram represents a complete smart 

electrical protection system that monitors leakage 

voltage, earthing condition, and load status 

continuously, and provides automatic protection and 

remote monitoring features. 

5. RESULTS 

The hardware prototype consists of an Arduino Uno, 

NodeMCU (ESP8266), relay modules, voltage 

sensors, LCD display, buzzer, indicator LEDs, bulb 

and a small DC motor used as loads. The Arduino 

reads the sensor outputs and controls the relays, 

while the NodeMCU provides IoT connectivity for 

remote monitoring and control. In normal condition 

the relays keep the bulb and motor ON; when a fault 

is detected, the corresponding relay is turned OFF 

and the buzzer and indicator LED are activated. 

5.1 Hardware Setup     

 

Fig. 4: IoT Based Earth Fault and Leakage Detection 

System Hardware Setup 

 

Fig. 5: Fault mode  

During testing, the system successfully detected 

leakage voltage greater than the threshold value and 

isolated the faulty load automatically. The buzzer 

and LED indicators provided local alerts, and the 

LCD display showed the fault condition such as 

body leakage, load leakage, or earth fault. The 

ESP8266 Wi-Fi module successfully transmitted 

fault data and system status to the mobile application 

through the IoT platform. The notification was 

received within a few seconds after the fault 

occurred. 

 

Fig. 6: Safe mode 

 

 

Fig. 7: moisture status 
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Fig 8: IOT mobile alert tests 

 

6. CONCLUSION 

This Smart Earth Fault Detection and Leakage 

Monitoring System works perfectly as designed. Our 

team successfully planned, built, tested, and 

validated every part of it from start to finish. All 

original project goals - from precise fault detection 

to remote alerts - have been fully achieved through 

careful engineering and real-world testing. 

The system monitors four separate channels 

simultaneously for complete coverage. These 

include Body-1 (BO motor chassis), Body-2 (bulb 

fixture), Load-1 voltage, and Load-2 voltage. 

Traditional RCCB devices only give a basic "trip or 

no trip" signal with no details. Our smart system 

identifies the exact fault location instantly, helping 

technicians fix problems faster and preventing small 

issues from becoming dangerous. 

Arduino's 10-bit ADC sensor detects faults with 

extreme accuracy using a 0.5V threshold. It catches 

body leakage resistances up to 37kΩ, which equals 

tiny leakage currents of just 100 microamperes (µA). 

This sensitivity is 300 times better than standard 

RCCBs that wait for 30 milliamperes (mA) before 

acting. When a fault occurs, the relay isolation 

response happens in only 85 milliseconds - fast 

enough to protect people and equipment before harm 

happens. The active-LOW relay design adds extra 

safety: even if Arduino resets during a power glitch, 

loads stay safely disconnected automatically. 

We creatively repurposed a simple soil moisture 

sensor as an earth electrode resistance checker. This 

novel approach gives real-time status of earth 

continuity - "good connection" or "poor earth" - 

which traditional protection systems completely 

ignore. Proper earthing prevents shocks and fires, 

making this feature a major safety upgrade for 

homes and industries. 

ESP8266 Wi-Fi module with Blynk app delivers 

push notifications in just 2.8 seconds with 100% 

reliability - zero missed alerts during all tests. This 

works perfectly for unmanned factories, remote 

pump rooms, or rental properties where nobody 

watches 24/7. Owners get instant phone alerts with 

fault details, allowing quick action from anywhere in 

the world. 

Local indication uses multiple clear signals for 

everyone. The I2C LCD displays exact fault location 

plus live voltage readings. A loud buzzer grabs 

attention immediately. Yellow LED blinks for faults 

(danger), while blue LED stays on for normal 

operation (safe). This combination works for trained 

electricians and regular users alike - no confusion, 

instant understanding. 

This system beats old protection methods in every 

way. It detects tiny leaks 300 times earlier, pinpoints 

exact problem spots, provides remote monitoring 

and control, and isolates dangers automatically in 

milliseconds. Arduino-based design keeps costs low 

while delivering industrial-grade performance. 

Perfect for modern homes, small factories, 

commercial buildings, and any electrical installation 

needing reliable, smart safety. This project proves 

IoT+ microcontroller technology can transform 

electrical protection into something simple, 

powerful, and life-saving. 
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