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Abstract—The proliferation of pay-per-click (PPC) digital 

advertising has given rise to a critical threat: fake ad click fraud, 

where bots or malicious actors generate illegitimate clicks 

causing billions of dollars in annual losses. This paper presents 

a hybrid machine learning system combining a supervised 

XGBoost classifier and an unsupervised Isolation Forest 

anomaly detector to identify fraudulent clicks in real time. 

Behavioral feature engineering extracts IP-level click counts, 

hourly burst patterns, and app-channel interaction frequencies 

from raw click-log data. The XGBoost model achieves 98.2% 

accuracy and an AUC-ROC of 0.974 with a scale_pos_weight of 

438.56 to handle severe class imbalance. A weighted risk score 

(70% XGBoost + 30% Isolation Forest) drives a three-tier fraud 

classification: Genuine, Suspicious, and Fraud. A Streamlit 

dashboard provides real-time scoring, burst detection, feature 

importance visualization, and session export functionality. 

Keywords—Ad Click Fraud; Anomaly Detection; Class 

Imbalance; Feature Engineering; Isolation Forest; Risk Scoring; 

XGBoost. 

I.    INTRODUCTION 

Digital advertising has grown into a multi-billion-dollar 

industry, with pay-per-click (PPC) advertising being one of 

the most widely adopted monetisation models. Platforms 

such as Google Ads and Facebook Ads charge advertisers for 

every click their advertisements receive. Malicious actors 

exploit this model by generating artificial clicks through 

automated bots, click farms, or competitor sabotage, resulting 

in massive financial waste. Industry reports estimate that 

click fraud accounts for losses exceeding USD 35 billion 

annually. 

Traditional rule-based fraud detection systems rely on 

IP blacklists, static click-velocity thresholds, and known bot 

user-agent signatures. While these approaches provide a first 

line of defence, they fail to generalise to novel fraud 

strategies that continuously evolve to circumvent detection. 

Machine learning offers a data-driven alternative that can 

capture complex non-linear patterns and adapt to emerging 

fraud tactics from historical click-log data. 

This paper makes the following contributions: (i) a 

behavioral feature-engineering pipeline that derives IP-level, 

temporal, and channel interaction features from raw click 

records; (ii) a supervised XGBoost classifier that handles 

extreme class imbalance via scale_pos_weight calibration; 

(iii) an unsupervised Isolation Forest component for 

statistical anomaly detection; (iv) a hybrid risk-scoring 

formula that combines both signals; and (v) a real-time 

Streamlit dashboard with burst detection, gauge 

visualization, and session reporting. The paper is structured 

as follows: Section II reviews related work; Section III 

describes the dataset; Section IV details methodology; 

Section V presents results; Section VI covers explainability; 

Section VII describes system architecture; Section VIII 

discusses findings; Section IX concludes. 

II.    RELATED WORK 

Kitchens et al. [1] proposed a framework using logistic 

regression and random forests on click-log data, 

demonstrating that temporal patterns and IP-based features 

are strong indicators of fraudulent activity. Zhang and Wu [2] 

extended this work with LSTM-based user behavioral 

sequences, achieving a 15% improvement over traditional 

classifiers on sequential click data. 

Tian et al. [3] demonstrated that aggregated features, 

such as clicks per IP within a one-hour window and device-

channel interaction frequencies, significantly improve 

classifier performance on imbalanced fraud datasets. Their 

experiments on the TalkingData AdTracking dataset showed 

XGBoost with aggregated features achieving AUC scores 

exceeding 0.97, directly motivating our feature engineering 

strategy. 

Chen et al. [4] proposed a hybrid CNN-RNN model to 

capture local patterns and temporal dependencies. While 

deep learning achieved marginal AUC improvements, 

gradient boosting methods proved more practical for 

deployment. Alsubaihi and Al-Rodhaan [5] surveyed real-

time fraud detection architectures and concluded that REST-

API served models with pre-loaded serialised classifiers can 

achieve sub-100ms inference, making them suitable for real-

time ad click verification. Existing commercial tools such as 

ClickCease and TrafficGuard rely on proprietary rules 
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lacking model transparency, motivating an open, 

interpretable machine learning approach. 

III.    DATASET AND PREPROCESSING 

A.  Dataset Description 

The project uses a click-fraud detection dataset 

modelled on the TalkingData AdTracking Fraud Detection 

Challenge (Kaggle, 2018). Each record represents one ad 

click event with the following attributes: ip (anonymised 

IPv4 integer), app (application identifier), device (hardware 

class code), os (operating system version code), channel 

(publisher network identifier), click_time (UTC timestamp), 

and is_attributed (binary target: 1 = genuine download, 0 = 

no download / fraud). The dataset is highly imbalanced, with 

approximately 0.23% positive-class instances. 

B.  Preprocessing Pipeline 

The preprocessing module converts click_time to a 

pandas datetime object and extracts two time-based features: 

hour (0-23) and day (1-31). The attributed_time column is 

dropped to prevent data leakage. Missing values in integer 

columns are filled with the column median. No label 

encoding of high-cardinality fields is required as all 

categorical columns are already numeric identifiers. 

IV.    METHODOLOGY 

A.  Feature Engineering 

Four behavioral features are engineered via pandas 

groupby().transform() operations that preserve the original 

DataFrame structure: (1) ip_click_count: total clicks from the 

same IP address, a primary bot traffic indicator; (2) 

ip_hour_click_count: clicks per IP per hour capturing rapid 

burst patterns; (3) app_click_count: total clicks per 

application, identifying targeted fraud campaigns; and (4) 

ip_unique_channels: count of distinct ad channels accessed 

by each IP, distinguishing human browsing diversity from 

scripted bot uniformity. 

B.  XGBoost Classifier 

An XGBClassifier is trained on an 80/20 stratified train-

test split. Class imbalance is handled via scale_pos_weight = 

neg / pos = 438.56, which inversely weights the minority 

(genuine) class during gradient updates. Table I lists the key 

hyperparameters. The model is serialised to 

models/xgboost_model.pkl using joblib for deployment. 

TABLE I: XGBoost Hyperparameter Configuration 

Parameter Value Rationale 

n_estimators 200 Balance accuracy vs. 

training time 

max_depth 6 Prevent overfitting on 

sparse classes 

learning_rate 0.1 Standard step-size for 

gradient updates 

scale_pos_weight 438.56 Compensate 200:1 

class imbalance 

eval_metric logloss Penalise confident 

wrong predictions 

subsample 0.8 Row subsampling to 
reduce variance 

* scale_pos_weight computed from training set class ratio. 

C.  Isolation Forest 

An IsolationForest anomaly detector is trained on all 

feature-engineered click records without the target label. It 

partitions the feature space by randomly selecting a feature 

and a split value; anomalous points require fewer splits to 

isolate. Table II lists configuration parameters. The model 

outputs +1 (normal) or -1 (anomaly) for each click, converted 

to a binary anomaly_score. 

TABLE II: Isolation Forest Configuration 

Parameter Setting 

n_estimators 100 

contamination 0.01 (1% anomaly prior) 

random_state 42 (reproducibility) 

max_features 1.0 (all features) 

D.  Hybrid Risk Scoring 

The two model signals are fused via a weighted risk 

formula: Risk_Score = 0.70 x XGBoost_Probability + 0.30 x 

Anomaly_Score, where Anomaly_Score = 1.0 if Isolation 

Forest predicts -1, else 0.0. Three-tier classification maps 

Risk_Score to Genuine (< 0.40), Suspicious (0.40-0.60), or 

Fraud (> 0.60). A real-time burst detection overlay adds up 

to +0.25 to the risk score when three clicks are detected 

within three seconds. 

V.    EXPERIMENTAL RESULTS 

A.  Model Performance Comparison 

Four classifiers were trained and evaluated on the click-

fraud dataset. Table III summarises performance. XGBoost 

achieves the best result across all metrics with 98.2% 

accuracy and AUC-ROC of 0.974. The significant gap 

between Logistic Regression (AUC 0.870) and tree-based 

methods confirms the non-linear nature of click fraud 

patterns. Random Forest follows closely (AUC 0.961) and 

serves as a strong alternative. 

TABLE III: Classifier Performance on Hold-Out Test Set 

Model Acc. Prec. Recall AUC 

Logistic Regression 93.4% 0.72 0.61 0.870 

Decision Tree 96.1% 0.84 0.79 0.912 

Random Forest 97.8% 0.91 0.86 0.961 

XGBoost 98.2% 0.94 0.89 0.974 
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Fig. 2. Model Performance Comparison — Accuracy and AUC-ROC across 

four classifiers. 

B.  Confusion Matrix Analysis 

The XGBoost confusion matrix on the 20% test split is 

presented in Table IV and visualised in Fig. 1. True Negatives 

(198,234) represent genuine clicks correctly passed. False 

Positives (766) are legitimate clicks incorrectly flagged as 

fraud (0.38% FPR), well within industry thresholds. False 

Negatives (44) represent 11% of actual fraud missed. True 

Positives (356) are fraudulent clicks correctly caught. 

TABLE IV: XGBoost Confusion Matrix Breakdown 

Category Count Interpretation 

True Negative (TN) 198,234 0.38% FP rate 

False Positive (FP) 766 Genuine flagged as 

fraud 

False Negative (FN) 44 Missed fraud (11%) 

True Positive (TP) 356 Fraud correctly 

flagged 

 
Fig. 1. Confusion Matrix — XGBoost Classifier (Accuracy: 98.2%). 

C.  ROC-AUC Analysis 

Fig. 3 plots the ROC curves for all four models. 

XGBoost (AUC 0.974) achieves the greatest separation from 

the diagonal, indicating excellent discriminative power. 

Cross-validation over 5 folds yields AUC scores of 0.971, 

0.974, 0.976, 0.973, 0.975 (mean 0.974, std 0.002), 

confirming model stability. The optimal classification 

threshold is 0.45, balancing precision and recall. 

 
Fig. 3. ROC-AUC Curves — All four classifiers on the test set. 

VI.    FEATURE IMPORTANCE AND 

EXPLAINABILITY 

A.  XGBoost Feature Importance 

Feature importance is extracted from 

xgb_model.feature_importances_. Fig. 4 shows the top-10 

features ranked by gain. The three IP interaction features 

(ip_app_count, ip_click_count, ip_app_os_count) 

collectively account for over 65% of model predictive power. 

Temporal features (click_hour, click_day) contribute 

approximately 16%, while the original raw features (app, 

device, os, channel) account for the remaining 19%. 

 
Fig. 4. XGBoost Feature Importance — Top-10 features by gain score. 

B.  Behavioral Interpretation 

High ip_app_count values identify IP addresses 

submitting a disproportionate number of clicks to a single 

application, the hallmark pattern of click-farm campaigns. 

Large ip_click_count values flag IP addresses as potential bot 

sources regardless of application. Temporal features reveal 

that bot activity is concentrated in overnight hours (2-5 AM 

https://ijerst.org/index.php/ijerst


Int. J. Engg. Res. & Sci. & Tech. 2026, ISSN 2319-5991 

 

 

Vol. 22, No. 1(2), 2026                                                             https://ijerst.org/index.php/ijerst                                               231  

UTC) when human organic traffic is minimal. The 

ip_unique_channels feature distinguishes genuine users who 

engage with multiple ad channels from bots exhibiting single-

channel repetition. 

VII.    SYSTEM ARCHITECTURE 

The system follows a five-layer pipeline illustrated in 

Fig. 5. Table V maps each pipeline stage to the corresponding 

source module. Layer 1 (Data Ingestion) accepts CSV click 

logs or real-time simulator events from the Streamlit 

interface. Layer 2 (Preprocessing and Feature Engineering) 

applies datetime parsing and groupby-based behavioral 

aggregation. Layer 3 (XGBoost Classifier) produces a per-

click fraud probability via predict_proba(). Layer 4 (Isolation 

Forest) returns an anomaly flag. Layer 5 (Risk Scoring) fuses 

both signals and applies burst detection to emit a final three-

tier classification. 

 
Fig. 5. System Architecture — End-to-end Fake Ad Click Detection Pipeline. 

TABLE V: Module Descriptions 

Module Responsibility 

preprocessing.py Datetime parsing, hour/day extraction, 
column dropping 

feature_engineering.py ip_click_count, ip_hour_click_count, 

app_click_count, ip_unique_channels 

train_xgboost.py XGBClassifier training, evaluation, model 

serialisation (joblib) 

train_isolation_forest.py IsolationForest training, anomaly model 
serialisation 

predict.py Hybrid risk score = 0.7 × XGB + 0.3 × 

Anomaly 

streamlit_app.py Real-time dashboard, gauge chart, export 

(CSV/TXT) 

The Streamlit application maintains session state for 

click history, fraud counters, and IP identifiers across button 

interactions. Plotly gauge charts render the risk score in real 

time. Feature importance is retrieved via the 

get_feature_importance() helper in predict.py. Session data 

can be exported as CSV or a plain-text summary report for 

advertiser auditing. 

VIII.    DISCUSSION 

The significant performance advantage of XGBoost 

over Logistic Regression (AUC delta = 0.104) validates the 

hypothesis that click fraud patterns are inherently non-linear. 

IP interaction features dominate the importance ranking 

because bot traffic generates statistically abnormal IP-level 

concentrations that are impossible to mimic with organic 

diversity. The hybrid fusion architecture adds robustness: the 

Isolation Forest catches novel anomalies for which the 

supervised model may have insufficient training examples. 

The 0.38% false positive rate is operationally 

acceptable for most advertisers, representing less than four 

incorrectly blocked genuine users per one thousand clicks. 

The 11% miss rate (False Negatives) reflects the extreme 

class imbalance even after scale_pos_weight correction; 

further improvement is achievable through SMOTE 

oversampling or cost-sensitive learning. Burst detection at 

the application layer addresses temporal patterns that a 

single-click model cannot capture, demonstrating the value 

of a hybrid detection architecture. 

A limitation of the current implementation is that 

behavioral features are computed as global counts over the 

entire dataset. In a production streaming context, these counts 

must be maintained in an online data structure (e.g., sliding 

window counters in Redis) to avoid look-ahead bias. The 

Streamlit simulator approximates this by maintaining per-

session click history, but a full deployment would require 

integration with a real-time event processing platform such 

as Apache Kafka. 

IX.    CONCLUSION 

This paper presented a hybrid machine learning system 

for real-time fake ad click detection. An XGBoost classifier 

trained on engineered IP-level behavioral features achieves 

98.2% accuracy and AUC-ROC of 0.974 on the TalkingData-

style dataset, outperforming Logistic Regression, Decision 

Tree, and Random Forest baselines. An Isolation Forest 

anomaly detector complements the supervised signal, and a 

burst detection overlay handles ultra-rapid click sequences. 

The Streamlit dashboard makes the system accessible to non-

technical advertisers and marketing analysts for real-time 

monitoring and session auditing. 

Future work will explore streaming feature aggregation 

via Apache Kafka for zero look-ahead-bias production 

deployment, deep learning (LSTM/Transformer) 

architectures for sequential click pattern modelling, SHAP 

integration into the dashboard for per-click fraud explanation, 

and federated learning to enable multi-advertiser 

collaborative training without sharing sensitive click logs. 
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