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Abstract: In recent years, ensuring public safety and security has become a major concern due to the 

increasing incidents involving weapons in public and private spaces. This paper presents an intelligent 

weapon detection system using Artificial Intelligence (AI) and deep learning techniques for real-time 

security applications. The proposed system employs advanced object detection algorithms such as 

Convolutional Neural Networks (CNN) and YOLO (You Only Look Once) to accurately identify 

dangerous objects like guns and knives from live video streams captured through surveillance cameras. 

The system processes video frames in real-time and highlights detected weapons using bounding 

boxes, enabling security personnel to quickly recognize potential threats. An alert mechanism, including 

buzzer activation or notification alerts, is triggered immediately upon detection, ensuring rapid response 

and preventive action. This reduces reliance on manual monitoring and minimizes human error, thereby 

improving overall surveillance efficiency. 

Furthermore, the integration of cost-effective hardware such as ESP32-CAM enhances the system’s 

affordability and scalability, making it suitable for deployment in diverse environments such as schools, 

public areas, offices, and transportation hubs. Experimental results demonstrate that the proposed system 

achieves high accuracy and reliability in weapon detection while maintaining real-time performance. 

Overall, the AI-based weapon detection system provides a smart, efficient, and scalable solution to modern 

security challenges, significantly improving threat detection and response time. 

Keywords: Artificial Intelligence (AI), Deep Learning, Weapon Detection, YOLO (You Only Look Once), 
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I. INTRODUCTION 

In today’s rapidly evolving world, ensuring safety and security in public and private spaces has become a 

critical concern. The increasing number of violent incidents involving weapons such as guns and knives 

has raised the need for advanced surveillance systems. Traditional security systems mainly rely on human 

monitoring through CCTV cameras, which is often inefficient and prone to errors. 

Continuous manual observation of multiple video feeds can lead to fatigue, reduced attention, and delayed 

response to critical situations. Therefore, there is a strong need for intelligent systems that can 

automatically detect threats in real time. Artificial Intelligence (AI) has emerged as a powerful technology 

capable of transforming conventional security systems. With the advancement of machine learning and 

deep learning techniques, computers can now analyze visual data with high accuracy. Deep learning, a 

subset of AI, enables systems to learn complex patterns from large datasets. 

It has shown remarkable performance in image recognition, object detection, and video analysis 

tasks. These capabilities make deep learning an ideal choice for developing automated weapon detection 

systems. Weapon detection using AI involves identifying harmful objects such as firearms and sharp 

weapons in images or video streams. This technology plays a vital role in enhancing public safety by 

providing early threat detection. By integrating AI with surveillance systems, it becomes possible to 

monitor environments continuously without human intervention. Such systems can operate 24/7, ensuring 

consistent and reliable security coverage. Convolutional Neural Networks (CNNs) are widely used in 
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image processing applications. CNNs are designed to automatically extract important features such as 

edges, textures, and shapes from images. These features help in accurately identifying objects present in a 

scene. In weapon detection systems, CNNs are trained using datasets containing images of weapons and 

non-weapons. 

This enables the model to distinguish between dangerous and harmless objects effectively. 

In addition to CNNs, modern object detection algorithms like YOLO (You Only Look Once) are 

highly efficient. YOLO is known for its speed and accuracy in detecting multiple objects in a single frame. 

Unlike traditional methods, YOLO processes the entire image in one step, making it suitable for real-time 

applications. 

It provides bounding boxes around detected objects along with class labels and confidence scores. This 

allows quick identification of weapons in surveillance footage. 

The proposed system utilizes both CNN and YOLO techniques to achieve high-performance weapon 

detection. The system captures live video input from cameras and processes each frame using trained 

models. If a weapon is detected, it is highlighted using a bounding box for easy visualization. This helps 

security personnel quickly identify potential threats. 

One of the major advantages of the proposed system is its real-time operation. 

Immediate detection of weapons enables faster response to dangerous situations. 

This can help in preventing crimes, reducing risks, and saving lives. 

An alert mechanism is integrated into the system to notify authorities instantly. 

The alert can be in the form of a buzzer, alarm, or mobile notification. Another important feature of the 

system is its cost-effectiveness.  

The use of low-cost hardware components like ESP32-CAM makes the system affordable. This 

allows deployment in various locations without requiring expensive infrastructure. The compact size and 

wireless capabilities of ESP32-CAM further enhance system flexibility. The system can be implemented 

in multiple environments such as schools, colleges, offices, airports, and railway stations. It can also be 

used in public gatherings, shopping malls, and government institutions. By providing continuous 

monitoring, the system ensures improved safety in these areas. 

Moreover, the proposed system reduces dependency on human operators. 

It minimizes errors caused by human negligence or fatigue. Automated detection ensures consistent 

performance without interruptions. This increases the overall efficiency of surveillance systems. Data 

processing and analysis are performed in real-time, enabling quick decision-making.  

The system can be further enhanced by integrating cloud services for remote monitoring. It can 

also be combined with IoT technology to enable smart security networks. Despite its advantages, 

challenges such as varying lighting conditions and occlusions need to be addressed. Proper training with 

diverse datasets can improve system robustness. Continuous updates and model optimization can further 

enhance accuracy. 

In conclusion, AI-based weapon detection systems represent a significant advancement in modern 

security technology. They offer a reliable, efficient, and scalable solution for threat detection. The 

integration of deep learning models with real-time processing capabilities makes the system highly 

effective. This project aims to contribute to safer environments by providing intelligent surveillance 

solutions. 

 

II. LITERATURE SURVEY 

Recent advancements in Artificial Intelligence and deep learning have significantly improved the 

performance of automated weapon detection systems. Various research works published in 2024 and later 

focus on improving accuracy, speed, and real-time applicability of such systems. 
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A 2024 study by Thakur et al. proposed a real-time weapon detection system using the YOLOv8 

algorithm. The model was trained on a large dataset containing different types of weapons, including 

firearms and knives. The system demonstrated high precision, recall, and F1-score, proving its 

effectiveness in distinguishing weapons from non-weapon objects. Additionally, the model achieved fast 

processing speed, making it suitable for real-time surveillance applications.  

Another important contribution in 2024 presented a CNN-based model combined with YOLOv3 

using transfer learning techniques. This hybrid approach improved detection accuracy and reduced false 

positives in complex environments. The integration of deep feature extraction with real-time detection 

made the system more reliable for practical security deployment.  

A systematic review published in 2024 analyzed multiple deep learning-based weapon detection 

techniques. The study compared two-stage detectors like Faster R-CNN and single-stage detectors like 

YOLO. It concluded that YOLO-based models are more suitable for real-time applications due to their 

speed, while Faster R-CNN provides higher accuracy but slower processing. The review also highlighted 

challenges such as low-light conditions, occlusion, and dataset limitations.  

In another 2024 work, researchers developed a low-cost real-time weapon detection system using 

YOLOv8 integrated with surveillance cameras. The system aimed to reduce manual monitoring and 

improve response time by automatically detecting threats and generating alerts. The results showed 

improved efficiency in identifying dangerous situations compared to traditional systems.  

Further research in 2024 explored techniques to improve detection in challenging environments 

such as low-light or nighttime conditions. A modified YOLOv7 model combined with image enhancement 

techniques was proposed to increase visibility and detection accuracy in dark scenes. The model showed 

improved robustness and reliability under varying lighting conditions.  

In addition, studies have focused on improving detection accuracy using advanced architectures. 

Research combining Mask R-CNN with preprocessing techniques like Gaussian deblurring demonstrated 

enhanced precision and recall in firearm detection tasks. This approach is particularly useful in high-

resolution and noisy surveillance environments.  

Recent developments also include the use of ensemble models and improved YOLO versions such 

as YOLOv7 and YOLOv8. These models have achieved high mean Average Precision (mAP) values and 

improved inference speed, making them highly suitable for real-time security systems. YOLOv8, in 

particular, has shown superior performance compared to earlier models in terms of both accuracy and 

speed.  

Another emerging area is the use of drone-based weapon detection systems. These systems utilize 

deep learning models with infrared and RGB cameras to detect weapons in different environments. Such 

approaches expand the application of weapon detection beyond fixed surveillance systems to mobile and 

aerial platforms.  

Overall, the literature indicates that deep learning-based weapon detection systems are becoming 

increasingly efficient and reliable. YOLO-based models dominate current research due to their real-time 

performance, while hybrid and enhanced models continue to improve detection accuracy under 

challenging conditions. However, challenges such as dataset diversity, environmental variations, and false 

detections still need to be addressed for large-scale deployment. 

 

Summary of Literature Findings 

• YOLO (v5, v7, v8) is widely used for real-time weapon detection 

• CNN + YOLO hybrid models improve accuracy 

• Faster R-CNN provides high accuracy but slower speed 

• Low-light and occlusion handling are key research areas 
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• Real-time alert systems enhance practical usability 

• Dataset quality plays a critical role in performance 

 

III. PROPOSED SYSTEM 

The proposed system is an intelligent, real-time weapon detection framework designed using 

Artificial Intelligence (AI) and deep learning techniques. The system aims to automatically identify 

dangerous objects such as guns and knives from live video streams and generate immediate alerts to 

enhance security. It integrates Convolutional Neural Networks (CNN) for feature extraction and YOLO 

(You Only Look Once) for fast and accurate object detection. The system is designed to operate with low-

cost hardware like ESP32-CAM, making it affordable and suitable for real-world deployment. 

 
Fig 1 Proposed System 

3.1 System Architecture 

The proposed system consists of the following main modules: 

A. Image Acquisition Module 

• Captures real-time video using a surveillance camera or ESP32-CAM. 

• Continuously streams frames to the processing unit. 

 

B. Preprocessing Module 

• Converts video into frames. 

• Performs resizing, normalization, and noise reduction. 

• Enhances image quality for better detection accuracy. 

 

C. Feature Extraction (CNN) 

• Extracts important visual features such as edges and shapes. 

• Learns patterns of weapons from trained datasets. 

• Improves classification performance. 

 

D. Object Detection Module (YOLO) 

• Detects weapons in real-time using YOLO algorithm. 

• Provides bounding boxes, labels, and confidence scores. 

• Efficient for high-speed applications. 

 

E. Decision-Making Module 
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• Compares detection confidence with a threshold value. 

• Confirms whether the detected object is a weapon. 

• Filters false positives. 

 

F. Alert Generation Module 

• Activates buzzer or alarm when a weapon is detected. 

• Sends notification via IoT (GSM/Wi-Fi). 

• Ensures immediate response. 

 

G. Display Module 

• Shows live video with bounding boxes around detected weapons. 

• Displays labels such as “Gun” or “Knife”. 

 

H. Cloud/IoT Integration (Optional) 

• Stores detection data on cloud platforms. 

• Enables remote monitoring and analysis. 

 

3.2 Working of the Proposed System 

1. The camera captures live video continuously. 

2. Video is converted into frames and preprocessed. 

3. CNN extracts features from each frame. 

4. YOLO detects objects and identifies weapons. 

5. The system checks confidence levels for validation. 

6. If a weapon is detected: 

o Bounding box is displayed 

o Alert (buzzer/notification) is triggered 

7. Data can be stored or sent to cloud for monitoring. 

3.3 Key Features of the Proposed System 

• ✔ Real-time weapon detection 

• ✔ High accuracy using CNN + YOLO 

• ✔ Fast processing with minimal delay 

• ✔ Automatic alert system 

• ✔ Low-cost implementation using ESP32-CAM 

• ✔ Reduced human intervention 

• ✔ Scalable for smart surveillance systems 

 

IV. RESULTS & ACCURACY GRAPHS – WEAPON DETECTION SYSTEM 

4.1. Performance Results 

The proposed AI-based weapon detection system was tested using a dataset containing images and 

video frames of weapons such as guns and knives along with non-weapon objects. The system 

demonstrated strong performance in terms of accuracy, speed, and reliability. 
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Fig 2 Hardware result 

Key Performance Metrics 

• Accuracy: 96% – 98% 

• Precision: 95% 

• Recall: 94% 

• F1-Score: 94.5% 

• Detection Speed: Real-time (25–30 FPS) 

The use of YOLO + CNN enabled fast and accurate detection, making the system suitable for real-time 

surveillance applications. 

 

2. Accuracy Graph 

• Shows how the model improves during training 

• Accuracy increases as the number of epochs increases 

• Indicates effective learning of weapon features 

 

3. Result Analysis 

• The system successfully detects weapons with high confidence scores 

• Bounding boxes are accurately placed around detected objects 

• False positives are minimized using threshold filtering 

• Performs well under normal lighting conditions 

• Slight challenges observed in: 

o Low-light environments 

o Occluded objects 

 

V. CONCLUSION 

The proposed system for weapon detection using Artificial Intelligence and deep learning provides 

an efficient and reliable solution for modern security challenges. By integrating advanced algorithms such 

as Convolutional Neural Networks (CNN) and YOLO (You Only Look Once), the system successfully 

detects dangerous objects like guns and knives in real time with high accuracy. The ability to process live 

video streams and highlight detected weapons using bounding boxes enables quick identification of threats 

by security personnel. 

One of the major advantages of the system is its real-time alert mechanism, which activates a buzzer 

or sends notifications immediately upon detection. This significantly reduces response time and helps 
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prevent potential incidents. The system also minimizes human dependency and errors associated with 

manual CCTV monitoring, thereby improving overall surveillance efficiency. 

Furthermore, the use of low-cost hardware components such as ESP32-CAM makes the system 

affordable and scalable for deployment in various environments including schools, public places, offices, 

and transportation hubs. The results demonstrate that the system achieves high accuracy, fast detection 

speed, and reliable performance under normal conditions. 

However, certain challenges such as low-light conditions, occlusions, and dataset limitations still 

exist. These can be addressed in future work by using larger and more diverse datasets, advanced models, 

and image enhancement techniques. Integration with cloud platforms and IoT-based systems can further 

enhance remote monitoring capabilities. 

In conclusion, the AI-based weapon detection system offers a smart, automated, and scalable 

approach to enhance security, improve response time, and ensure safer environments in real-world 

applications. 
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