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Abstract: Using a hybrid stacking model that combines Random Forest (RF), K-Nearest Neighbor (KNN), and 

Multilayer Perceptron (MLP) classifiers, this expanded study offers an improved cyber-attack detection framework. 

To achieve high resilience and accuracy across a variety of benchmark datasets, such as NSL-KDD, CICIDS2017, 

CICDDOS2019, and X-IIOTID, the stacked ensemble leverages the advantages of these basic models. A Flask-

based web interface is used to install the system, allowing users to interact with uploaded test datasets and forecast 

cyberattacks in real time. By emphasizing important feature contributions, Explainable AI (XAI) approaches 

promote interpretability and transparent, well-informed decision-making. Results from experiments show that the 

hybrid stacking framework is an effective scalable and intelligent solution for proactive cybersecurity defense, with 

up to 100% accuracy. 
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1. INTRODUCTION 

To identify malicious activity, cybersecurity systems 

frequently use deep learning and standard machine 

learning models such as SVM, KNN, Random Forest, 

Naïve Bayes, and Multilayer Perceptron (MLP).   

These methods classify network traffic and identify 

issues by examining historical data.   They are able to 

see risks that they are previously aware of, but they 

find it difficult to handle zero-day assaults, high-

dimensional data, and rapidly emerging cyberattack 

patterns.   Security professionals find it difficult to 

comprehend how AI models operate and react to 

emerging risks as many of them are "black boxes." 

Many machine learning and deep learning models are 

used to provide a comprehensive and adaptable 

cyber-attack prediction framework in order to 

overcome these issues.   The system uses standard 

datasets such as NSL-KDD, CICIDS2017, 

CICDDOS2019, and X-IIOTID and applies 

techniques including Random Forest, SVM, KNN, 

MLP, Logistic Regression, Naïve Bayes, and DNN.   

The system is equitable for learning and 

generalization because of preprocessing, 

standardization, and data balance.   Explainable AI 

(XAI) solutions clarify and open up feature 

importance, which helps analysts better comprehend 

and trust model results. 

This study expands on the concept of a hybrid 

stacking model that uses Random Forest, KNN, and 

MLP classifiers to increase the accuracy and 

resilience of cyberattack datasets to various assaults.   

An ensemble approach makes it simpler to identify 

and categorize challenging assault scenarios by 

utilizing predictions from several models.   Users 

may interact with and make predictions about the 

datasets in real time using the Flask-based web 

interface.   By highlighting crucial facts and 

displaying decision patterns, explainable AI 

simplifies complex concepts.   With this unique 

innovation, cyberattacks in modern digital 

infrastructures may now be detected in a high-

performance, scalable, and intelligible manner. 
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2. LITERATURE SURVEY 

a) Critical Role of Cyber Security in Global 

Economy 

In many regions, the advancements in information 

technology have increased the threat to national 

security.   Throughout military history, there has 

always been a significant power differential between 

opposing forces.   It's always been this way.   

Changes in the economy, new technology, or just the 

number of parties engaged can all contribute to the 

uneven distribution of resources.   The importance of 

information operations on contemporary battlefields 

is growing.   The same weapons are used by all of the 

warriors in this arena: computers.  

Despite the widespread presence of computers and 

network connections, cyberspace remains a 

battlefield for ongoing wars.   The laws governing 

this dispute are still being developed and are being 

determined by international law.   Protecting critical 

institutions and infrastructures that are critical to the 

economy and national security is equally as crucial as 

acquiring or maintaining sensitive information.   The 

stakes are really high.   Today's presentations will 

contextualize the importance of cyber security in 

safeguarding critical infrastructure and its impact on 

economic security.   This relates to today's scheduled 

presentations. 

b) From information security to cyber security 

 Information security and cyber security are 

frequently confused.   Despite their overlap, this 

study argues that information security and cyber 

security are separate concepts.   According to the 

report, cyber security safeguards persons as well as 

other objects and information resources.   Human 

factors in information security primarily relate to the 

roles that individuals play in protecting data.   

Cybersecurity is much more crucial since individuals 

may become the targets of cyberattacks or 

unintentionally assist with them.   Since it is our 

responsibility to protect vulnerable populations, like 

children, this new facet has ethical ramifications for 

society. 

c) Solar Winds Hack: In-Depth Analysis and 

Countermeasures 

Today's organizations are particularly susceptible to 

cyberattacks because of their heavy reliance on 

technology.  Since technology became widely 

utilized, cyberattacks have increased in frequency and 

posed greater risks.  The subject of this tale is 

SolarWinds, which was recently the target of one of 

the largest cyberattacks.  In addition, this article 

discusses supply chains in general, how hackers can 

attack them, and the consequences for those 

impacted.  The article concludes with a set of 

recommendations for preventing such attacks in the 

future.  We conducted extensive online research to 

obtain the facts.  We've seen that supply chain 

hackers usually look for minor flaws in the system or 

even make their own holes to enter and target every 

supplier in the chain.  To protect sensitive or 

confidential data, all firms must have a very strong 

security system. 

d) Analyzing WannaCry Ransomware 

Considering the Weapons and Exploits 

As ransomware grows in popularity, its creators are 

exploiting our anxieties.  The sharp increase in 

ransomware assaults indicates that hacking tools are 

being merged and that ransomware-as-a-service 

(RaaS) is becoming more widespread.  The study of 

the notorious WannaCry ransomware, one of the 

most widespread and destructive viruses of 2017, is 

discussed in this article.   To understand WannaCry's 

multi-phased execution, including deployment, 

installation, destruction, and command-and-control, 

the anatomy of ransomware assaults is examined.   

Many hacking weapon components are used in the 

WannaCry execution chain.   WannaCry incorporates 

a robust encryption method and a key structure in 

addition to embedding the binary in the resource area 

for multi-phased execution.   A network analysis of 

WannaCry's exploits and a reverse engineering 

analysis of each component provide light on the 

program's internal architecture.  The research's 

conclusions improve current security measures and 

guide future defensive strategies. 

e) Grand Challenge: Applying Artificial 

Intelligence and Machine Learning to 

Cybersecurity 

Because of the increasing number of attacks, 

cybersecurity is a major concern for all organizations.  

Threats to cybersecurity are becoming more serious 

and endangering our lives.  Artificial intelligence 

(AI) and machine learning (ML) can help cyber 

analysts identify threats and offer guidance.  

Governments, corporations, and educational 

institutions worldwide must collaborate to encourage 

the use of AI and machine learning in cybersecurity. 
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3. METHODOLOGY 

i) Proposed Work: 

Systems that anticipate cyberattacks are improved by 

using a hybrid stacked ensemble model that 

integrates MLP, KNN, and RF classifiers.   Both 

attack and traffic data are provided via benchmark 

cybersecurity datasets such NSL-KDD, CICIDS2017, 

CICDDOS2019, and X-IIOTID, which are used to 

train the models separately.   By stacking the 

predictions of several underlying models, a meta-

classifier can determine which conclusion is most 

correct for each scenario. As a result, the findings are 

more precise and relevant to a larger variety of attack 

scenarios. 

Normalization, encoding, and shuffling are used to 

remove bias and ensure data consistency during 

training.    To evaluate model predictions and identify 

the most important attack detection features, we 

utilize Explainable AI (XAI).    People are more 

forthcoming and self-assured when automated 

cybersecurity decisions are simple to comprehend. 

The system is based on a web application that makes 

use of Flask, allowing users to input test datasets and 

immediately view the results of their predictions.   

The framework's growth and practical applications 

are demonstrated via a web-based version.   A strong, 

adaptable, and transparent framework for detecting 

cyberattacks with nearly perfect accuracy and 

proactive cybersecurity defensive systems is made 

possible by the hybrid layered model, explainability, 

and real-time deployment. 

ii) System Architecture: 

The proposed cyber-attack prediction approach is a 

multi-stage pipeline that combines explainable AI, 

deep learning, and machine learning.  The foundation 

is provided by benchmark cyber-attack datasets NSL-

KDD, CICIDS2017, CICDDOS2019, and X-IIOTID.  

Label encoding, normalization, and data shuffling are 

examples of data preparation techniques used to 

preserve consistency and get rid of bias before to 

training.  To identify and predict likely attack types 

on processed data, ML/DL techniques such as 

Random Forest, KNN, SVM, MLP, Logistic 

Regression, Naïve Bayes, and DNN were employed.  

The predictions are improved for increased accuracy 

and durability using a hybrid stacking model that 

combines MLP, KNN, and Random Forest.  

Cybersecurity experts may use a Flask-based web 

interface to enter test data and view the results.  

Incorporating SHAP (SHapley Additive 

exPlanations) for explainability facilitates 

transparent, data-driven security decisions and offers 

insights on feature relevance. 

 
Fig 1: proposed architecture 

iii) Modules: 

a) Data Collection Module 

 Gathers attack and normal traffic statistics 

from NSL-KDD, CICIDS2017, 

CICDDOS2019, and X-IIOTID benchmark 

datasets. 

 Diversifies data to increase model 

generalization and resilience. 

b) Data Preprocessing Module 

 Label encoding, normalization, and data 

shuffling clean and normalize incoming 

data. 

 Removes discrepancies and optimizes 

training and testing datasets. 

c) Model Training Module 

 ML/DL algorithms like Random Forest, 

KNN, SVM, MLP, Logistic Regression, 

Naïve Bayes, and DNN are trained on 

preprocessed data. 

 Finds strong cyber-attack predictors by 

evaluating model performance. 

d) Hybrid Stacked Model Module 

 Stacks MLP, KNN, and Random Forest 

classifiers. 

 Combines the basic model predictions to 

improve accuracy and eliminate false 

positives. 

e) Explainable AI (XAI) Module 

 Interprets model predictions using SHAP. 

 Provides transparency and decision-making 

comprehension with feature significance 

analysis. 

f) Web Interface Module 
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 Users or cybersecurity professionals may 

input test datasets and view real-time 

forecasts using a Flask interface. 

 Displays attack categories and explanations 

for proactive security. 

iv) Algorithms: 

1. Random Forest (RF): 

This ensemble learning technique builds many 

decision trees during training and aggregates their 

predictions to improve stability and accuracy. It can 

handle high-dimensional network data because it 

minimizes overfitting by averaging the results of 

separate trees. Random Forest predicts cyberattacks 

by accurately identifying different attack types and 

classifying intricate traffic patterns. 

2. K-Nearest Neighbor (KNN): 

KNN is a straightforward yet effective classification 

technique that determines a sample's label by looking 

at the majority class of its closest neighbors. It 

calculates the similarity between data points using 

distance metrics like the Manhattan or Euclidean 

distance. By comparing fresh samples to existing 

examples of network activity, KNN aids in the 

detection of abnormalities and the identification of 

assaults in cybersecurity. 

3. Support Vector Machine (SVM): 

SVM is a technique for supervised learning that uses 

an ideal hyperplane to divide data points into groups. 

Using kernel functions, it performs well in both linear 

and non-linear classification. SVM is particularly 

good at differentiating between malicious and 

legitimate traffic in cyberattack detection, particularly 

when the data has distinct boundaries. 

4. Multilayer Perceptron (MLP): 

A feedforward neural network with several layers of 

linked nodes is called a multilayer perceptron (MLP). 

In order to enable the model to learn intricate, non-

linear correlations, each layer uses activation 

functions to alter the input data. By extracting deep 

feature representations from network data, MLP 

effectively detects complex attack patterns for 

cyberattack detection. 

5. Logistic Regression (LR): 

The statistical model known as logistic regression 

(LR) is employed for both binary and multi-class 

classification. It uses a sigmoid activation function to 

forecast the likelihood of an event (such as an assault 

or a typical occurrence). In this paradigm, LR 

provides quick and comprehensible predictions for 

fundamental intrusion detection, acting as a baseline 

model for comparing more complex algorithms. 

6. Naïve Bayes (NB): 

Predicated on the Bayes theorem, Naïve Bayes is a 

probabilistic classifier that presumes feature 

independence. Despite its simplicity, it is quite 

effective for real-time detection and works well on 

huge datasets. By calculating the probability of 

various attack types using past data, cyber-attack 

prediction rapidly classifies traffic. 

7. Deep Neural Network (DNN): 

This deep learning model can automatically extract 

high-level characteristics from unprocessed input 

data since it is made up of several hidden layers. It 

can identify complex and changing cyberthreats 

because it can learn complicated patterns and 

correlations. DNN helps this system achieve 

excellent accuracy and flexibility across a variety of 

datasets. 

8. Hybrid Stacked Model (MLP + KNN + RF): 

By using a stacking process, the Hybrid Stacked 

Model combines the advantages of Random Forest, 

KNN, and MLP. A meta-classifier integrates the 

predictions made by each base model to create the 

final result. This ensemble methodology is the most 

dependable method for predicting cyberattacks in real 

time since it improves resilience, reduces false 

detections, and achieves near-perfect accuracy. 

4. EXPERIMENTAL RESULTS 

NSL-KDD, CICIDS2017, CICDDOS2019, and X-

IIOTID are four benchmark datasets that we utilized 

to evaluate the efficacy of several machine learning 

and deep learning algorithms for cyberattack 

prediction.  Each dataset underwent preprocessing 

steps like as label encoding, normalization, and 

shuffling to ensure that the training was equitable and 

balanced.  We trained and assessed the accuracy, 

precision, and dependability of the different models, 

including SVM, KNN, Random Forest, MLP, 

Logistic Regression, Naïve Bayes, and DNN.  Out of 

all the models, the hybrid stacked model (MLP + 

KNN + Random Forest) performed the best. It 

achieved 100% accuracy on the CICIDS2017, 

CICDDOS2019, and X-IIOTID datasets and 99.90% 

accuracy on the NSL-KDD dataset.  By highlighting 

the variables that had the most impact on predictions, 

Explainable AI (SHAP) greatly simplified the model.  

These findings demonstrate that the proposed hybrid 

model performs better at providing a robust, precise, 
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and understandable cyberattack detection system that 

can operate in various and dynamic network 

environments. 

Accuracy: The ability of a test to differentiate 

between healthy and sick instances is a measure of its 

accuracy. Find the proportion of analysed cases with 

true positives and true negatives to get a sense of the 

test's accuracy. Based on the calculations: 

Accuracy = TP + TN /(TP + TN + FP + FN) 

         
(     )

 
 

Precision: The accuracy rate of a classification or 

number of positive cases is known as precision. 

Accuracy is determined by applying the following 

formula: 

Precision = True positives/ (True positives + False 

positives) = TP/(TP + FP) 

          
  

(     )
 

Recall: The recall of a model is a measure of its 

capacity to identify all occurrences of a relevant 

machine learning class. A model's ability to detect 

class instances is shown by the ratio of correctly 

predicted positive observations to the total number of 

positives. 

       
  

(     )
 

mAP: One ranking quality statistic is Mean Average 

Precision (MAP).  It takes into account the quantity 

of pertinent suggestions and where they are on the 

list.  The arithmetic mean of the Average Precision 

(AP) at K for each user or query is used to compute 

MAP at K.  

 
F1-Score: A high F1 score indicates that a machine 

learning model is accurate. Improving model 

accuracy by integrating recall and precision. How 

often a model gets a dataset prediction right is 

measured by the accuracy statistic.. 

     
(                )

(                )
 

 
Fig 2 uploading test data file 

 
Fig 3 results 

 
Fig 4 Accuracy graph 

 
Table 1 all algorithms accuracy on each dataset 
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5. CONCLUSION 

Because cyberattacks target digital infrastructures and 

are becoming more complex and diversified, they are 

still exceedingly difficult to detect.  The evaluation of 

a number of deep learning and machine learning 

algorithms on the NSL-KDD, CICIDS2017, 

CICDDOS2019, and X-IIOTID benchmark datasets 

showed significant performance variability, 

highlighting the need for robust prediction models.  

Of the techniques examined, the hybrid stacking 

model—which combines MLP, KNN, and Random 

Forest classifiers—was the most accurate. It received 

100% on the CICIDS2017, CICDDOS2019, and X-

IIOTID datasets and 99.90% on the NSL-KDD 

dataset.  This demonstrates that employing ensemble 

methods to identify various patterns in non-uniform 

datasets is effective.  Additionally, by employing 

Explainable AI techniques, we were able to 

comprehend the contributions of various aspects, 

which clarified and simplified the situation. Making 

informed judgments in cybersecurity requires this.  

The results show that hybrid models, which include 

several learning paradigms, outperform standalone 

algorithms and offer almost perfect detection skills in 

a variety of cyberattack scenarios.  These findings 

emphasize the necessity of combining machine 

learning, deep learning, and generative AI to improve 

prediction accuracy and strengthen systems against 

emerging cyberthreats. They also provide a reliable 

benchmark for selecting high-performance detection 

methods.  The study shows a trend toward 

cyberattack prediction systems that are more 

adaptable and understandable. 

6. FUTURE SCOPE 

Real-time streaming data from live networks may be 

added to this architecture for forecasting cyberattacks 

in the future. This would enable prompt identification 

and response to current threats.  By re-creating attack 

patterns that have never been seen before or that 

occur on the same day as the attack for model 

retraining, integrating Generative AI (GenAI) can 

further improve flexibility.  Federated learning will 

enable several companies to train their models in a 

distributed, secure manner without jeopardizing data 

privacy.  Additionally, the system will become more 

scalable and effective with the use of cloud 

deployment and automated incident response tools.  

The gadget may potentially develop into an 

intelligent cyber defense assistant that provides 

security professionals with concise justifications and 

recommendations on how to thwart attacks before 

they materialize. 
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