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Abstract: To detect manipulated multimedia content, the DeepFake Detection System utilizes advanced artifi-
cial intelligence methods. A more robust deepfake detection method is offered by the system using audio and
video analysis. To identify faces and areas of interest, the video module utilizes "YOLO (You Only Look
Once)". Next, it analyzes the data with "CODE (Contrastive Deepfake Embeddings)" to obtain high-dimensional
features and find inconsistencies, like unusual textures and facial movements. To detect manipulation, Melo-
dyMachine processes the audio by monitoring pitch shifts, tone, phoneme sequence, and temporal consistency.
Through cross-modal analysis by comparing video and audio lip movement timing, the system can perform de-
tection even better. An effective tool for identifying deepfakes, this pipeline's multiple steps ensure accurate
classification of audio and video content. A reliable mechanism for authenticating audiovisual content has been
established by the coupling of YOLO, CoDE, and MelodyMachine. This method allows for thorough detection.
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1. INTRODUCTION

With the advent of Al in the modern digital age,
content creators can effortlessly crank out photore-
alistic multimedia. Among the most noteworthy
and worrisome developments is deepfake technolo-
gy, which employs algorithms driven by artificial
intelligence to create synthetic modifications of
visual and auditory content that frequently pass for
the real thing. The creative sectors and entertain-
ment have shown promise for deepfakes [1], but
there are growing concerns about their misuse.
Criminals perpetrate financial fraud, manipulate
public figures, disseminate false information, and
make false content using deepfakes [2]. Digital
media's veracity and reliability are under grave
danger from the pervasiveness and complexity of
deepfake technology. Because of these conse-
quences, creating scalable and trustworthy algo-
rithms to identify deepfakes and stop their mali-
cious use is a top priority [3].
In response to these issues, the DeepFake Detection
System Using CoDE, YOLO, and MelodyMachine
effectively detects altered audio and video content
by integrating cutting-edge Al models. For the pur-
pose of face and ROI identification in video
frames, “YOLO (You Only Look Once) [4]” is a

popular real-time object detection approach. In
order to locate and prepare for additional analysis,
YOLO uses face detection and other important vid-
eo features to identify potential manipulation
zones. In order to detect discrepancies in facial
features, a contrastive learning model called
“CoDE (Contrastive Deepfake Embeddings) [5]”
analyses the identified faces and extracts high-
dimensional embeddings. This encompasses irregu-
larities that are frequently observed in deepfake
videos, such as unrealistic lighting, texturing, or
face motions. As for audio, a highly developed
model for audio analysis called MelodyMachine [6]
looks for signs of manipulation such as changes in
timing, pitch, tone, and phoneme patterns. An im-
portant component of DeepFake is sound manipula-
tion, as a solid appearance of naturalness depends
on the synchronization of lip movements with
speech [7].

This method can detect incompatibility as lip
movements by integrating these models into a har-
monious disposition and then cross-axle video and
audio flows. To live with occasional changing haz-
ards presented by the DeepFake technique, this
broad strategy guarantees high identification accu-
racy and provides a scalable solution. To protect

This article can be downloaded from https://ijerst.org/index.php/ijerst 258



https://ijerst.org/index.php/ijerst
http://www.ijerst.com/
mailto:fauzaanmd786@gmail.com
mailto:mf417175@gmail.com

Int. J. Engg. Res. & Sci. & Tech. 2026

¢RST
uess

LAY
& >

International Journal of Engineering Research and Science & Technology

digital content from multiple insurance, such sys-
tems that use advanced artificial intelligence to find
them important.

2. LITERATURE REVIEW
Lightning fast went on in Al with the use of Deep-
fake technology, now it is possible to generate au-
dio, video and image materials that are really re-
markable during being fake. Creative and enter-
tainment fields can benefit from this technique, but
there are valid concerns about possible abuse, espe-
cially in relation to questions such as fake news,
fraud and privacy invasion. Deepfake poses a
threat, so many studies have focused on finding
ways to identify them and reduce their effect. With
emphasis on their methods and performance, this
literature examines several recent publications re-
lated to detecting Deepfake.
A DeepFake Detection Method was presented by
Guo et al. [8] It used a custom network to restore
adaptive manipulation mark. This approach is try-
ing to detect deviations and remnants of Deepfake
techniques, which can be detected by complex al-
gorithms, but may not be immediately clear to the
naked eye. Their model improves its generality in
different types of data using adaptive learning
methods, which allows it to be adapted to dynami-
cally to a variety of Deepfake manipulation. The
capacity of this technique is to highlight more nice
changes that can eliminate traditional identity tech-
niques.
To detect the picture change universally, the wind
and Stam [9] presented a method based on inten-
sive learning. Their main focus was to develop a
new conversion team for use to detect the image
field. The purpose of detecting manipulation in
different types of painting changes, including
Deepfake, makes this method out. Compared to the
methods developed for some manipulation tech-
niques, their function showed far better when it
comes to identifying a wide selection of manipula-
tion techniques, making it a more flexible tool for
DeepFake identity.
By redeeming the state-art design of YOLOVS,
which allows for both high accuracy and speed,
Dillon Rice et al. [10] presented a disposition to
real -time flying object recognition. He received an
estimate of an estimate of 50 FPS and MAP50 of
79.2% using a generalized model, which was
trained on a dataset of 40 flying object classes to
learn abstract properties. Ocklions, to deal with
problems, including the size of small objects and
overloaded background, were a more better model

developed using learning transmission on data from
the real world. This model achieved an impressive
MAP50 of 99.1%. By offering a more accurate and
effective solution than previous models, this study
provides a solid base to identify a variety of aircraft
from a variety of aircraft.

Corresponding Wang et al. [11] The problem of
identifying Deepfake using CNN-based images was
processed. Although these images look like the real
thing, they proved that trained models can still see
some patterns and irregularities. Their research
provides considerable insight into the characteris-
tics of the lamp generated by "affecting neural net-
works" by focusing on the detection of objects as a
result of the generic process. This research increas-
es the rising amounts of information that can be
used to improve detection algorithms and capture
the first deep fake in their development.

To identify Deepfake, Lorenzo Baraldi et al. [12]
Developed a technique called "code (contrastruc-
tive deepfake built -in)". This method uses the op-
posite learning to distinguish between real and Al-
related images. In order to achieve its remarkable
accuracy, the code prioritizes the global-local im-
age equality; It was trained on their new D3 data
set, including 9.2 million images from several
spreading models. With the great ability to normal-
ize its small vision transformer (with small) and
unseen generators, it works better than a large pre -
trained model that cut. This makes it a good fit for
applications in the real world, such as Dal-E and
Midzorney.

Ali et al to identify VVoice Deepfake. [13] presented
a method of learning a dress. They hope that by
integrating many models into an artist contingent,
they can cross the boundaries of individual classifi-
ers and make the detection of speech Deepfake
more accurately and effective. The question of
identifying synthetic voices becomes more pressure
in Al-related materials, but this clothing method
provides a strong answer by mixing the strength of
different algorithms. The need for top modern,
multi -model strategies was emphasized to focus on
their findings, which are more sophisticated to fight
Deepfake.

A sophisticated Deepfake Video Identity System
that combines classic and condition state of the Art
ML methods were proposed by Alpeltagi et al.
[14]. His technique is designed to detect Deepfake
films by examining the movement pattern and face
symptoms of the video. Their system is able to de-
tect more and more manipulations, from secret
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manifestations to visual artifacts from the integra-
tion of different analysis approaches. Due to all this
strategy involved, their system can detect more
accurately and favorable for deep content in a vari-
ety of video formats and sources.
A comprehensive observation of the current level
of Deepfake detection was provided by Rana et al.
[15], which underwent intensive literature on this
topic. Depending on the data type (video, audio,
picture, etc.), he sorted through many algorithms,
strategies and approaches, which have been pro-
posed to detect Deepfake. Increasing complexity of
Deepfake production methods, stronger data sets
and transferable domain problems are some prob-
lems that have been highlighted in their assessment
as the current Deepfake faces boundaries and chal-
lenges facing detection systems. To find out about
the development of DeepFake detection and obsta-
cles to finding scalable solutions, this task is im-
portant.

3. PROPOSED METHODOLOGY
"You Only Look Once (YOLO), Contrastive Deep-
fake Embeddings (CoDE), and MelodyMachine™
are the three cutting-edge artificial intelligence
techniques that are going to be implemented in the
proposed system to identify DeepFakes.
1. Input:
The initial step is to fill the system with a video
file. This video footage, which can originate from a
variety of places like security cameras, user-
uploaded content, or other digital platforms, is used
as the main input for analysis. The basic data used
to detect deepfake material is the video.
2. Frame Extraction and Filtering (YOLO):
The second step is to extract still images from the
video, which are called frames. These frames are
extracted from the video at regular intervals using a
computer vision module. Frames provide a way to
break down the seemingly endless stream of video
into more digestible visual data, which can then be
used for additional research. "Yolo (you only look
once) models", a sophisticated and very effective
object detection method, and then used on the ex-
tracted frames. Object detection and real -time clas-
sifications are two of the primary design goals of
Yolo. As part of this process, Yolo learns to identi-
fy faces in images. The Yolo model examines each
frame to see if there is a face. For the following
study, frames are removed without visible faces. A
low frame transfer to the next level is a way that
this filtration process improves system perfor-
mance. To ensure that calculation resources focus

on relevant data, the workflow only moves with the
frame that has shown.

3. Deepfake Detection (CoDE):

Third, "Contrastive Deepfake Embedding’s
(CoDE)" model is used to analyse the filtered frame
containing the faces. The purpose of this model is
to identify real faces in images and control any
manipulation using Deepfake algorithms. In order
to distinguish between authentic and fake materials,
the code model uses a deep learning technique
called contrast built -in, based on a sophisticated
approach. The model detects the subtle deviations
and irregularities of Deepfake manipulation by ex-
amining the features stored in each frame.

“CODE MODEL investigates such important
factors Texture deviation”: Identify specific visu-
al objects found in Deepfake related materials, such
as strange skin texture or pixel levels at the level.
“Inequality in light and shade”: The way lighting
shows the faces of finding discrepancies in the
light, which can be problematic with Deepfake.
Verification of deformities in facial expressions by
analysing facial speed and manifestations for signs
of abnormal facial device or infection.

For each framework, the false generation or signal
sign checking. Many uses.
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“Fig.1 CoDE Architecture”

Figure 1 shows how this system detects deepfakes
using a multi-scale method. In order to create glob-
al and local perspectives, a transform operator is
used to handle both real and fake images. Code,
YOLO, and MelodyMachine are three distinct neu-
ral networks that receive these perspectives. A final
classification, showing whether a picture is real or
fraudulent, is produced by combining the outputs of
various networks.

a) Input and Preprocessing:

First, the system analyses the audio or video files
that are input. To maintain uniformity in resolution,
illumination, and quality, videos are broken down
into individual frames, and then each frame is nor-
malized. To facilitate spectral and temporal analy-
sis, the audio is extracted from the movie and con-
verted to a format that is appropriate for such tasks.
By standardizing the video and audio components,
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this preprocessing makes it possible to analyze and
detect possible modifications with more accuracy.
b) Feature Extraction:
At this point, we use specialized modules to extract
useful information from the video and audio com-
ponents. The video frames are analyzed in depth by
“CoDE (Contrastive Deepfake Embeddings)” after
“YOLO (You Only Look Once)” identifies faces
and ROIs. Discordant facial expressions, textures,
and movements can be detected by CODE. Concur-
rently, MelodyMachine examines the audio stream
for signs of manipulation by analyzing pitch, tone,
phoneme patterns, and temporal coherence. It then
extracts crucial elements for manipulation detec-
tion.
¢) Cross-Modal Analysis:
In this phase, we check for inconsistencies by com-
paring the video and audio streams. By measuring
the temporal synchronization, it finds deviations
when the lips do not match the words counted by
movements. A telltale sign of deepfakes is audio-
visual misalignment, which the algorithm can iden-
tify by comparing speech patterns with facial ex-
pressions. This cross model analysis improves the
system's ability to detect the information that is
converted by mixing audio and video data for a
more intensive detection strategy.
d) Classification & Decision-Making:
The latest classification is the result of a combina-
tion of Yolo, code and results from Melo-
dyMachine modules. The features taken from video
and audio components are added using a weighted
scoring mechanism to provide a manipulation
score. The final conclusion is based on this score,
such as labels the audio-visual material as "real™ or
"fake". The decision -making process strengthens
the ability to detect Deepfake by ensuring that it
provides a decision based on both visual and hear-
ing input.

4. RESULT
The implementation of The Deepfake Detection
System provided a strong solution for the identifi-
cation of manipulated multimedia content as stated
in our research paper. Detection mechanisms of
deepfake videos via image or video analysis are
done using the integrated YOLO and CODE mod-
els alongside Melody Machine. The user interface
is seamless and easy to use, built with ReactJS and
Vite. The upcoming subsections provide the empir-
ical findings from testing the system under various
functionalities, supplemented with corresponding
visuals from the application.

The model CODE’s capability to differentiate be-
tween real and fake imitations.

v
o %

“Fig.2 t-SNE Visualization of CoDE”

This type of visualization significantly affirms the
belief that CODE acts upon discerning features.
The better distinguishability amongst the clusters
of, “Real and fake pantomime,” in the plots CoDE
(Ours) renders proves lower contrastive granularity
of deepfake model embedding di fere from stand-
ard purpose model encapsulated into CLIP. These
things shed light to the features in CODE responsi-
ble for the stark feat of accuracy in judgment seen
in the model.

4.1 System Initialization and User Interface
Overview:

The system offers a basic comprehensive interface
that requires little effort to achieve optimal func-
tionality with the deepfake detection features. A
unified look and feel are presented to the user when
the application starts, showcasing the central brand-
ing and providing easy access to various parts of
the system.

Deep Fake Face Detection

using Artificial Intelligence
[ oo ]

“Fig.3 Landing Page”

The entry point of the system gives a keen sum-
mary of the system's objectives - “Deep Fake Face
Detection using Artificial Intelligence.” There is an
“Abstract” button, which when pressed, instantly
gives a summary comprising the principles of the
system along with the algorithms utilized in ad-
vanced Al technology. This screen verifies once
more that the setup has been completed and the
interface is working optimally.
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Abstract

“Fig.4 Abstract Page”

Going to the Abstract page gives a summary of the
system and its guiding principles. Furthermore, it is
mentioned in dividing lines that explain the sys-
tem’s dependence on YOLO-based face and ROI
identification for video modules and CODE—
devised to extract high-dimensional features—
identifies textures, movement discrepancies, and
deepfake visuo-facial inconsistencies, whilst Melo-
dyMachine supervises pitch shifts, tone changes,
phoneme order, and time alignment for audio. The
importance of cross-modal analysis by comparing
the video and audio lip movements to the timing of
the speech raises the detection potential and accu-
racy, something that is also explained with great
detail.

“Fig.5 Studio Home page”
The system interface, or main menu “Deepfake
Studio”, contains all the relevant multimedia files

manipulated by “Deepfake” and even lists the sup-
ported videos: .mp4, .avi, .mov. The system is built
around certain core functionalities, which is clearly
observed within the interface as tabs labeled “Im-
age Detection” and “Video Detection” are placed
front and center within the application.

4.2 Image Deepfake Detection Module:

The system incorporates a dedicated module for
analyzing static images, leveraging deep learning
principles to identify deepfake manipulations by
detecting visual feature anomalies.

“Fig.6 Image Upload Interface”

The “Image Detection” tab includes an image pre-
diction subscription within which users view avail-
able prediction models, while models themselves
may be changed via selection and include KNN,
LINEAR, and others. The submission may also be
accompanied by files of .jpg, .jpeg, and .png for-
mats along with drag-and-drop capabilities

“Fig.7 Image Prediction Result (Fake)”
This assignment outlines a provided test case in
which the system is capable of recognizing a ma-
nipulated image. The input image is “Aura.jpg”,
and the system classifies it as “This image is:
FAKE” with a confidence of exactly 100% which
was also given a “Model Used KNN” tag.

-~

“Fig.8 Image Prediction Result (Real)”

When for another real contending image, “Sam-
ple.jpg”, is put through the system the prediction
model sets it as “This image is: REAL” while also
set its confidence level at 100% stated model pre-
viously mentioned also being used: “Model Used
LINEAR”.

4.3 Video Deepfake Detection Module:

The module video detection is the foundation for
implementing the multi modal deepfake detection
system. It incorporates the real-time face detection
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capabilities of YOLO, visual anomaly analysis via
CODE, and audio stream processing by Melo-
dyMachine. All of these integrate to culminate in a
verification cross-modal check.

“Fig.9 Video Upload Interface”
Users are able to upload video files only .mp4 and.
webm encoded files through the “Video Detection”
tab. The users are also able to exercise their choices
on the last classification step by choosing any
“LINEAR Model,” and “KNN Model.”

“Fig.10 Video Processing State”
When a video is uploaded, the system generates a
content preview and caption Predicting... Please
wait. This informs the user that the system is per-
forming the multiple backend processing steps
which include but are not limited to frame extrac-
tion, face detection using YOLO, feature extraction
visuals using CODE, stream audio analysis using
MelodyMachine, and streaming video analysis.

AN

’ﬂ(’ “a
-

“Fig.11 Video Prediction Result (Fake) with Ex-
tracted Frames”

key result shows the end-to-end capability of the

system for video detection. For a Fake video, the

system properly classified it as "This is a Real Vid-

€0." The output also indicated "Model Used: LIN-

EAR" and "Frame Rate: 15 FPS." Most important-
ly, the interface gave "Extracted Frames," visually
verifying the successful function of the YOLO
module in detecting and processing face regions in
the video. A backend message, "Prediction com-
pleted using Linear model," visible to the user
serves to further confirm the completion of the
server-side classification task.
5. CONFUSION MATRIX

A confusion matrix is a crucial performance evalu-
ation tool for classification models. In the context
of our Deepfake Detection System, it helps visual-
ize how well the system is classifying input media
(video/images) as either real or fake.

Predicted: Predicted: Fake
Real
Actual: True Negative False Positive
Real (TN) (FP)
Actual: False Negative True Positive
Fake (FN) (TP)

= True Positive (TP): Deepfake videos cor-
rectly classified as fake.

=  True Negative (TN): Real videos correct-
ly classified as real.

= False Positive (FP): Real videos incor-
rectly classified as fake.

= False Negative (FN): Deepfake videos in-
correctly classified as real.

Confusion Matrix

;I‘h. . -
Raal Fake

Predicted Label

ity

True Label
Intens

“Fig.12 Confusion Matrix”

Predicted Re- Predicted
al Fake
Actual 45 2
Real
Actual 3 42
Fake
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6. PERFORMANCE METRICS Precision
1. Accuracy 1o
= Accuracy tells how many predictions your —
model got right out of all predictions. .
= |t measures how often the system correctly
classifies both real and fake media.
TP+1IN g °°7
Y = — —— =
* TP+TN+FP+EN i
40
o Accuracy
949 .6%6 20
80
o= p e
Precision
w 60 - “Fig.14 Precision”
§ 3. Recall
g = Recall measures how many actual deep-
= fakes the model was able to identify.
= |t tells how well the system catches deep-
a0 fakes when they appear. High recall means
fewer deepfakes go undetected.
(e}
Accuracy
“Fig.13 Accuracy” Recall
2. Precision "0
=  Precision is the ratio of correct "fake" pre-
.. . 93.3%
dictions to all the predicted "fake™ cases. s | :
= It tells how many of the videos/images
flagged as deepfakes were actually deep-
fakes. High precision means fewer false w 60
alarms. g
TP &
| () — =5
TP+ FP
20 4
O T
Recall
“Fig.15 Recall”
4. F1-Score

= Fl1-score is the harmonic mean of Preci-
sion and Recall. It balances both metrics.

= It gives a single score that balances false
positives and false negatives — useful
when you want both accuracy and relia-
bility in detecting deepfakes.
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Precision x Recall

F1-Score = 2 X
COTE Precision + Recall

Fl-Score
100

Percentage

Fl-Score

“Fig.16 Precision”
7. CONCLUSION

An innovative approach to it sometimes the prob-
lem of digital media manipulation is introduced by
Deepfeech Detection System using the “CoDE,
YOLO, and MelodyMachine”. The technique pro-
vides an intensive and reliable way to detect Deep-
fake by incorporating the condition -the - -species
methods to analyse both video and audio. Anoma-
lies in video content can be properly identified with
the use of the abilities of the real -time face and
field of Yolo and the use of the use of the opposite
teaching approach to the code for the construction
analysis. Meanwhile, the sound analysis of Melo-
dyMachine is designed to increase the system's
ability to detect the materials that are manipulated
by identifying nonconformities, including artificial
vocal modulation and lack of phoneme patterns. By
combining audio and videos, the system is able to
detect the difference between speech patterns and
lip, making performance even better. The efficien-
cy and accuracy of Deepfake detection is guaran-
teed by this multidimensional strategy. Media con-
firmation, social media platforms and security sys-
tems are some real applications that can benefit
from the system's scalability and strong structure.
This will help ensure that digital media remains
reliable and authentic in front of the more mislead-
ing online environment.

Improvement of the adaptability of the new Deep-
fake approach and including it in real -time applica-
tions is the future of the DeepFake Detection Sys-
tem. The accuracy of cross -model analysis can be
improved to improve the entire system by incorpo-
rating multiple methods, such as environmental

signals or body movements. To keep it relevant in
the fight against digital manipulation and to pre-
serve online authenticity, the system must be made
more scalable for use in large media platforms and
security settings.
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