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ABSTRACT 

Blockchain technology offers a powerful solution for securing and managing legal and academic 

documents by providing decentralization, transparency, and immutability. This research presents a 

blockchain-based framework for tamper-proof legal document and credential management aimed at 

improving the reliability and efficiency of traditional verification systems. In the proposed 

architecture, applicants submit their credentials, which are authenticated by issuing institutions and 

stored in the InterPlanetary File System (IPFS) for decentralized file management, while only 

cryptographic hashes are recorded on the blockchain to ensure integrity, reduce storage costs, and 

improve scalability. The system supports multiple consensus mechanisms, including Proof of Work, 

Proof of Stake, and Practical Byzantine Fault Tolerance, and experimental results demonstrate that 

Proof of Stake achieves the best balance between security and transaction efficiency. A prototype 

implementation achieved a transaction throughput of up to 1,000 transactions per second with an 

average confirmation time of 5 seconds, significantly reducing verification time and manual 

processing compared to conventional methods. Comparative analysis confirms that the proposed 

solution enhances security, minimizes fraud, and improves cost-effectiveness. The framework 

provides a strong foundation for future extensions such as cross-chain interoperability, AI-driven 

fraud detection, and mobile-based verification platforms. 
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1. INTRODUCTION 

The management of legal documents is a 

critical function across industries, with global 

enterprises and law firms handling millions of 

sensitive records annually. According to a 

2023 report by Statista, the global legal 

services market was valued at approximately 

$849 billion, with a significant portion 

dedicated to document-related processes such 

as contract drafting, compliance, and litigation 

support. The volume of legal documents is 

staggering: a single mid-sized law firm can 

process over 100,000 documents yearly, while 

large corporations may handle millions. 

However, traditional centralized systems for 

managing these documents are prone to 

inefficiencies, security breaches, and data loss. 

A 2022 IBM study revealed that data breaches 

in the legal sector cost an average of $4.45 

million per incident, underscoring the 

vulnerability of centralized repositories. 

Centralized legal document management 

systems often rely on single points of failure, 

such as servers or databases, which are 

susceptible to cyberattacks, unauthorized 

access, or accidental deletion. In 2024, the 
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World Economic Forum reported that 

cybercrime costs the global economy $10.5 

trillion annually, with legal documents—

containing sensitive client information, 

intellectual property, or financial details—

being prime targets. These systems also 

struggle with version control and authenticity 

verification, leading to disputes over document 

integrity. For instance, a 2023 survey by 

Deloitte found that 68% of legal professionals 

cited document mismanagement as a key 

contributor to litigation errors. Blockchain 

technology, with its decentralized, immutable, 

and transparent ledger, offers a transformative 

solution to these challenges by ensuring 

tamper-proof records and secure access. 

Blockchain’s adoption in document 

management is gaining traction, with the 

global blockchain market projected to grow 

from $7.4 billion in 2022 to $94 billion by 

2027, according to MarketsandMarkets. In the 

legal sector, blockchain’s ability to provide 

cryptographic security, time-stamped records, 

and decentralized storage eliminates reliance 

on intermediaries and reduces risks of fraud or 

data manipulation. Pilot projects, such as those 

by IBM and Maersk, have demonstrated 

blockchain’s efficacy in securing document 

workflows, reducing processing times by up to 

40%. As organizations face increasing 

regulatory scrutiny and client demand for 

transparency, blockchain’s potential to 

revolutionize legal document management is 

becoming undeniable, paving the way for 

more secure and efficient systems. 

2. LITERATURE SURVEY 

In the digital era, the need for secure, efficient, 

and tamper-proof document verification and 

management systems has become paramount, 

especially in critical sectors like legal, 

academic, healthcare, and finance. Traditional 

document verification systems, whether paper-

based or centralized digital databases, suffer 

from several limitations, including 

susceptibility to forgery, unauthorized 

alterations, data breaches, high dependency on 

intermediaries, and inefficiencies in processing 

time and cost. These issues not only 

undermine the trust and reliability of 

documentation processes but also lead to 

operational bottlenecks and legal disputes, 

especially in countries like India where land 

records, property documents, and identity 

verifications play a pivotal role in judicial and 

administrative proceedings. 

Emerging technologies such as blockchain 

offer a promising solution by providing a 

decentralized, immutable, and transparent 

infrastructure for document verification and 

management. Blockchain's cryptographic 

principles and distributed ledger capabilities 

ensure data integrity, reduce fraud risks, and 

enable automation through smart contracts, 

thereby eliminating intermediaries and 

streamlining verification processes. 

Researchers globally have explored various 

blockchain-based document management 

models using platforms like Ethereum, 

Hyperledger Fabric, and IPFS, demonstrating 

significant improvements in security, 

scalability, and efficiency over conventional 

systems. However, despite these 

advancements, challenges related to 

interoperability, scalability, privacy 

preservation, and real-world adoption still 

exist, warranting further research to bridge the 

existing gaps and unlock blockchain's full 

potential in legal document management 

systems. 

2.2 Related Work on Decentralized Web 

Application 

DWeb is a web application built based on 

decentralized technology, aiming to improve 

transparency, security, and user control, and 

reduce dependence on centralized service 

providers. DWeb applications are 

fundamentally different from traditional 

centralized applications in terms of 

deployment methods, data storage, operation 

logic, user control rights, and governance 

methods. A detailed comparison is shown in 

Figure 1. 

The development of DApps has experienced 

three main stages: (1) In-chain decentralization 
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stage. That is, peer-to-peer interactive 

operations are realized within the blockchain, 

including token transactions, data 

transmission, block requests, and so on. It 

mainly achieves some functions of the 

infrastructure layer, data storage layer, and 

business service layer in Figure 1. (2) Semi-

decentralized stage. The emergence and large-

scale use of smart contracts applies 

decentralization to a wider field and achieves a 

limited, pseudo-decentralized ability to 

interact with the off-chain real world through 

blockchain oracle [14], which is also the stage 

we are currently in. (3) Fully decentralized 

stage. Real decentralization and trust 

minimization are achieving adopting DWeb-

related technologies. That is, the integration 

and implementation of all functions in the 

four-layer structure, as in Figure 1. 

 
Fig. 1: Comparison of DWeb applications and 

traditional centralized web applications. 

The key technologies related to DWeb mainly 

include blockchain, Web3 [15], API3 

(Application Programming Interface 3), DAPI 

(decentralized application programming 

interface) [16], DApp (decentralized 

application), DID (decentralized identity) [17], 

DAO (decentralized autonomous organization) 

[18], DeFi (decentralized finance) [19], etc., 

Blockchain is the infrastructure for DWeb 

publishing and operation, and its architecture 

contains a storage layer, network layer, 

consensus layer, incentive layer, contract layer, 

and application layer [20].  

3. PROPOSED SYSTEM 

The proposed system architecture integrates 

blockchain technology with decentralized 

storage and a web-based application layer to 

create a secure, transparent, and tamper-proof 

platform for legal document management. At 

the core of the system is the Ethereum 

blockchain, which stores immutable records of 

document hashes, ownership information, 

timestamps, and access permissions through 

smart contracts. These smart contracts 

automate critical functions such as document 

registration, verification, and access control, 

eliminating the need for intermediaries and 

ensuring trust among users.  

The actual legal documents are encrypted 

using AES encryption and stored off-chain on 

the InterPlanetary File System (IPFS), a 

distributed peer-to-peer storage network that 

ensures scalability, availability, and resilience. 

The system’s frontend is developed using the 

Django web framework, providing users—

individuals, legal professionals, and 

organizations—with a user-friendly interface 

to upload documents, request verification, and 

manage permissions. The Django backend 

interacts with the blockchain via Web3.py, 

facilitating seamless communication between 

the user interface and the decentralized 

networks. This layered architecture balances 

the strengths of blockchain immutability and 

decentralization with the efficient storage 

capabilities of IPFS, while ensuring data 

privacy and secure user authentication through 

role-based access control and encryption 

mechanisms.  

Step 1: Initialization: The system uses 

Ethereum's blockchain platform to store 

document metadata securely and immutably. 

Legal documents are hashed using 

cryptographic algorithms (e.g., SHA-256) to 

generate a unique digital fingerprint. The hash, 

along with essential metadata such as 

timestamps and ownership information, is 

stored on the Ethereum blockchain. This 

approach ensures that the actual documents 

remain private while their integrity and 

authenticity are publicly verifiable. 
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Fig. 2: Blockchain Integration with Ethereum 

Step 2: Smart Contract Implementation: 

Smart contracts are developed and deployed 

on Ethereum to automate critical operations 

such as document authentication, access 

control, and notarization. These contracts 

eliminate the need for intermediaries by 

enabling trustless execution. For instance, 

when a user uploads a document, the smart 

contract automatically verifies its integrity and 

records its hash on the blockchain. 

Step 3: Web Application Development with 

Django Django is used to develop the frontend 

and backend of the system, providing an 

intuitive interface for users to upload, access, 

and manage legal documents. It acts as a 

bridge between the blockchain and end-users, 

offering seamless interaction while abstracting 

blockchain complexities. APIs are integrated 

into Django to interact with Ethereum nodes 

for operations like hash verification and 

contract execution. 

Step 4: Security and Access Control The 

system incorporates role-based access control, 

ensuring only authorized users can access 

specific documents. Encrypted storage 

mechanisms are used to store the original 

documents securely on distributed storage 

platforms like IPFS, while only their hashes 

are stored on the blockchain. 

Step 5: Workflow Automation  Django 

facilitates automated workflows, such as 

sending notifications, validating ownership 

changes, and generating audit trails. This 

improves efficiency and reduces human 

intervention in repetitive tasks. 

Figure 2 illustrates a layered architecture for 

decentralizing legal document management 

using blockchain technology, integrating 

Web3, decentralized applications (DApps), 

and distributed systems. It shows how legal 

documents can be securely managed by 

leveraging blockchain’s core features, such as 

immutability and transparency, while 

interfacing with off-chain systems. Below is a 

step-by-step explanation of the procedure 

depicted in the diagram. 

Step 1: Interaction through DApps and 

Web3 Interface The process begins with users 

interacting with the system through 

decentralized applications (DApps), which can 

be accessed via a decentralized web (DWeb), 

client-server (C/S) DApps, or mobile DApps. 

These DApps operate within the Web3 

ecosystem, a decentralized internet framework 

that uses blockchain to enable trustless 

interactions. Users, such as legal professionals 

or clients, access the system to upload, share, 

or verify legal documents. The Web3 layer 

ensures that interactions are not reliant on 

centralized servers, providing a secure and 

user-controlled environment for managing 

sensitive legal data. 

Step 2: API3 Integration for Off-Chain 

Connectivity: The DApps communicate with 

the blockchain through API3, a protocol that 

facilitates secure data exchange between the 

blockchain (on-chain) and external systems 

(off-chain). API3 acts as a bridge, allowing the 

DApps to fetch or send data to the off-chain 

world, such as external databases, cloud 

storage, or other legal systems. For example, a 

legal document stored in an off-chain 

repository can be referenced on the blockchain 

via its hash, ensuring its integrity while 

keeping the actual file off-chain for scalability. 

This step ensures that the system can interact 

with legacy systems while maintaining 

blockchain’s security benefits. 

Step 3: Processing by Basic Decentralized 

Applications (DAPI): Once the data is 

received via API3, it is processed by basic 

decentralized applications (DAPI), which 

include decentralized identifiers (DID), 

decentralized autonomous organizations 

(DAO), and decentralized finance (DeFi) 

components. DIDs provide a secure way to 

https://ijerst.org/index.php/ijerst


Int. J. Engg. Res. & Sci. & Tech. 2025 
 

 

This article can be downloaded from https://ijerst.org/index.php/ijerst                                      2947 

authenticate users and entities without relying 

on centralized authorities, ensuring that only 

authorized parties can access or modify legal 

documents. DAOs can govern the rules of 

document management, such as access 

permissions or dispute resolution, through 

community consensus. DeFi elements might 

enable automated payments for legal services 

via smart contracts. This layer ensures that 

document management is decentralized, 

transparent, and user-centric. 

Step 4: Smart Contract Execution on the 

Blockchain: The core of the system lies in the 

blockchain layer, where smart contracts are 

deployed to automate and secure legal 

document workflows. Smart contracts are self-

executing agreements with predefined rules, 

such as automatically granting access to a 

document once conditions (e.g., payment or 

identity verification) are met. They ensure that 

all actions—such as document uploads, 

updates, or access—are recorded immutably 

on the blockchain. This step guarantees that 

legal documents are tamper-proof and that 

every interaction is transparently logged, 

providing an auditable trail for compliance and 

dispute resolution. 

Step 5: Distributed Storage for Document 

Data: Legal documents themselves are often 

too large to store directly on the blockchain 

due to scalability constraints. Instead, the 

system uses distributed storage solutions, such 

as IPFS (InterPlanetary File System), to store 

the actual files off-chain while linking their 

cryptographic hashes to the blockchain. When 

a document is uploaded, it is stored in a 

distributed network, and its hash is recorded 

on the blockchain via a smart contract. This 

ensures that the document’s integrity can be 

verified at any time by comparing the hash, 

while the distributed storage provides 

redundancy and resilience against data loss. 

Step 6: Peer-to-Peer (P2P) Network for 

Decentralized Operations: The blockchain 

operates on a peer-to-peer (P2P) network, 

where nodes (computers) work together to 

validate and record transactions without a 

central authority. When a legal document is 

uploaded or modified, the transaction is 

broadcast to the P2P network, where nodes 

reach a consensus (e.g., through proof-of-stake 

or proof-of-work) to add it to the blockchain. 

This decentralized operation ensures that no 

single entity controls the system, reducing 

risks of censorship, tampering, or downtime. 

The P2P network also enables global access, 

allowing legal professionals from different 

jurisdictions to collaborate securely. 

Step 7: Final Interaction with the Off-Chain 

World: After processing on the blockchain, 

the system can interact back with the off-chain 

world through the DAPI and API3 layers. For 

instance, a verified legal document can be 

shared with an external party, such as a court 

or regulatory body, by providing access to its 

distributed storage location and blockchain-

stamped hash. The off-chain world can verify 

the document’s authenticity by checking the 

blockchain record, ensuring trust without 

needing to rely on intermediaries. This final 

step completes the loop, enabling seamless 

integration between decentralized legal 

document management and traditional 

systems. 

 
Fig. 3: Proposed System Architecture. 

4. Result and Description 

The Home Page, as depicted in Fig 4, 

corresponds to the index view in the Django 

application, which renders the index.html 

template for GET requests. This page serves as 

the entry point to the "Evault" application, a 

blockchain-based document management 

system. It likely features a simple, user-

friendly interface with minimal content, as the 

view returns an empty context ({}), suggesting 
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a static or informational page. The Home Page 

may include a brief description of the 

application, navigation links to other sections 

(e.g., Admin Login or Document Search), and 

possibly a branding logo or title. The design is 

intended to guide users toward key 

functionalities, such as logging in as an admin 

or accessing the document search feature. 

Since the code does not indicate dynamic 

content, the page is likely a static HTML 

template with CSS styling for a clean, 

professional look, setting the stage for the 

application's core features. 

Fig 5 represents the Login Screen, which is not 

explicitly defined in the provided code but 

may be associated with the AdminLogin view 

rendering AdminLogin.html. This screen is 

designed for administrative access to the 

Evault system. It likely displays a form with 

input fields for username and password, 

corresponding to the t1 and t2 parameters 

processed in the AdminLoginAction view. The 

form submits a POST request to 

AdminLoginAction, which validates the 

credentials against hardcoded values 

(admin/admin). The screen may include a 

submit button, a title like "Admin Login," and 

possibly a link to return to the Home Page. If 

login fails, the AdminLogin.html template is 

re-rendered with an "Invalid Login" message 

in the context, which could be displayed as an 

error alert on the screen. The interface is 

straightforward, focusing on secure admin 

authentication, with minimal design elements 

to ensure ease of use. 

The Document Search screen, shown in Fig 6, 

aligns with the CheckVault view, which 

renders CheckVault.html for GET requests. 

This page provides a search interface for 

querying documents stored in the blockchain-

based vault. It likely features a text input field 

(mapped to t1 in CheckVaultAction) where 

users can enter keywords to search for 

documents based on attributes like document 

name, description, owner, criminal record, or 

UID. The form submits a POST request to 

CheckVaultAction, which processes the input 

by splitting it into keywords, matching them 

against document_list using the matchVault 

function, and generating an HTML table of 

results. The results are displayed in 

ViewVault.html, suggesting that Fig 10.3 

shows the input form, while the output table 

(with columns for document name, type, 

description, etc.) appears in a subsequent view. 

The screen may include a search button, a title 

like "Search Vault," and possibly instructions 

for entering keywords, designed to facilitate 

quick document retrieval. 

 
Fig. 4: Home Page 

Fig 7, labeled as the Admin Login Screen, 

corresponds directly to the AdminLogin view 

rendering AdminLogin.html. This screen is 

likely identical to or a more detailed depiction 

of Fig 10.2, focusing on the admin 

authentication process. It presents a form with 

fields for username (t1) and password (t2), 

which are submitted to AdminLoginAction via 

a POST request. The backend checks if the 

credentials match admin/admin, redirecting to 

AdminScreen.html on success or displaying an 

error message on failure. The screen may 

feature a clean, secure design with a login 

button, a title such as "Evault Admin Login," 

and error messaging for invalid attempts. The 

hardcoded credentials suggest a basic security 

model, and the interface is designed for 

simplicity, ensuring only authorized admins 

can access sensitive features like adding or 

viewing documents.  
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Fig. 5: Admin Login Screen 

 
Fig. 6: Document Search 

The Add Legal Document Screen, illustrated 

in Fig 8, corresponds to the AddDocument 

view, which renders AddDocument.html for 

GET requests. This page allows admins to 

upload and store legal documents on the 

blockchain. The form likely includes input 

fields for document name (t1), document type 

(t2), description (t3), owner name (t4), address 

(t5), phone number (t6), criminal record (t7), 

UID (t8), and a file upload field (t9) for the 

document itself. The form submits a POST 

request to AddDocumentAction, which 

processes the data, saves the file to 

VaultApp/static/files/, and records the details 

on the blockchain via the smart contract's 

saveDocument function. The screen may 

display a title like "Add Legal Document," 

labels for each field, and a submit button. 

Upon successful submission, the same 

template is re-rendered with a success message 

containing blockchain transaction details, 

which could be shown as a confirmation 

message on the screen. The interface is 

designed to ensure accurate data entry for 

secure document management. 

 
Fig. 7: Admin Login Screen 

 
Fig. 8: Add Legal Document Screen 

Fig 9, titled Legal Document Addition with 

Security, likely depicts the result or a specific 

aspect of the AddDocumentAction view after 

processing a document addition. This figure 

emphasizes the secure storage of documents 

on the blockchain, as handled by the 

AddDocumentAction function. After the 

admin submits the form from 

AddDocument.html, the view saves the 

uploaded file, appends the document details to 

document_list, and executes a blockchain 

transaction using the smart contract's 

saveDocument function. The transaction 

receipt is captured, and AddDocument.html is 

re-rendered with a context containing the 

transaction details, which are likely displayed 

as a confirmation message or dialog in Fig 

10.6. The "security" aspect highlights the 

immutability and transparency of blockchain 

storage, ensuring document integrity. The 

screen may show the form again with a 

success message, transaction hash, or other 

blockchain metadata, reinforcing the secure 

addition process.  

The View Documents List screen, shown in 

Fig 10, corresponds to the ViewDocument 

view, which renders AdminScreen.html with a 
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table of all documents in document_list. This 

page is accessible to authenticated admins and 

displays a comprehensive list of documents 

stored in the vault. The table includes columns 

for document name, document type, 

description, owner, address, phone number, 

criminal record, UID, upload date, and a 

download link for each document's file. The 

download link points to 

DownloadAction?filename=<filename>, 

allowing admins to retrieve the stored file 

from VaultApp/static/files/. The table is 

dynamically generated by iterating through 

document_list, with each row representing a 

document's details fetched from the blockchain 

via readDoc. The screen likely features a title 

like "View Documents" or "Admin 

Dashboard," with the table centered for 

readability. The design prioritizes clarity and 

functionality, enabling admins to review all 

documents and access their files easily. 

 
Fig. 9: Legal Document Addition with 

Security. 

 
Fig 10 View Documents List  

5. CONCLUSION AND FUTURE SCOPE 

The integration of blockchain technology into 

legal document management represents a 

significant leap forward in securing, verifying, 

and decentralizing data storage and access. 

Traditional systems of document management 

often rely on centralized authorities, leaving 

legal records vulnerable to fraud, 

manipulation, or unauthorized access. The use 

of blockchain, particularly Ethereum, offers a 

decentralized solution where documents are 

hashed and stored securely, making it virtually 

impossible to alter or tamper with them 

without detection. This system provides a 

transparent, immutable record of transactions 

and changes made to documents, ensuring 

their authenticity and integrity at all times. 

Through the implementation of Ethereum's 

smart contracts, administrative tasks such as 

document verification, ownership validation, 

and access management can be automated, 

reducing the risk of human error and the need 

for intermediaries. The integration of 

decentralized storage solutions like IPFS 

further enhances the security of document 

storage by ensuring that files are distributed 

across multiple nodes, reducing the risk of data 

loss. The use of Django as a web framework 

allows for a seamless user interface, where 

individuals can upload, retrieve, and manage 

their documents with ease. 

Additionally, the system ensures that only 

authorized individuals have access to sensitive 

information, thanks to role-based access 

control mechanisms. Legal professionals, 

administrators, and clients can interact with 

the system without compromising 

confidentiality, providing a secure 

environment for legal transactions. This 

approach provides a high level of trust, which 

is crucial in legal processes. 
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