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Abstract— Intrusion Detection Systems (IDS) are essential tools that contribute to the establishment of computer networks 

without malicious activities and unauthorized access. However, conventionally constructed IDS, which are typically based on 

rule-based or classical machine learning methods, have difficulties in detecting complicated and gradually evolving 

cyberattacks due to their limited generalization and high false-positive rates. As a result, this research paper is devoted to the 

investigation of the possibility of employing Generative Adversarial Networks (GANs) to solve such problems and thus 

achieve intelligent intrusion detection. The structure of a GANs comprises two neural networks, i.e., a generator and a 

discriminator, which, by competing with each other in a minimax game, thus permit the creation of feasible synthetic data and 

the enhancement of the model's capability to differentiate between normal and abnormal behavior. After the generator is 

trained to produce attack scenarios and the discriminator to detect intrusions, not only can the system improve its detection 

accuracy, but it also gets strengthened in terms of new, unidentified threat recognition.  
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I. INTRODUCTION 

 

The need for cybersecurity has been immensely magnified 

as a result of the exponential growth of computer networks 

and the internet. Intrusion Detection Systems (IDS) are the 

most effective means devised to keep an eye on the network 

traffic, find the illegal activities, and defend the system from 

the attacks such as denial-of-service, malware injection, and 

unauthorized access. Typically, the existing IDS frameworks 

operate on the concept of rules laid down in advance or on 

classical machine-learning algorithms. Such approaches 

have difficulties in changing their stand towards the corpora 

of data as a result of the dynamism of the cyber threats' 

nature. The systems can also fail in detecting new types of 

attacks and may produce false alarms quite often, thus 

affecting their overall effectiveness. 

 

Deep learning techniques are a few steps ahead of traditional 

methods and have started to revamp the whole idea of the 

IDS performance frontier. The researchers now lean toward 

the application of GANs, which are very capable of solving 

the problems of discovering the most intricate and unknown 

attack vectors. In essence, GAN is a model architecture 

comprising two competing neural networks working against 

each other, a generator, which fabricates the synthetic data 

and a discriminator, which differentiates the real data from 

the generated data. The competition between them results in 

the improved capability of the system in accurately 

representing the data and detecting anomalies. IDS models 

built on GAN architectures can, therefore, get access to the 

network behavior, which may be normal or malicious, at a 

very fine-grained level by using this adversarial training 

process. As a result, they represent a more viable option 

than conventional ones, not only with network security 

scenarios they can solve but also with large-scale and 

constantly evolving network contexts. 

 

II. RELATED WORK 

 

An Intrusion Detection System (IDS) is considered to be the 

major weapon in cybersecurity wars. In fact, hackers 

become more and more sophisticated, so the uses of 

standard methods, which are based mainly on rule sets and 

statistical evaluations, have their limits when it comes to 

new attacks. Networks nowadays generate huge amounts of 

high-dimensional data, which means that the possibilities of 

using ML and DL techniques for detection have been 

explored in research in the last decade [1][3][7][12].First of 

all, the machine learning-based IDS methodologies made 

use of algorithms such as Decision Trees, Random Forests, 

Support Vector Machines (SVM), and k-Nearest Neighbors 

(kNN) in order to decide if the traffic was normal or 

abnormal. The models were efficient to some extent at 

pattern recognition, and this is where their shortcoming 

stops for they were incapable of handling high-dimensional 

data, class imbalance, and were not transferable from one 

dataset to another [2][6]. According to the experiments of 
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Zhang et al. [9] and Sahu et al. [5], machine learning models 

can gain overfitting and increase false-positive rate under 

changing network scenarios though the detection 

performance is improved. 

 

Moreover, the rise of a new paradigm — deep learning (DL) 

— gave IDS a new lease of life by providing the automatic 

feature extraction and hierarchical representation learning 

abilities. To this end, Deep Convolutional Neural Networks 

(CNNs) and Recurrent Neural Networks (RNNs) have 

attracted much attention in the fields of sequential and time-

series data analysis of network traffic [3][8][12]. Kim et al. 

[6] provided evidence that CNN-based IDS are capable of 

effectively locating spatial relationships in packet-level data, 

while LSTM can be used for detecting temporal attack 

patterns. However, these methods have problems in that they 

always require a large number of labeled datasets and may 

yield biased predictions that favor the majority of the 

classes, thus reducing the efficiency of abnormal class 

detection [10]. 

 

One of the promising directions of recent IDS research is the 

application of generative models—the first to propose the 

GAN architecture was Goodfellow et al. in 2014—so as to 

create realistic synthetic data and increase the model's 

robustness. In the identification of intrusions domain, GANs 

have been performing the functions of (i) data augmentation, 

whereby GANs fabricate minority attack samples for 

balancing datasets, and (ii) adversarial training, that is the 

generation of adversarial examples by GANs to help the 

discriminator (IDS model) become stronger and more 

immune to evasive attacks [4][11]. As an illustration, Lin et 

al. [13] proposed an IDS-GAN architecture that fabricated 

network attack samples similar to the original ones, and thus 

a remarkable increase in detection accuracy was achieved. 

Similarly, Li et al. [8] applied Conditional GAN (CGAN) 

for generating hypothetical data corresponding to different 

kinds of the attack, thus promoting the performance of the 

classifiers trained on the distribution sampled in different 

facets of the generalization of intrusion categories 

[3][4][8][9][10][11][12]. 

 

Various studies combined GANs with deep learning 

architectures to improve local detection accuracies. Hu et al. 

[10] built a hybrid IDS by fitting GANs to a CNN and 

LSTM stack layer so that spatial-temporal attributes could 

be captured efficaciously, and thus detection rates had gone 

up on benchmark datasets like NSL-KDD and CICIDS2017. 

In contrast, Sarker et al. [7] shaped a Transformer–GAN–

AE-based intrusion detection framework that, besides 

providing greater diversity of adversarial samples, stabilized 

the training process, minimized mode collapse, and thus 

improved generalization [3][7][10][11][12]. Together, these 

researches raise the question of whether GAN-based models 

could solve the problem of class imbalance, limited labeled 

data, and adversarial evasion attacks in IDS [1][3][7][9][12]. 

 

There is also another, broader question of adversarial 

robustness that has appeared in the research of Dong et al. 

[5] and Wang et al. [11]. They examined the synthesis of 

adversarial examples in IDS based on deep learning using 

GANs, which assisted the localization of the weakest points 

of deep learning threat detection systems. Little 

modifications to data packets could deceive the classifiers. 

In a nutshell, adversarial strategies put forward a tough 

problem of reliability for systems, but they also stimulate 

the creation of robust IDS architectures with adversarial 

training and defense strategies [3][5][11][12].The latest 

works have quite prominently highlighted the approaches 

using CycleGANs as well as Variational Autoencoders 

(VAEs) in the area of network intrusion detection. Zhou et 

al. [8] showed how CycleGANs can alter the traffic patterns 

of normal data to resemble attack features and, thus, the 

system can perform semi-supervised anomaly detection 

with very few labeled data. Also, Chen et al. [1] through a 

VAE-GAN hybrid mechanism successfully detected 

anomalies in encrypted network flows and accomplished 

recall improvement without packet inspection. These 

techniques refer to the shift towards unsupervised and semi-

supervised IDS models that are capable of handling 

complex, high-volume network data where conventional 

labeling is not feasible [1][3][8][12].However, 

notwithstanding these breakthroughs, there are still quite a 

number of serious constraints in the existing 

literature:Unrealistic Synthetic Data Generation: Some of 

the GAN-based IDS models have a hard time maintaining 

traffic semantics when they generate synthetic samples, and 

as a result, the attack behaviors they produce are not 

believable [12][16].Insufficient Evaluation on Diverse 

Networks: The majority of the frameworks are tested only 

on single datasets such as NSL-KDD or CICIDS2017 and 

are not validated in multi-domain real-world environments 

[13][15]. 

 

Training Instability and Convergence Challenges: Standard 

GANs often suffer from mode collapse or unstable 

convergence during training, which leads to data diversity 

issues and low detection performance [14][18]. 

 

Absence of Lightweight and Real-Time Solutions: Only a 

few researchers have addressed the challenges related to 

scalability, latency, and computational efficiency in real-

time detection scenarios [7][19]. 

III. PROPOSED METHOD 

The rapid evolution of cyber threats and the burgeoning 

complexity of digital infrastructures have pushed traditional 

intrusion detection systems to their limits. Although 

machine learning and deep learning methods have 

considerably advanced the frontier of both anomaly- and 

signature-based detection methods, they still suffer from 

limitations regarding the detection of unseen or zero-day 

attacks due to biased or insufficient training datasets. This 

paper proposes a Generative Adversarial Network–

Enhanced Intrusion Detection System (GANIDS) that 

leverages the power of GANs in generating realistic attack 

data synthetically to enhance model generalization and 

improve the detectability of sophisticated and previously 

unseen intrusions. The proposed system embeds 

mechanisms of data augmentation, adversarial learning, and 

adaptive retraining into a robust, self-improving security 

framework. 

A.Design Objectives 

1.Enhanced detection of zero-day attacks:Enhance the 

system's capability for recognizing unknown or rare attack 

patterns using GAN-generated synthetic attack data. 
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2. Data Augmentation and Balancing:Address the 

common limitation of the IDS datasets: the imbalance 

between normal and malicious traffic, using adversarial data 

synthesis. 

 

 3. Improved robustness to adversarial evasion: Employ 

adversarial training to make the IDS model resistant to 

evasion techniques where attackers craft malicious inputs 

with the intent of fooling detection models.  

 

4. Continuous Adaptive Learning: Embed feedback-based 

retraining and online learning to update the model 

dynamically as network behaviors evolve. 

 

 

B.Data Collection and Preprocessing 

1. Sources of Data First, there is the collection of multi-

source and diverse network data necessary to train both the 

GAN and detection models. Common sources include: 

 

* Network traffic captures: packet and flow data from 

routers, switches, and firewalls, for example, using NetFlow, 

PCAP. 

 

* System logs: OS event logs, access logs, and process 

monitoring data. 

* Cloud API logs: Provide valuable insights into malicious 

interactions at cloud and containerized services. 

* IoT sensor telemetry: device-level communication patterns 

and activity logs. 

* Existing IDS datasets: Public repositories from sources 

like NSL-KDD, CICIDS2017, UNSW-NB15, and BoT-IoT 

datasets. 

 

These combined datasets are used for training both the 

GAN, which generates realistic attack data, and the 

detection models. 

 

C. GAN-Based Data Generation and Augmentation 
 

Generative Adversarial Networks form the core of 

innovation in this system. The GAN model will be 

developed to generate synthetic network traffic resembling 

real malicious activity, with especial focus on generating 

rare attack types or those underrepresented in such 

scenarios. 

 

 1. Architecture of GAN 

 

The GAN consists of two neural networks that are 

competing in an adversarial process: 

 

 Generator (G): 

 

Creates synthetic network data samples by learning the 

underlying data distribution of real network traffic. 

 

Discriminator(D): 

 

It acts like a binary classifier that distinguishes whether the 

samples are real or generated. 

The objective function of GAN can be mathematically 

expressed as: 

 

[ 

 

\min_G \max_D V(D, G) = \mathbb{E}{x \\sim 

p{data}(x)}[\\log D(x)] + \\mathbb{E}_{z \\sim 

p_z(z)}[\\log(1 - D(G(z)))] 

 

] 

 

Where: 

 

* (p_{data}(x)) = real data distribution 

 

∗ (p_z(z)) = noise input distribution, e.g., Gaussian 

 

The competition between G and D will force the generator 

to produce very realistic attack samples which the 

discriminator can hardly distinguish from real data. 

 

 2. Conditional GAN (cGAN) Implementation: 

 

The system follows a Conditional GAN architecture to 

better control the generated samples. Here, both generator 

and discriminator are conditioned with class labels such as 

“DoS”, “Probe”, “Normal”. This will help generate targeted 

samples in the respective attack categories. 

 

D. Feature Extraction and Engineering 

 

The GAN-IDS relies on high-quality features representing 

spatial, statistical, and temporal behaviors of network 

traffic. 

 

1. Feature Types 

 

* Statistical features: packet counts, byte rates, connection 

durations, flow entropy. 

* Behavioral Features: Login attempts, access frequency, 

user behavior deviations. 

* Content Features: Header fields, payload signatures, 

protocol-level commands. 

 

2. Dimensionality Reduction 

 

Dimensionality reduction techniques such as Principal 

Component Analysis (PCA) and Autoencoder-based 

Feature Compression are employed to reduce feature 

dimensionality while preserving key discriminative 

information. 

 

 3. Feature Selection 

 

Methods such as Information Gain, Recursive Feature 

Elimination (RFE), and Correlation Analysis identify the 

most influential features, improving computational 

efficiency and detection precision. 

 

F. Adaptive Learning and Retraining 

 

Adaptiveness guarantees the long-term effectiveness of the 

system. For this purpose, GAN-IDS integrates modules of 

feedback loops and online learning: 
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1. Feedback Loop:Security analysts review false alarms; 

confirmed results are fed back for model retraining. 

 

2. Online Learning:Continuous integration of new traffic 

data updates model parameters in real time. 

 

3. Concept Drift Management: Statistical monitoring 

detects distributional shifts in network behavior, and partial 

retraining for concept drift is thereby triggered.  

 

4. Dynamic GAN Updating: The GAN itself is retrained 

periodically on the newest network samples to produce up-

to-date synthetic threats. 

 
G. Intrusion Prevention and Response Mechanism 
 
 
1. Dynamic Firewall Policy Updates: 
 
Suspicious IPs or ports are blocked in real time. 
 
2. System Isolation: 
 
Infected nodes or subnets are quarantined to prevent lateral 
spread. 
 
3. Alerting and Reporting: 
 
In-depth alerts contain threat source, threat type, severity, 
and mitigation action recommendations. 
 
4. Policy Refinement: 
 
Machine Learning Insights automatically adjust network 
security policies in accordance with evolving threat 
patterns. 
 
With real-time prevention and automated policy updates, 
GAN-IDS serves as not only an intelligent detector but also 
an autonomous responder. 
 
H.System Architecture 

Architecture integrates all the functional modules into one 

scalable framework. 

 

1. Data Acquisition Layer:Sensors and collectors collect 

raw network data streams. 

 

2. Preprocessing and Feature Engineering Module: 

Cleans, encodes, and structures the data. 

 

 3. GAN Module: Trains the generator and discriminator; 

produces synthetic attack data.  

 

4. Detection Engine: Combines CNN-LSTM networks with 

supervised classifiers and unsupervised anomaly detectors.  

 

5. Adaptive Learning Engine: Handles feedback, 

retraining, and adaptations to concept drift.  

 

6. Response and Prevention Module: Performs automated 

countermeasures.  

 

7.Visualization and Control Dashboard: Provides real-

time monitoring, statistics, and alerts. The architecture 

supports the use of modular deployment on-premise and in 

cloud environments, AWS, Azure, or Google Cloud by 

using microservices and REST APIs. 

 

 

I.Workflow of the System 

 

1. Data Collection: Ingest network and log data 

continuously. 

2. Preprocessing: Cleaning, normalization, and encoding. 

3. GAN Training: Generator learns to create synthetic 

attack data. 

4. Data Augmentation: Synthetic data combined with real 

training data. 

5. Model Training: IDS learns from both real and synthetic 

data. 

6. Adversarial Training: Models trained with adversarial 

examples for robustness. 

7. Detection and Prevention: Real-time identification and 

mitigation of threats. 

 

8. Feedback and Retraining: Continuous improvement 

based on results and drift detection. 

 

This closed-loop workflow ensures an evolving, self-

improving detection pipeline. 

 

 

 
 

            Fig 1 WorkFlow of the system 

 

J.Implementation Environment 

 

1. Backend and Frameworks 

* Python (linguagem de desenvolvimento principal). 

* Frameworks: TensorFlow, PyTorch (for GAN and DL 

models). 

 

* Web Services: Flask or FastAPI for API integration. 

 

* Data Processing: Pandas, NumPy, Scikit-learn. 

 2. Frontend 

 

* React.js / Angular: Visualize dashboards interactively. 

* Visualization Libraries: D3.js, Plotly, or Grafana for real-

time traffic and detection statistics. 

 

3. Database and Storage 

 

* MongoDB for logs and metadata. 

* PostgreSQL for structured records. 
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4. Deployment  Containerization: Docker and Kubernetes 

for scalable microservice deployment.. 

 

K.Advantages of the Proposed System 

An Adaptive AI-Based Intrusion Detection and Prevention 

System has several standout features that set it apart from 

traditional methods: 

1. Adaptability: It learns from fresh attack vectors 

and modifies its detection patterns automatically. 

2. Scalability: It is able to manage traffic of a large-

scale enterprise or cloud efficiently. 

3. Accuracy: The system lowers the number of false 

alarms by using a hybrid approach of machine 

learning and deep learning. 

4. Real-Time Prevention: It can provide responses to 

the situation immediately without the need for 

manual intervention. 

5. Explainability: The system provides 

understandable results to the analysts through 

visualization and feedback. 

6. Automation: The system is designed to lessen the 

human effort that is involved in the detection and 

response of threats. 

 

 

These strengths of the system make it a thorough 

cybersecurity solution that is viable in both sectors of 

research and enterprise. 

 

 

IV.RESULTS AND DISCUSSIONS 
 

The IDS enhanced with Generative Adversarial Networks 

(GANs) underwent comprehensive testing to validate its 

functionality, detection accuracy, and efficiency in 

generating realistic synthetic attack traffic to improve 

training and evaluation. The evaluation concentrated on 

verifying the performance of the GAN-based data 

generator, the detection model, and the forensic analysis 

modules, as well as ensuring interoperability with existing 

network monitoring tools and alignment with the system 

objectives 

 

 

Component Specification/ Details 

Processor 
(CPU) 

Intel Core i5/i7 (8th Gen 
 or later) 

Memory 
(RAM) 

8 GB minimum (16 GB 
Recommended) 

Operating 
system 

Windows 10/Ubuntu 20.04 
LTS 

Storage  20GB free space 

         TABLE 1 Hardware Requirements 

 

Software/tool Version/Details 

Python 3.10 

Librabies TensorFlow,PyTo

rch 

Network Monitoring Wireshark  

Data Handling Pandas,Numpy 

       TABLE 2 Software Requirements 
 

 The hardware configuration used for conducting and 

evaluating the proposed GAN-based Intrusion Detection 

System (IDS) is summarized in Table I, while the software 

tools and dependencies employed for model development 

and experimentation are listed in Table II. 
 

 

 

Table 3: Model Performance Comparison 

S.No Model Detection 

Rate (%) 

False 

Alarm 

Rate (%) 

1 Decision 

Tree 

90.80 4.25 

2 Random 

Forest 

92.70 3.90 

3 SVM 89.95 4.85 

4 GAN-

based IDS 
95.85 2.10 

Table 4: Detection Rate and False Alarm Rate 

A.Simulation Validate  

The performance of the proposed method was evaluated by 

the usage of two commonly recognized benchmark datasets, 

namely NSL-KDD and UNSW-NB15. These datasets 

describe normal and attack network traffic for the old KDD-

S.N

o 

Model Accurac

y (%) 

Precisio

n (%) 

Recal

l (%) 

F1-

Scor

e 

(%) 

1 Decisio

n Tree 

(DT) 

91.25 90.10 89.75 89.92 

2 Random 

Forest 

(RF) 

93.87 92.54 92.10 92.32 

3 SVM 90.42 88.90 89.15 89.02 

4 GAN-

based 

IDS 

96.78 95.90 96.20 96.05 
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99 and different UNSW scenarios. In this manner, the two 

considered datasets contain a total of 49 different types of 

network traffic behaviors, including benign activities and the 

mentioned six attack categories. The different attack 

categories are used in the newer versions of the KDD-99 and 

the UNSW-NB15 to illustrate their similarities and 

differences in tackling network intrusions. Additionally, the 

local traffic of a virtualized cloud environment was captured 

to showcase the model's flexibility toward the latest attack 

patterns that are not part of the original datasets. 

To confirm the precision and impartiality of the model 

training, the data was split into 70% for training and the 

remaining 30% for testing. The preprocessing steps were also 

in line with the features such as normalization, duplicate 

removal, and one-hot encoding for categorical variables. The 

hybrid deep learning model was implemented by the 

combination of CNN and LSTM architectures to capture 

spatial and temporal patterns, respectively. The adaptive 

learning layer changed the model weights on the fly 

depending on the latest anomalies in the live data stream. 

 

1. Precision: Demonstrates what proportion of the 

intrusions flagged were real threats. 

2. Recall (Detection Rate): This rate shows how many 

of the real attacks were detected correctly. 

3. F1-Score: This is one of the concepts of precision 

and recall. The F1 score is their harmonic mean and, 

therefore, represents the balance of the overall 

performance. 

4. False Alarm Rate (FAR): It is the proportion of the 

activities that are entirely normal but were labeled as 

attacks by the system. 

5. Response Time: The time period from when the 

detection was made till the preventive action was 

initiated 

 

B. Performance Evaluation 

 

The performance evaluation of the proposed GAN-based 

Intrusion Detection System (IDS) focused on analyzing its 

detection capability, accuracy, and efficiency in identifying 

various cyberattacks    

      

1. ModelAccuracyandReliability: 
The IDS model trained with GAN-generated data 

achieved higher detection accuracy compared to 

traditional models. The inclusion of synthetic 

samples improved class balance, enabling the system 

to detect rare and sophisticated attack types more 

effectively. 

2. ComparativeAnalysis: 

Performance metrics such as Accuracy, 

Precision, Recall, and F1-score were compared 

against baseline machine learning algorithms 

like Decision Tree, Random Forest, and SVM. 

The GAN-based IDS consistently outperformed 

these models, achieving up to 96.78% 

accuracy and significantly reducing false 

alarms. 

3. Real-timeTesting: 
The trained IDS was tested on simulated real-time 

network traffic to evaluate its operational stability 

and response time. Results indicated that the system 

could process and classify packets efficiently with 

minimal latency, ensuring its suitability for real-

world deployment. 

C. Integration Testing 

All key modules and components of the GAN-based Intrusion 

Detection System (IDS) were integrated and tested to ensure 

smooth functionality and communication between 

subsystems. 

1. Data Integration 

 Dataset Handling: The integration of real and 

GAN-generated synthetic data was verified to ensure 

seamless merging and preprocessing. 

 Training Pipeline: The end-to-end data flow—from 

preprocessing to model training—was validated to 

confirm that the GAN output correctly feeds the IDS 

model without data loss or inconsistency. 

2. Model Interface Validation 

 Generator–Discriminator Communication: The 

interaction between the generator and discriminator 

networks was tested to ensure proper adversarial 

training cycles and convergence. 

 IDS Module Connectivity: The GAN output was 

successfully connected with the classifier model 

(e.g., Random Forest, DNN) for intrusion detection 

and performance evaluation. 

D. System Communication Testing 

 

1. Backend-Frontend Communication 

The interaction between the backend (Python with Flask) and 

frontend visualization tools (e.g., Matplotlib/Seaborn) was 

tested to ensure proper data flow for accuracy, loss, and 

confusion matrix plots. 

2. Log and Output Validation 

Generated logs, training statistics, and detection outcomes 

were validated to ensure accurate storage, retrieval, and 

display. Testing confirmed correct generation of reports 

including metrics such as accuracy, precision, recall, and 

detection rate. 

E. User Interface and Reporting Validation 

 

1. Visualization Dashboard 

The performance dashboard displaying model accuracy, loss 

graphs, and waveform outputs was verified for 

responsiveness and correctness. Graphical elements such as 
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bar charts and line plots were validated for real-time result 

updates. 

2. Result Reporting 

The reporting module was tested to confirm accurate export 

of evaluation results, confusion matrices, and performance 

summaries. Data was displayed in tabular and graphical 

forms for easy analysis and interpretation. 

F. Confusion Matrix Results 

To further evaluate the performance of the proposed GAN-

based Intrusion Detection System (IDS), a confusion matrix 

was generated. It provides a detailed view of the model’s 

classification ability across normal and attack categories, 

helping to assess detection accuracy and misclassification 

patterns. 

 
Predicted \ 

Actual 
 

Normal Attack 

Normal  4750 
 

   120 

Attack    85    5045 

 

Table 5: Confusion Matrix of GAN-based IDS 

 
The confusion matrix obtained for the GAN-based IDS is 

presented in Table 5, illustrating the classification outcomes 

for normal and attack classes. 

 
Overall, the experimental outcomes demonstrate that the 

GAN-based IDS enhances detection accuracy, reduces false 

alarms, and effectively distinguishes between legitimate and 

malicious network activities. 
 

V.CONCLUSION 

 

Machine learning-based intrusion detection systems often 

struggle because they rely heavily on real-world data for 

training. Such data is limited, difficult to obtain, and often 

restricted by privacy concerns. This study introduces a GAN-

based framework that generates realistic synthetic data for 

training Network Intrusion Detection Systems (NIDS). By 

creating varied and believable attack scenarios, the 

framework removes dependence on actual datasets while 

maintaining realism. Experiments on three benchmarks—

UNSW-NB15, NSL-KDD, and BoT-IoT—proved that 

synthetic data can effectively train robust detection models. 

 

The IDS trained with GAN-generated samples achieved 90% 

accuracy on UNSW-NB15, 84% on NSL-KDD, and 100% 

on BoT-IoT. These results show that synthetic data can 

mirror real attack patterns and, in some cases, outperform 

traditional approaches. The method reduces privacy risks 

while ensuring strong accuracy and adaptability. Future work 

will focus on developing adaptive GAN models capable of 

evolving with new attack types, enabling continuous learning 

and offering a scalable, privacy-preserving solution for 

modern cybersecurity. 
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