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ABSTRACT
Coverless information hiding has gained attention for its ability to conceal secret information (SI) in
carriers without altering them. To address challenges such as low hiding capacity (HC) and mismatches in
large-scale text data, this paper proposes a novel method that leverages massive web text resources. First,
web crawler technology is employed to collect web texts related to the Sl, forming a comprehensive web-
text library. Next, relevant texts containing the Sl are retrieved, and the optimal text is selected. The
position of the SI within the chosen text is then represented using a 2-D coordinate system. Finally, the
URL of the selected web text is combined with the location information and sent to the recipient.
Experimental results demonstrate improvements in hiding capacity, success rate, and overall security.
Index Terms: Coverless information hiding, secret information (SI), web text retrieval, hiding capacity
(HC), 2-D coordinate system, web crawler, information security, text big data.
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I.INTRODUCTION incoherence, poor readability, and deviations

Information hiding conceals data within digital
carriers such as text, images, videos, and audio.
Among these, text-based hiding is the most
widely used and can be categorized into three
main types: format-based, image-based, and
natural language-based methods. Format-based
methods embed secret information (SI) by
altering word spacing, inserting invisible
characters, or modifying document formats
(PDF, HTML, Office) [3]-[5]. Image-based
methods treat text as binary images, hiding SI by
exploiting image features combined with textual
patterns [6], [7]. While these approaches offer
high hiding capacity (HC), they modify carriers,
making them wvulnerable to attacks like
recomposition, OCR, and steganalysis [8]-[10].
Natural language-based methods use NLP to
generate text carriers containing Sl, allowing
unmodified hiding, but often suffer from

from linguistic or statistical norms [11]. To
overcome these limitations, coverless text
information hiding has been proposed [12]. This
method retrieves existing carriers containing Sl
from large text databases shared between sender
and recipient, enabling hiding without modifying
the carrier. Techniques such as Word Rank
Maps [13], hash-based encoding [14], and
character encoding [15] have been developed.
However, most of these methods suffer from low
HC, often supporting only a single keyword per
text. Multi-keyword schemes [16], [17], and
word-embedding-based approaches [18]
improved HC but face declining success rates
(SR) as Sl length increases. Web text-based
methods [20] simplify big data processing but
expose location information due to direct
encoding. Existing coverless methods still
struggle to balance high HC, stable SR, and
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security. To address these challenges, this paper
proposes a web-text-based coverless information
hiding method. The approach leverages massive
web pages to hide SI: secret and search
keywords are extracted, relevant web pages are
retrieved using search engines, and a web spider
constructs a web-text library. From this library,
optimal web texts containing secret keywords
are selected as stego-texts. The location of each
keyword is encoded as 2-D coordinates, which
are combined with a key, compressed, and
embedded into the URL parameters. The URL is
then transmitted to the recipient. This method
leaves no modification trace in the web text
while achieving high HC and stable SR.
I.LRELATED WORK

Information hiding and text steganography have
been extensively studied over the past few
decades. Cox and Miller [1] provided a
comprehensive overview of the first fifty years
of electronic watermarking, highlighting the
evolution of methods for embedding information
in digital media. Bennett [2] surveyed linguistic
steganography techniques, discussing robustness
concerns when hiding information in text and
the challenges of preserving semantic coherence.
Brassil et al. [3] proposed copyright protection
techniques for electronic distribution of text
documents, which laid the foundation for secure
text-based information hiding.

In the domain of text watermarking, Liu and
Tsai [4] introduced a novel approach for robust
watermarking in presentation slides using blank
space coloring, demonstrating that text carriers
could be subtly modified without affecting
readability. Koluguri et al. [5] reviewed various
text steganography methods and tools,
summarizing format-based, image-based, and
natural language-based techniques, along with
their respective strengths and limitations. Wu
and Liu [6] explored data hiding in binary
images for authentication and annotation, which
inspired subsequent methods combining textual
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and image-based carriers for secure information

embedding.

Collectively, these works highlight the evolution
of methods for hiding information in text,

ranging from traditional
advanced steganographic techniques.

watermarking

texts without modifying carriers,

information transmission.
IHLLEXISTING SYSTEM

In information security, coverless information
hiding has gained attention as a promising
technique. However, current methods face a key
limitation: they typically allow only a single
Chinese character to be hidden within each
natural text. This severely restricts the overall
these approaches
impractical for real-world applications. While
multiple
keywords along with their counts to improve
capacity, they still exhibit significant drawbacks.
These include limited discussion of constraints
unclear
practical limitations such as vulnerability to
detection or restricted data transmission, and
insufficient technical details on the underlying
mechanisms. Additionally, the scope of existing
systems is often narrow, failing to address trade-
offs related to security, text coherence, and

hiding capacity, making

some methods attempt to hide

beyond the single-character limit,

resistance to attacks.
DISADVANTAGES

o Existing methods hide only a single
character per text, limiting efficiency and

practicality.

332

While
early approaches often relied on modifying
carriers—resulting in wvulnerability to attacks
such as OCR, recomposition, and steganalysis—
recent research emphasizes coverless methods
that leverage unmodified texts or large-scale text
databases to improve security, hiding capacity,
and imperceptibility. The proposed method in
this paper builds upon these foundations by
employing web text retrieval to construct stego-
achieving
higher hiding capacity and stability in secret
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o Low hiding capacity increases detection V.SYSTEM MODEL
risk and restricts data transmission. wesee _ea
IV.PROPOSED SYSTEM l

The proposed system presents a novel coverless
information hiding method that exploits the vast e o
number of web pages on the Internet to conceal - -
secret information (SI). The process begins by |
extracting both search and secret keywords, = |
followed by retrieving web pages associated f
with the Sl using mature search engines. Web
spider technology is then employed to fetch web
texts from these pages, constructing a
comprehensive web-text library.
From this library, sets of web texts containing
the secret keywords are identified, and the
optimal text is selected as the stego-text. The
exact location of each secret keyword within the
chosen text is represented using a coordinate
system. This location information is combined
with a key, compressed, and embedded into the
parameters of a URL, which serves as the
transmission medium.Key advantages of this
method include the absence of any modification
traces in the web text, ensuring high security and
undetectability. By leveraging the immense
volume of web data, the system achieves high
hiding capacity (HC) and maintains a stable
hiding success rate (SR). The use of coordinates
and compression enables efficient embedding of
secret keywords within URLs, enhancing
steganographic efficiency. Furthermore, the
integration of search engines and web spider
technology ensures the system is practical,
scalable, and suitable for  real-world
applications.
ADVANTAGES
e The carrier medium remains unchanged,
ensuring high security and undetectability.
o Utilization of the vast web data significantly
increases the hiding capacity (HC).

Fig.System Model

VI.IMPLEMENTATION

The system is structured into several
interdependent modules to ensure secure and
efficient coverless information hiding. The
WebText Corpus Generator collects clean and
diverse sentences from the web, which are stored
in the Mapping Database linking each sentence
to specific binary sequences. The Encoding
Engine converts secret messages into natural
language sentences, while the Decoding Engine
retrieves the hidden data accurately. A Synonym
and Paraphrase Expansion Module increases
variability, making the messages appear natural
and unpredictable. The User Interface Module,
built with Flask, allows users to encode and
decode messages easily, with real-time feedback
and basic authentication. Finally, the Security
Module protects the mapping dictionary and
ensures resistance against detection and
steganalysis.

VII.LRESULTS

Fig a: Login Page
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Fig b: Sender Pane

Fig c: receiver decryption interface

Fig 4 : transmission decoded
VII1.CONCLUSION

In conclusion, the WebText-based coverless
information hiding technique offers a significant
advancement  in  secure and  covert
communication. By mapping secret information
to naturally occurring web sentences without
modifying any data, it overcomes many
limitations of traditional steganography. The
system ensures message integrity, readability,
and strong resistance to detection, while
providing applications in journalism,
intelligence, corporate security, and censorship
circumvention. Despite challenges like mapping
management and scalability, future
improvements  with  Al-driven  language
generation and  cryptographic integration
promise enhanced robustness and adaptability.
This approach represents a practical and
innovative solution for privacy and security in
today’s heavily monitored digital environment.

IX.FUTURE SCOPE:
The WebText-based coverless information
hiding system has promising future directions,
including integrating advanced NLP and deep
learning models like GPT and BERT to generate
diverse, contextually relevant  sentences,
enhancing stealth. Expanding the corpus to
support multiple languages can enable global
covert communication and increase resistance to
detection. Adaptive learning techniques could
allow the system to evolve with user feedback
and language trends, optimizing encoding and
decoding efficiency. These advancements would
further improve the system’s robustness,
scalability, and applicability in real-world
scenarios.
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