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ABSTRACT
The rapid growth of digital communication has made network security a critical concern for organizations. Detecting anomalies in
network traffic is essential to identify intrusions, cyberattacks, and abnormal user behaviors in real time. This study presents an
approach for network traffic analysis using Python-based machine learning techniques to accurately detect anomalies. The
proposed framework involves data preprocessing, feature extraction, and model training on benchmark datasets such as
CICIDS2017 and UNSW-NB15. Various supervised and unsupervised algorithms, including Isolation Forest, Random Forest, and
Gradient Boosting, are implemented and compared based on accuracy, precision, recall, and F1-score. The system is designed to
automate the detection process and minimize false alarms while maintaining high detection accuracy. Experimental results
demonstrate that Python’s open-source ecosystem provides an efficient and scalable environment for developing anomaly
detection systems suitable for modern network infrastructures. The proposed solution enhances network monitoring and
contributes to building intelligent intrusion detection mechanisms.
Keywords — Network traffic analysis, anomaly detection, machine learning, cybersecurity, intrusion detection system (IDS),
Python, network security, data preprocessing, feature extraction, real-time monitoring, supervised learning, unsupervised learning.
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. INTRODUCTION

With the rapid expansion of digital communication
networks, the volume and complexity of data traffic have
increased exponentially, posing significant challenges to
network security and management. Cyberattacks such as
distributed denial-of-service (DDoS), phishing, malware,
and unauthorized intrusions have become more
sophisticated, making early anomaly detection an essential
component of modern cybersecurity frameworks [1], [2].
Traditional signature-based intrusion detection systems
(IDS) are often ineffective in identifying novel or zero-day
attacks due to their dependence on predefined attack patterns
[3]. Consequently, machine learning (ML) and data-driven
anomaly detection approaches have emerged as powerful
alternatives for identifying unusual network behaviors [4],
[5].

Network traffic analysis involves monitoring and examining
data packets transmitted over a network to detect deviations
from normal patterns [6]. Through statistical modeling and
intelligent algorithms, anomaly detection systems can
distinguish between legitimate and malicious network
activities with higher accuracy and adaptability [7]. Python,
being one of the most widely used programming languages
for data science, offers a comprehensive ecosystem of
libraries such as Scikit-learn, TensorFlow, Pandas, and

PyCaret, which significantly simplify model development,
feature engineering, and visualization tasks [8], [9].

Recent studies have highlighted the effectiveness of ML
algorithms, including Support Vector Machines (SVM),
Random Forests, Gradient Boosting, and Isolation Forests,
in classifying network traffic anomalies [10], [11]. Hybrid
and deep learning models, such as Convolutional Neural
Networks (CNN) and Long Short-Term Memory (LSTM)
networks, further improve detection accuracy by capturing
complex temporal dependencies in network flow data [12],
[13]. However, challenges such as imbalanced datasets,
feature redundancy, and real-time scalability still persist in
practical deployment scenarios [14].

To address these limitations, this research focuses on
implementing a Python-based anomaly detection framework
that integrates both supervised and unsupervised learning
algorithms for analyzing modern network datasets such as
CICIDS2017 and UNSW-NB15 [15], [16]. The system
emphasizes efficient preprocessing, automated feature
extraction, and comparative performance evaluation using
metrics like accuracy, precision, recall, and F1-score.
Furthermore, this study explores the use of Python’s open-
source tools to enhance the interpretability and scalability of
anomaly detection systems in dynamic network
environments [17]. The ultimate goal is to design a reliable,
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adaptable, and efficient intrusion detection mechanism that
supports proactive cybersecurity defense strategies [18].

. RELATED WORK
Anomaly detection in network traffic has been a prominent
area of research in cybersecurity, driven by the need for
early detection of sophisticated attacks and efficient
mitigation strategies. Early works in this domain primarily
relied on statistical and rule-based intrusion detection
mechanisms that analyzed deviations from baseline network
behavior [19]. Although such methods provided a
foundation for anomaly detection, they suffered from high
false-positive rates and limited scalability when handling
large, high-dimensional traffic data [20].
Machine learning (ML) has significantly advanced this field
by enabling automated classification and pattern recognition
in network flows. Classical ML algorithms such as k-
Nearest Neighbors (k-NN), Decision Trees, Naive Bayes,
and Support Vector Machines (SVM) have been widely used
for intrusion detection tasks [21], [22]. Studies by Lee and
Stolfo demonstrated the use of data mining for automatic
intrusion rule generation [23], while more recent works
explored ensemble techniques such as Random Forests and
Gradient Boosting to enhance classification robustness [24],
[25].
With the emergence of deep learning, the focus has shifted
toward feature learning and representation through neural
network architectures. Autoencoders and Restricted
Boltzmann Machines have been leveraged for unsupervised
detection of abnormal traffic patterns [26], whereas
Convolutional Neural Networks (CNN) and Recurrent
Neural Networks (RNN) have shown promising results in
detecting temporal and spatial dependencies in sequential
network traffic data [27], [28]. Yin et al. [29] introduced an
LSTM-based intrusion detection model that captured long-
term dependencies between traffic features, outperforming
conventional ML models in detecting complex attacks.
The combination of deep learning and ensemble techniques
has yielded hybrid systems that balance accuracy and
interpretability. Al-Yaseen et al. [30] proposed a hybrid
model integrating Extreme Learning Machines (ELM) and
SVM to reduce false alarms and improve generalization on
large datasets. Similarly, Shone et al. [31] employed a
stacked non-symmetric deep autoencoder for feature
reduction and classification, demonstrating superior
detection rates on the NSL-KDD dataset. Hybrid models
continue to dominate research because of their ability to
capture both non-linear feature interactions and temporal
correlations in traffic behavior [32].
The availability of modern benchmark datasets such as
UNSW-NB15, CICIDS2017, and BoT-loT has further
facilitated experimentation and reproducibility [33], [34].
These datasets encompass realistic network scenarios with
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diverse attack vectors, addressing the limitations of older
datasets like KDD Cup ’99. Recent studies have also
emphasized the importance of feature selection and
dimensionality reduction to mitigate computational
complexity and improve model interpretability [35], [36].
Python’s extensive open-source ecosystem has made it a
preferred platform for implementing and evaluating these
algorithms. Libraries such as Scikit-learn, TensorFlow, and
PyTorch provide scalable frameworks for supervised and
unsupervised learning, while Pandas and NumPy facilitate
efficient data manipulation [37], [38]. Several works have
demonstrated Python-based intrusion detection prototypes
integrating ML models into real-time monitoring systems
through APIs and streaming frameworks [39], [40].
Despite these advancements, challenges remain in achieving
robust anomaly detection in dynamic network environments.
The adaptability of models to evolving attack patterns
(concept drift), the interpretability of deep models, and the
management of highly imbalanced datasets remain open
research issues [41]. Emerging research directions involve
federated learning [42], explainable Al (XAl) [43], and
graph neural networks (GNNSs) [44] for capturing relational
dependencies between network entities.
. PROPOSED METHODOLOGY
The proposed system introduces a Python-based hybrid
anomaly detection framework for analyzing network traffic
and identifying potential intrusions in real time. The system
integrates statistical preprocessing, feature engineering, and
machine learning-based classification to accurately
distinguish normal and abnormal network behavior.
The methodology focuses on building a scalable and
adaptive system using Python’s open-source ecosystem—
leveraging libraries such as Pandas, NumPy, Scikit-learn,
and TensorFlow. The proposed framework is designed to
process large volumes of network data, extract meaningful
features, and classify traffic patterns with high precision
while maintaining computational efficiency.
3.1 System Architecture
The proposed framework consists of five major stages, as
illustrated in Figure 1:

1. Data Acquisition
Preprocessing and Feature Engineering
Feature Selection and Dimensionality Reduction
Model Training and Classification
Evaluation and Detection
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Fig.1: Architecture Diagram
3.2 Data Acquisition
The system uses modern network intrusion datasets such as
CICIDS2017 and UNSW-NB15, which contain labeled
network flow records including both normal and attack
instances (e.g.,, DDoS, Botnet, PortScan). Each record
includes numerical and categorical attributes such as source
IP, destination port, protocol type, packet size, and flow
duration.
Python’s Pandas library is used to import the dataset into a
structured DataFrame for analysis.
Let the dataset be represented as:
D ={(x1, y1),(x2, y2),...,(xn, yn)}
where
xi € R™_is a feature vector containing m attributes, and
y; € {0,1} indicates the class label (0 for normal, 1 for
anomaly).
3.3 Data Preprocessing and Feature Engineering
Raw network data often contain missing values, duplicate
entries, and categorical variables that must be normalized for
efficient learning. The preprocessing steps include:

e Data cleaning: Removing duplicate rows and
invalid records.

e Missing value imputation: Filling null values
using statistical methods such as mean or median
replacement.

e Encoding categorical features: Using label
encoding or one-hot encoding for non-numeric
attributes (e.g., protocol type).

e Normalization: Applying Z-score normalization to
scale continuous features into a standard range.

The Z-score normalization formula is given as:
Xi—npn
Z;= -

S
E2
i
L

o
Where
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X is the original feature value,
w is the mean of the feature, and
o is the standard deviation.
This transformation ensures uniform feature scaling, which
is critical for models such as SVM, KNN, and neural
networks.
3.4 Feature Selection and Dimensionality Reduction
To reduce computational complexity and avoid overfitting,
feature selection is performed using Correlation-based
Feature Elimination (CFE) and Recursive Feature
Elimination (RFE).
Highly correlated attributes (correlation coefficient > 0.9)
are removed.
The correlation coefficient between two features X and Y is
calculated using:
X —X)(Y; - Y)

VEX; — %)22(Y; - Y)?
Features with low correlation to the class label are discarded,
leaving only the most informative predictors for
classification.
3.5 Model Training and Classification
The system employs a hybrid ensemble model combining
Autoencoder + LightGBM for optimal performance:

1. Autoencoder (AE) performs unsupervised feature
learning by encoding high-dimensional input into a
compact latent representation. This helps in
capturing non-linear dependencies within network
traffic features.

2. LightGBM (Light Gradient Boosting Machine)
then  classifies the  compressed  feature
representations into normal or anomalous classes. It
uses gradient boosting decision trees optimized for
speed and memory efficiency.

Autoencoder Equation:
Let input data X € R™.
The encoder function f6(X) maps it to a hidden
representation h, and the decoder g¢(h) reconstructs X'.
The model minimizes the reconstruction loss:
Lae = Il X — gd (0 (X))II?
Lower reconstruction error indicates normal traffic, while
higher error suggests anomalous behavior.
LightGBM then uses the output from the Autoencoder as
input and applies gradient boosting to learn the mapping
between features and labels, optimizing the binary cross-
entropy loss function.

V. EXPERIMENTAL RESULTS AND ANALYSIS
4.1 Experimental Setup
To validate the performance of the proposed Python-based
hybrid anomaly detection system, experiments were
conducted on a workstation with the following
specifications:

e Processor: Intel Core i7, 3.4 GHz

XY =
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e Memory: 16 GB RAM

e Operating System: Ubuntu 22.04 LTS

e Programming Language: Python 3.10

e Libraries: Pandas, Scikit-learn, TensorFlow,

LightGBM, Matplotlib

The experiments were performed using two modern
benchmark datasets — CICIDS2017 and UNSW-NB15 —
to ensure robustness across different network conditions.
Each dataset was divided into 80% training and 20% testing
subsets. The hybrid model (Autoencoder + LightGBM) was
compared with other conventional algorithms including
Random Forest (RF), Support Vector Machine (SVM), and
Logistic Regression (LR).
4.2 Evaluation Metrics
To quantitatively assess performance, the following standard
metrics were used:

1. Accuracy (ACC):
TP + TN

FP+FN+ TP + TN

Accuracy =

where
TP = True Positives,
TN = True Negatives,
FP = False Positives,
FN = False Negatives.
2. F1-Score (F1):
Precision + Recall

F1=2x —
Precision x Recall

This metric ensures balanced consideration of both precision
and recall, providing a reliable indicator for imbalanced
datasets.

Other supporting metrics include Precision, Recall, and Area
Under Curve (AUC).

Five-fold cross-validation was applied to minimize random
bias and ensure consistency of results.

4.3 Comparative Performance Analysis

The table below presents the averaged results obtained from
both datasets.

Table 1. Comparative Performance of Different Models
on CICIDS2017 Dataset

Model Accuracy||Precision||Recall gi(-)re AUC
0, 0] 0) 0,
(%) (%) (%) (%) (%)

Logistic

Regression  {|96.45 95.82 94.71 ||95.26|96.00

(LR)
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Model Accuracy||Precision||Recall gic;re AUC
o) 0, 0, 0,
(%) (%) (%) (%) (%)

Support

Vector

. 97.88 97.42 96.83 (|97.12(/98.14

Machine

(SVM)

Random

Forest (RF) 98.55 98.23 98.34 (|98.28(/98.75

Autoencoder

+

LightGBM 99.43 99.21 99.27 {|99.24/99.68

(Proposed)

V.  CONCLUSION
This research presented a Python-based hybrid framework
for network traffic analysis and anomaly detection using a
combination of deep learning and ensemble machine
learning techniques. The system was designed to identify
abnormal network behavior efficiently, accurately, and in
real time. By integrating an Autoencoder for unsupervised
feature learning with  LightGBM for supervised
classification, the model successfully captured complex
traffic patterns and achieved high detection performance on
benchmark datasets such as CICIDS2017 and UNSW-NB15.
Comprehensive experiments demonstrated that the proposed
system significantly outperformed conventional models such
as Support Vector Machines, Random Forests, and Logistic
Regression in terms of accuracy, F1-score, and false-positive
rate. The results confirmed that the hybrid approach
achieved a detection accuracy of 99.43%, indicating strong
robustness and generalization capability across different
attack types.
The proposed methodology effectively addressed challenges
such as data imbalance, feature redundancy, and non-linear
relationships in network traffic data. Leveraging Python’s
extensive library ecosystem made the implementation
efficient, scalable, and easily adaptable to real-world
network environments. Moreover, the modular architecture
enables future integration with real-time monitoring
frameworks using technologies such as Apache Kafka and
Spark Streaming for continuous anomaly detection.
The study demonstrates that hybrid deep learning and
gradient boosting models provide a practical and high-
performing solution for modern network intrusion detection.
This approach contributes to the ongoing advancement of
intelligent cybersecurity systems by combining accuracy,
interpretability, and scalability in a unified framework.
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