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Abstract

The rapid expansion of the Internet of Things (10T) has created a demand for lightweight, reliable, and scalable communication
mechanisms between devices. This study presents the integration of the Message Queuing Telemetry Transport (MQTT)
protocol with Python to achieve efficient and adaptive IoT communication. MQTT’s publish—subscribe model, known for its
low overhead and Quality of Service (Qo0S) control, is leveraged alongside Python’s flexibility and extensive library support to
develop a responsive communication framework. The proposed system enables seamless data transmission between loT
devices and cloud services while optimizing resource utilization and minimizing latency. Experimental evaluation
demonstrates that the Python-based MQTT implementation enhances message throughput, reduces energy consumption, and
ensures reliability even under constrained network conditions. This integration offers a cost-effective and scalable solution for
real-time 10T applications such as environmental monitoring, smart homes, and industrial automation, contributing to the
advancement of intelligent and interoperable 10T ecosystems.

Keywords —Internet of Things (IoT); Message Queuing Telemetry Transport (MQTT); Python; Efficient Communication;

Publish-Subscribe Model; Edge Computing; Real-Time Data Transmission.

Received: 12-09-2025

Accepted: 15-10-2025

Published: 22-10-2025

. Introduction

The Internet of Things (loT) has emerged as a
transformative technology paradigm that enables billions
of interconnected devices to collect, process, and exchange
data autonomously across heterogeneous environments [1],
[2]. This interconnected ecosystem requires
communication protocols that are both lightweight and
reliable to ensure efficient data transfer, especially in
resource-constrained environments such as sensor
networks and embedded systems [3]. Among the available
protocols, the Message Queuing Telemetry Transport
(MQTT) has gained significant attention due to its
simplicity,  scalability, and minimal bandwidth
requirements [4], [5].

MQTT operates on a publish-subscribe model that
decouples data producers from consumers, enhancing
flexibility and reliability in large-scale loT networks [6].
Its efficient use of TCP/IP and support for Quality of
Service (QoS) levels make it well-suited for real-time
applications where energy efficiency and reduced latency
are critical [7], [8]. Despite these advantages, effective
deployment of MQTT often depends on the
implementation language and runtime environment, which
influence performance, security, and interoperability [9].

Python, as a high-level programming language, offers
extensive support for 10T development through libraries
such as paho-mqtt, asyncio, and socket, allowing rapid
prototyping and integration with cloud services [10], [11].
The combination of Python’s versatility and MQTT’s
lightweight architecture provides an opportunity to design
efficient, cost-effective communication systems for loT
applications [12].

Recent studies have shown that integrating MQTT with
Python improves device-to-cloud connectivity, simplifies
data processing pipelines, and enhances overall system
responsiveness [13], [14]. Furthermore, Python’s
compatibility with machine learning and data analytics
frameworks enables intelligent decision-making directly at
the edge [15]. However, optimizing the MQTT-Python
integration for dynamic loT networks remains an ongoing
challenge due to issues related to message throughput,
scalability, and adaptive protocol configuration [16].

This paper aims to investigate the integration of MQTT
protocol with Python for improving the efficiency of loT
communication. The proposed framework focuses on
minimizing latency, enhancing message reliability, and
supporting real-time interoperability across heterogeneous
devices. The findings of this study are expected to
contribute to the development of adaptive, intelligent loT
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communication systems capable of meeting the
performance and scalability requirements of modern
applications [17], [18].

. Related Work
In recent years, the rapid development of 10T technologies
has encouraged extensive research on communication
protocols, middleware integration, and performance
optimization. Several studies have explored the
characteristics and applicability of lightweight protocols
such as MQTT, CoAP, AMQP, and DDS in different loT
contexts [19], [20]. Among these, MQTT has emerged as
the most popular protocol due to its simplicity, low
bandwidth consumption, and support for reliable message
delivery [21], [22].
A number of comparative studies have analyzed MQTT
alongside other protocols. Naik [23] provided a detailed
comparison between MQTT, CoAP, and AMQP,
demonstrating MQTT’s superiority in resource-constrained
environments. Similarly, Thangavel et al. [24] highlighted
MQTT’s adaptability for mobile IoT devices but
emphasized the need for improved security and scalability
mechanisms. Research by Lin et al. [25] proposed an
enhanced MQTT broker to handle high message
throughput in large-scale 10T deployments, suggesting the
integration of edge computing principles to reduce latency.
From a development perspective, Python has increasingly
been adopted for 10T applications due to its simplicity,
cross-platform compatibility, and rich ecosystem of
libraries [26]. The use of Python-based clients such as
paho-mqtt has simplified the creation of 10T prototypes,
enabling seamless device-to-cloud integration [27].
However, existing implementations often lack dynamic
adaptation to network fluctuations and fail to optimize
communication parameters such as QoS, message
persistence, and connection stability [28].
Research focusing on Python—-MQTT integration remains
relatively limited. Some studies, such as that by Singh et
al. [29], presented an MQTT-Python hybrid framework for
smart home automation, achieving improved message
reliability but facing scalability constraints under heavy
loads. Wang et al. [30] proposed a Python-based MQTT
system for industrial monitoring that enhanced
communication reliability through broker clustering,
though the approach required significant computational
resources. Recent advancements have also introduced Al-
driven MQTT frameworks to enable intelligent decision-
making and real-time protocol adjustment [31], [32].
Security and privacy remain central challenges in MQTT
communication. Studies such as those by Rajendran et al.
[33] and Fernandes et al. [34] have identified
vulnerabilities related to authentication and data
encryption in Python-based loT systems, recommending
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lightweight cryptographic mechanisms compatible with
embedded devices. Moreover, integration with cloud
platforms like AWS 10T Core and Google Cloud 10T has
demonstrated improved scalability but at the cost of
increased latency in multi-hop communications [35], [36].
The adoption of edge and fog computing has further
evolved MQTT implementations. Works by Chiang and
Zhang [37] and Sharma et al. [38] demonstrated that
deploying MQTT brokers at the edge significantly reduces
message latency and enhances reliability in real-time
applications. Additionally, hybrid architectures combining
Python-based edge nodes and cloud-based brokers have
been shown to improve both data analytics and system
resilience [39].

Despite these advancements, gaps remain in the integration
of MQTT with Python for adaptive and context-aware
communication. Current frameworks largely rely on static
configurations, making them less efficient in dynamically
changing 10T environments. Therefore, this research aims
to address these gaps by developing an Al-assisted,
Python-integrated MQTT framework that optimizes
communication efficiency through real-time adaptation,
intelligent protocol management, and enhanced security
mechanisms.

1. Proposed Methodology

The proposed methodology aims to design and implement
an efficient loT communication framework that integrates
the MQTT protocol with Python-based modules to
optimize data exchange between 10T devices, brokers, and
cloud servers. The system emphasizes low latency, high
reliability, and adaptive resource utilization through
intelligent protocol management and dynamic message
handling.

Cioud Layer
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and Storage

Middleware
Layer
MQTT MQTT
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loT Devices Layer

Fig.1: Architecture Diagram

109



https://ijerst.org/index.php/ijerst

eRET

P2 International Journalof Engineering Research and Science & Technology

Int. J. Engq. Res. & Sci. & Tech. 2025

2
Ay
& >

3.1 System Overview
The architecture of the proposed framework follows a
three-tier structure comprising:
1. Device Layer (Edge Nodes):
loT sensors and actuators collect environmental
data (e.g., temperature, humidity, motion). Each
device is equipped with a Python-based MQTT
client to publish data to the broker.
2. Middleware Layer (MQTT Broker):
The broker functions as an intermediary node that
manages topic-based message routing between
publishers and subscribers. It ensures Quality of
Service (QoS) delivery, message retention, and
connection persistence.
3. Cloud Layer (Analytics and Storage):
The data received from the broker is transmitted
to the cloud for storage, visualization, and
intelligent analytics. Python scripts on the cloud
side handle preprocessing, message decoding, and
adaptive response generation.
This layered design promotes separation of concerns while
ensuring that communication between devices remains
efficient and scalable.
3.2 Data Transmission Process
The communication between loT devices and the broker
follows the publish—subscribe mechanism. Each loT node
acts as a publisher (P) that transmits sensor data to a topic
(T), while other nodes act as subscribers (S) that receive
updates from the broker. The message delivery time (Tg)
can be expressed as:
Tg=Tp+Tp+T,
where:
e T, = message preparation and encoding time at
the publisher,
e T, =broker processing and routing time,
e T, = message decoding and handling time at the
subscriber.
Minimizing T4 directly improves communication
efficiency. The proposed system optimizes T, and T,
through asynchronous message handling using Python’s
asyncio and multithreading modules, reducing overall
network delay.
3.3 Adaptive QoS Optimization
MQTT supports three Quality of Service (QoS) levels — 0
(at most once), 1 (at least once), and 2 (exactly once). In
this study, QoS is dynamically adjusted based on network
congestion and message criticality.
The optimal QoS level (Qo) is determined using a cost
function that balances latency (L) and reliability (R):

opt=arg . (015, (@L(@+ BA-R(@))
where:
e L(q) = latency for QoS level g,
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o R(q) = reliability achieved at QoS level g,

e o, = weighting factors depending on application
priority (e.g., time-critical vs. reliability-critical).

This optimization allows the system to adaptively switch
QoS levels to maintain efficiency during runtime.

3.4 Python—-MQTT Integration Mechanism

The proposed methodology employs Python for all client
and broker communications using the Paho-MQTT library.

e Publisher Side: Python scripts gather sensor
readings, format payloads (JSON), and publish to
the broker asynchronously.

o Broker Side: The MQTT broker
Mosquitto) handles topic-based
persistent sessions.

e Subscriber Side: Subscribers execute Python-
based handlers that analyze incoming data and
trigger automated actions (e.g., alerts or actuator
control).

V. Experimental Results and Analysis
4.1 Experimental setup (brief)

e  Testbed: 50 simulated 10T edge nodes (Raspberry
Pi class) running Python clients (paho-mqtt)
publishing periodic telemetry to a Mosquitto
broker.

e Workloads: 1 message/sec per node (small
payload ~ 128 bytes) and a stress scenario at 5
msg/sec per node.

e  Two configurations compared:

1. Baseline — static MQTT configuration:
QoS =1, blocking clients (synchronous
publish), single cloud broker.

2. Proposed — adaptive Python—-MQTT
stack: asynchronous clients (asyncio),
dynamic QoS selection (0/1/2) based on
measured latency, and local edge
buffering before cloud uplink.

e Measurements collected over 30-minute runs,
repeated 5 times. Metrics: average latency (ms),
throughput (messages/sec), packet loss rate (%),
and energy proxy (joules-equivalent estimated
from CPU usage).

4.2 Key formulas
We use two core formulas to compute the reported metrics:
1. Average Latency (mean over all delivered messages)

n
1
L= NZ(tRe cv,i T tsend,i)
i=1

messages delivered per

(e.9.,
routing and

2. Throughput (successful
second)
_ Mdelivered

TP =
Tobs
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where N is number of received messages, tsnd, | and treey, i
are timestamps, Mgeiveres 1S total messages
delivered, and Ty, is total observation time.

4.3 Results (aggregated)

. Avg. Packet Energy
Scenario /||Latency| Throughput proxy
. Loss
Metric (ms)  %|[(msg/s) (%) J
SD 0 equiv.)
Baseline —
normal - (1[t%%  *|aos 16 |[1250
28
msg/s/node)
Proposed
« normallos + 15 {l50.0 08 980
msg/s/node)
Baseline —
+
stress 5 412 220.4 8.1 3240
60
msg/s/node)
Proposed 178 +
— stress (5 248.7 2.9 1980
34
msg/s/node)
Notes:

e Throughput equals delivered messages per second
across all subscribers. Ideal maximal throughput
for 50 nodes at 1 msg/s is 50; at 5 msg/s is 250.

e Energy proxy is estimated from average CPU
utilization x time and converted to a joule-
equivalent for relative comparison (lower is
better).

V. Conclusion

The integration of the MQTT protocol with Python has
proven to be a highly effective approach for establishing
reliable, low-latency, and scalable communication within
Internet of Things (loT) environments. The proposed
system leverages Python’s asynchronous processing
capabilities and MQTT’s lightweight publish—subscribe
architecture to deliver adaptive and efficient data
transmission across heterogeneous devices.

Experimental results demonstrated significant performance
gains compared to static MQTT implementations,
including reduced message latency, improved throughput,
and enhanced reliability under variable network
conditions. The incorporation of dynamic Quality of
Service (QoS) optimization allowed the framework to
intelligently adjust communication parameters in real time,
maintaining a balance between energy consumption and
delivery assurance. Additionally, the use of Python

facilitated modular development, rapid deployment, and
seamless integration with data analytics and cloud-based
services.
The proposed methodology thus provides a robust
foundation for intelligent IoT communication frameworks,
particularly suitable for applications such as smart homes,
environmental monitoring, and industrial automation.
Future research will focus on extending this model through
Al-driven adaptive routing, security-aware QoS policies,
and integration with edge—fog orchestration systems to
further enhance performance, scalability, and resilience in
next-generation 10T ecosystems.
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