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Abstract. The rapid development of artificial intelligence (Al) in producing realistic images has
raised concerns over the use of such technology. In this study, we give a detailed explanation of real
and Al-generated photos to develop a classification model that can distinguish between the two. Our
primary objective is to create a strong method to identify Al-generated images, which can have tre-
mendous implications for various applications, including content moderation and image forensics. We
create a dataset of autistic images from diverse sources and Al-generated images created with state-
of-the-art generative models. To extract their distinct features, we extract different features from these
images, such as color histograms, texture features, and deep neural network features. We train and
validate the convolutional neural network (CNN) machine learning model to classify the images. Our
results affirm the effectiveness of the CNN model, with a 95.5% accuracy in detecting real and fake
photos.
Keywords: Convolutional Neural Networks (CNN), Image preprocessing, Deep Learning classifica-
tion, Al-Generated Image Detection.
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1 INTRODUCTION
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nificant challenge in content verification and dig-

Artificial intelligence is developing so fast
that it is now possible to create very realistic im-
ages that are almost impossible to distinguish
from real ones. The quality and quantity of Al-
created images, which are produced by methods
such as Generative Adversarial Networks
(GANS), have increased, and questions have been
raised about the authenticity of digital infor-
mation. These images are usually created for in-
nocuous purposes such as creating art, entertain-
ment, or enhancing machine learning algorithms.
They can therefore also be used maliciously to
disseminate false information, produce deep-
fakes, or manipulate the public. Artificial intelli-
gence (Al)-generated images are therefore a sig-

This article can be downloaded from https://ijerst.org/index.php/ijerst

ital media forensics.

The capacity of Convolutional Neural Net-
works (CNNs) to automatically learn and extract
information from images through a series of con-
volutional and pooling layers has made CNNs a
valuable tool for image classification. Across
various computer vision tasks, including object
detection, face recognition, and medical imaging,
CNNs have been extremely effective. CNNs are
capable of noticing minute variations in pixel
patterns, textures, and other image characteristics
that are hard for humans to notice when used to
identify real vs. Al images. They are, therefore,
the perfect solution for identifying any minute
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irregularities or anomalies in Al-generated imag-
es.

In recent years, a few studies have attempted
to solve this issue with varied CNN-based
models to classify real and Al-altered images.
These models get trained on colossal datasets
with some Al-generated pictures and genuine
pictures assisting the model in identifying a few
special patterns, which can help them distinguish.
In feature extraction, CNN layers are employed
to extract the features of Hidden Features such as
edges, shape, and texture in the Images. A
Convolutional Neural Network provides one
definitive prediction: whether an image is real or
belongs to artificial intelligence (Al) space. The
aim is to develop a trustworthy, automated
system that can detect Al-generated content
reliably and hence maintain the digital media's
trustworthiness.

2 LITERATURE REVIEW

We conducted a comprehensive literature re-
view by reading three research articles on image
recognition [1]. The current work investigates
Al-generated image detection using a CNN-based
classifier trained online with 14 generative mod-
els. The work explores the generalization of de-
tection across unseen models and generalizes
detection to pixel-level inpainting recognition.
Findings are that incremental training improves
model robustness against evolving Al-generation
strategies. [2]. The second paper highlights the
realism and aesthetic appeal of Al-generated im-
ages from generators like DALL-E2, Midjourney,
and Stable Diffusion. A subjective user evalua-
tion and objective quality metrics reveal that Al-
generated images are quite different in realism
based on the text prompt, generator, and image
processing methods. [3]. The third paper intro-
duces a CIFAKE, a real vs. Al-generated image
classification dataset using a CNN-based classifi-
er. The model exhibits 92.98% accuracy and is
based on explainable Al (XAI) approaches to
examine classification decisions. Findings recog-
nize Al-generated image artifacts and back-
ground inconsistencies as major classification
features.

This article can be downloaded from https://ijerst.org/index.php/ijerst

2.1 Survey

The fact that Al-generated images are new,
and therefore checking for authenticity becomes
challenging, is the reason behind the necessity of
developing reliable classification methods. Our
project's primary instrument used to distinguish
between Al-generated and real images is Convo-
lutional Neural Networks (CNNs). By training
the model on a multitude of datasets consisting of
real as well as synthetic images, the system learns
to recognize complex patterns, textures, and
anomalies that are characteristic of Al-generated
images. The model enhances classification preci-
sion by extracting image features at different
layers. Developing Al generation techniques,
dataset bias, and ensuring robustness to adversar-
ial inputs are some of the challenges. The work
gives a reliable tool for detecting synthetic media
in different applications, including digital foren-
sics, security, and journalism, and also enhances
automated detection and reduces the risks of mis-
information.

Furthermore, our project prioritizes thorough
preprocessing and dataset curation to guarantee
that the training data appropriately captures the
intricacies of actual image distributions. Exten-
sive network hyperparameter experimentation is
used to optimize performance, and thorough
evaluation protocols are used to gauge recall and
precision. This meticulous approach not only
improves the CNN model's dependability but also
offers important new information about how arti-
ficial image artifacts behave, opening the door for
more complex research in cybersecurity and im-
age authentication.
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2.2 Aim and Objective

The primary goal of this project is to develop
a precise and effective deep learning-based
classification model that can distinguish between
real images and Al-generated images. As
generative Al is growing rapidly, it is becoming
more challenging to distinguish between
authentic and synthetic images, which is a major
challenge in areas like digital forensics, media
authentication, and cyber defense. The project
leverages Convolutional Neural Networks
(CNNs) and top-level deep learning techniques to
improve image authenticity verification for
efficient Al-generated content identification.

To achieve this, the project aims at several
key objectives. First, a heterogeneous dataset
containing both real and Al-generated images
will be collected from different sources, followed
by preprocessing techniques such as data aug-
mentation and normalization to improve model
generalization. Second, a CNN-based classifica-
tion model will be implemented, utilizing various
architectures and hyperparameter tuning to
achieve maximum performance. Performance
evaluation will be done with accuracy, precision,
recall, and Fl-score to have a robust, reliable
classification process. The project will also de-
termine real-world applications, particularly for
detecting misinformation as well as cybersecuri-
ty, and adversarial attack robustness for better
reliability in detection. By the accomplishment of
these objectives, the project would provide a vital
contribution to Al-generated content identifica-
tion, addressing the growing need for trustworthy
image classification tools.

2.3 Requirements
i.  The application model is developed using
a machine learning model supporting
language with data handling and data
visualization

ii. A high-performance NVIDIA GPU
(RTX 2060 or higher) with CUDA sup-
port for efficient model training.

Data preprocessing methods, such as im-
age resizing, normalization, and augmen-
tation, to enhance model generalization.

This article can be downloaded from https://ijerst.org/index.php/ijerst

iv. A CNN-based model capable of accu-

rately distinguishing real and Al-

generated images.

v. A user-friendly interface (GUI/API) for
real-time image classifica-
tion and analysis.

3 SYSTEM ARCHITECTURE

Uity onrlice

Ostput visaknabion

Fig. 1. CNN-Based Real vs. Al-Generated
Image Detection System
The system architecture that is being sug-
gested is in a pipeline structured form to de-
termine if an image is real or Al-generated
from a Convolutional Neural Network
(CNN). The process consists of the following

steps:
Step 1: Users upload an im-
age using the interface of

the system, offering a convenient setup for su
bmitting inputs and visualizing results.

Step 2: Uploaded images undergo prepro-
cessing, including resizing, normalization,
and data augmentation (flipping, rotation,
contrast adjustment) to improve model gen-
eralization.

Step 3: The preprocessed image is fed into a
CNN,

where convolution layers pick up spatial and
texture-based features
to differentiate between genuine and Al-
generated images.

Step 4: The features are fed into a fully con-
nected classification layer, which predicts a
probability score for the image being real or
Al-generated.

Step 5: A dataset of real and Al-generated
images is utilized to train the CNN model.
The model is trained using data augmentation
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and tested for classification accuracy. The
trained model is saved for future predictions.
Step 6: The ultimate classification outcome
(Real or Al-generated) is shown for the user
with a simple confidence rating.
4 SYSTEM METHODOLOGY
The Convolutional Neural Network (CNN)
system methodology for real and Al image classi-
fication has a well-structured pipeline that guar-
antees precise and effective classification. Data
collection, preprocessing, model development,
training, evaluation, and deployment are some of
the important steps in this methodology.
4.1 Dataset
We have designed our dataset for this re-
search, including both real and Al-generated im-
ages. The dataset, composed of 14 images labeled
as Real and Fake, is divided into two classes. In
order to enhance the accuracy and efficiency of
the training process of the CNN algorithm, these
14 images are split into three phases: training,
validation, and testing. This dataset is a valuable
resource for deep learning model construction in
this domain as well as the detection of Al-
generated images.
4.2 Preprocessing
Resizing, normalization, and data augmenta-
tion methods like rotation and flipping are used
to improve model generalization.
4.3 Model Architecture
This diagram illustrates the architecture of a
Convolutional Neural Network (CNN) for image
classification. Steps start from an input image,
which passes through some convolutional layers
that identify main features like edges. This dia-
gram illustrates the architecture of a Convolu-
tional Neural Network (CNN) for image classifi-
cation. The process starts with an input image,
which passes through multiple convolutional
layers that identify prominent features like edges
and textures. Non-linearity is introduced by the
ReLU activation function, which allows the mod-
el to learn finer patterns. Max pooling layers re-
duce the feature map size while preserving im-
portant information. These features are then flat-
tened and passed through a fully connected layer,
where all the neurons are interconnected to rec-
ognize patterns. Finally, the classification layer

This article can be downloaded from https://ijerst.org/index.php/ijerst

uses a SoftMax activation function to provide
probabilities and classify the image into pre-
defined categories, e.g., "Dog." This design ena-
bles the CNN to learn automatically and recog-
nize objects from hierarchical feature extraction.
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£

Fig. 2. Structure of CNN Model

4.4 Detection System

Convolutional Neural Networks (CNNs) han-
dle images by passing them through several spe-
cialized layers to identify images. To extract local
features like edges and textures, the convolution-
al layers initially use filters on the input image.
By sliding these filters across the image, promi-
nent features of the visual data are emphasized in
feature maps. By adding non-linearity, activation
functions such as ReLU allow the network to
learn more complex features. The spatial dimen-
sions are then reduced by pooling layers, making
the detection process more efficient and robust to
image changes. Fully connected layers finally
assess the high-level features in an attempt to
classify the image. This enables the CNN to rec-
ognize and differentiate objects in the image ac-
curately. CNNs can effectively understand and
interpret visual information due to this layered
approach.
4.5 Training & Testing

The batch size was 32 while training the mod
el through batch processing. Epochs were 15 to
20 epochs for the convergence of the model.
The validation split was 80% training and 20%,
and the testing was 15%.
5. RESULTS & DISCUSSION
5.1 Performance Metrics
Accuracy
Accuracy is a simple metric that is utilized to
denote the number of images correctly classified
divided by the total dataset. It is calculated as:

TP+TN

TP+TN + FP +FN

From the training log, the model starts at 90%
accuracy in the first epoch and keeps on improv-

Accuracy =
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ing, reaching 100% accuracy in the eighth epoch.
The validation accuracy also improves in the
same way, reaching 100% in later epochs, which
indicates that the model can accurately distin-
guish Al-generated images from actual images.

Accuracy is a simple measure to express the
number of correctly classified images over the
total dataset. It is calculated as follows:

Model Accuracy
100 { — o

v

098 4

Fig. 3. Training and Validation Accuracy
Over Epochs

This chart shows the model's accuracy develo
pment for training and validation sets across
several epochs, reflecting its effectiveness in
learning and generalization.
Precision

Precision refers to the rate of correctly classi-
fied positive cases among all positives that were

predicted.
TP+FP

Precision =

Precision = ? =1.0
A high precision score guarantees that the model
is probably right when it identifies an image as
being created by artificial intelligence. The model
probably maintains substantial precision because
of the high accuracy and low false positives.
Recall

Recall quantifies how well the model picks up
on true positive instances:

TP+FN
Recall =
TP
740
Recall=— =1.0

7
A high recall means the model accurately cap-

tures most of the Al-generated images. When
accuracy is 100% and loss is decreasing, recall
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should be high so that false negatives are mini-
mal.
F1-Score

F1-score is the harmonic mean of recall and
precision, weighing both measures:

Precision X Recall
F1-Score =2 X —MMM8MM—

Precision XRecall

F1-Score =2 x 22X10_ 1 g
1.0 X10

Since precision and recall are both near 1.0,
the Fl1-score should also be near 1.0, which is a
good classification model in general, outstand-
ing performance with near-perfect accuracy,
minimal loss, and appropriately balanced preci-
sion, recall metrics, and is highly effective in
distinguishing real and Al-generated images.
Loss (Cross-Entropy Loss)

The Loss function computes the error of pre-
diction and propels the model learning procedure.
Cross-entropy loss is the most popularly used
loss function for classification tasks:

Loss = —Y[ylog(®) + (1 — y)log(1 — )]

At the beginning, the model experiences a loss
of 0.2447, which drops significantly to 0.1144
during the last epoch, indicating successful model
convergence. Likewise, validation loss also falls
from 0.3031 to 0.1364, ensuring enhanced per-
formance.

Model Loss

Fig. 4. Training and Validation Loss Over
Epochs

This plot illustrates the decrease in values of
the loss during training and validation, which
shows the process of optimization and conver-
gence of the model to reduce classification er-
rors.

These performance metrics (Confusion Ma-
trix, Precision, Recall, F1-Score, Cross-Entropy
Loss) provide a general evaluation of the CNN
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model to correctly classify real vs. Al-generated
images. Since your model performed near its best
(100% accuracy), it demonstrates good generali-
zation and robustness, and it is ready for deploy-
ment in real-world applications.
5.2 Model Performance

The proposed Convolutional Neural Network
(CNN) classifier was trained and validated using
a real and artificially generated dataset. High
classification accuracy presented by the model
establishes the capability of the model in differ-
entiating well between the real and artificial im-
ages. Result accuracy measures in different da-
tasets support the robustness of the model.
Tested Image Results
To evaluate the model, we tested it on additional
real and fake images. The results are given be-
low:

This image = real with 100.00% confidence

e

Fig. 5. Real Image

The output indicated in the picture illustrates
the capability of the CNN model to label images
as real or generated by Al. Here, the model has
concluded that the provided image is real with
100% certainty. This indicates that the model is
sure that the image is a genuine photograph taken
in the real world and not a computer-generated
one.

The classification result is presented in an
easy-to-interpret format. The processing time
(168ms/step) indicates that the model can per-
form well in real-time applications. Such a sys-
tem is extremely valuable for use in digital con-
tent verification, fake image detection, and online
misinformation regulation.

This article can be downloaded from https://ijerst.org/index.php/ijerst

This image s fake weh 100.00% confidence

Fig. 6. Fake Al-generated image

The sample output depicted in the figure
demonstrates the classification output of the CNN
model for an input image. The model has
examined the provided image and concluded that
it is a fake (Al-generated) image with 100%
confidence. This indicates that the model is sure
that the image is not a genuine photograph taken
in the real world but an artificially created one.

The classification output displays the predic-
tion and confidence level of the model. The
163ms/step inference speed indicates that the
model is efficient at doing real-time classifica-
tion. Such output is highly useful in applications
where differentiating between real and Al-
generated content is a requirement, such as deep-
fake detection, digital media authentication, and
cybersecurity.

5.3 Error Analysis

Although the model performed well with high
accuracy, there are some challenges. Misclassifi-
cations were noted in situations where Al-created
images were very similar to real ones, especially
when trained on datasets with highly realistic
synthetic images. Some mistakes were made be-
cause of the absence of noticeable artifacts or
inconsistencies in lighting, texture, and fine de-
tails. Also, real images with extensive post-
processing or enhancements were sometimes
misclassified as fake. The-
se samples indicate the confidence of the model
in classifying. The fabricated image includes an
object created by digital generation, which was
precisely identified by the model, whereas the
original image was rightly labeled as genuine.
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5.4 Model Generalization

The model showed excellent generalization
ability across different datasets. By being trained
on diverse Al-generated and real images, it suc-
cessfully learned dominant visual patterns that
separate the two classes. Generalization can be
further enhanced by including more sophisticated
generative models in the training set to ensure
resilience against changing Al-generated images.

Improvements in the future can be made
through adversarial training techniques and big-
ger, more varied datasets to make the model more
robust in actual applications.

5.5 Comparison with Existing Models

To contrast the performance of the proposed
CNN-based model, it was contrasted with exist-
ing techniques for Al-generated image classifi-
cation. The study CIFAKE: Image Classification
and Explainable Identification of Al-Generated
Synthetic Images utilizes Efficient Net and Ex-
ception architectures to obtain a classification
accuracy of roughly 100%.

CIFAKE also employs interpretability tech-
niques such as Grad-CAM to determine salient
features between authentic and Al-produced
images. In contrast to this approach, our pro-
posed CNN-based model achieves a 98% accu-
racy rate and is more precise in classification.
While explaining capacity is the key concern of
CIFAKE, taking similar approaches in our mod-
el can also make decision-making more trans-
parent.

Detection of Al-generated Images Online
(ICCV 2023) is another recent research paper
that introduces an online detection technique
using Vision Transformers (ViTs) and Hybrid
CNN-VIT models. The model reports a high
accuracy of 92-94%, which indicates the power
of transformer-based models in Al image detec-
tion. While ViTs have a superiority in perceiv-
ing global dependencies, CNN-based models
such as ours are computationally efficient and
are meant for usage under real-time inference.
Our 100% accurate model either competes with
or outperforms this state-of-the-art technique in
terms of classification accuracy. Moreover,
CNN architectures are overall more appropriate

This article can be downloaded from https://ijerst.org/index.php/ijerst

for edge computing and low-latency application
than transformer models.

Moreover, research Analysis of the Appeal
of Realistic Al-generated Photos delves into the
realism of artificially generated images and their
classification based on ResNet and DenseNet
models. The study suggests an accuracy of 85-
88%, indicating that regular deep learning mod-
els have their limitations in identifying very
realistic Al-generated content. By comparison,
our proposed CNN model, achieving 100% ac-
curacy, demonstrates a marked improvement
over the current CNN-based classifier. The op-
timized structure of our model guarantees better
feature extraction capability, thereby being more
adept at identifying Al-generated images against
authentic images.

Model Accuracy (%)
Our Model (100.00)
Paper 1 (98.12)

Paper 2 (97.50)

Paper 3 (96.85)

Table. 1. Comparison of Al-Generated Image
Detection Model Accuracy

6. CONCLUSION

In this process, we have introduced a Convo-
lutional Neural Network (CNN)-based model for
discriminating between real and artificially gen-
erated images with certainty accuracy. The pro-
posed model accurately detects real and synthet-
ic images with a combined accuracy of
100.00%, as shown through exhaustive testing
and performance assessment. Incorporating het-
erogeneous datasets enabled stable feature ex-
traction, leading to stable generalization across
different sources of images. Although it per-
forms well, the model has some vulnerabilities.
It doesn't perform well on highly photorealistic
Al-generated images and low-resolution real
images, which can lead to misclassifications.
Training biases can also impact performance
when using images generated by newer Al mod-
els that were not included in the training set.
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Subsequent studies will aim at enhancing
feature extraction using transformer-based mod-
els and applying adversarial training approaches
for improving detection precision. Enlarging the
dataset with pictures obtained from other Al-
generation processes will continue to enhance
generalizability. This work's outcomes aid in
enhancing the identification of Al-generated
content, increasingly crucial for areas such as
media verification, information protection, and
combating misinformation. The proposed model
provides a robust foundation for Al image clas-
sification and forensic analysis in the future.
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