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ABSTRACT 

Deep learning (DL)-based classification techniques offer robust and scalable solutions for detecting 

anomalies and failures in Intelligent Electronic Devices (IEDs), which are critical components of 

modern smart power grids. These devices play a key role in efficient energy management and 

maintaining a stable electricity supply. However, the growing complexity and interconnectivity of 

smart grid infrastructures make them increasingly vulnerable to both operational failures and 

cyberattacks. Traditional fault detection methods, such as rule-based systems and manual inspections, 

are often time-consuming, error-prone, and may fail to detect subtle signs of impending issues. 

Moreover, they frequently struggle to distinguish between genuine faults and normal system 

variations, leading to false alarms and unnecessary maintenance. To overcome these challenges, this 

work proposes a novel DL-based anomaly classification framework that leverages supervised learning 

algorithms trained on labeled datasets, including simulated power system attack scenarios. By 

extracting and analyzing features such as voltage variations, current measurements, and 

communication patterns from IED data, the proposed system can accurately classify various types of 

failures, including equipment malfunctions, operational anomalies, and cyber-induced disruptions. 

Furthermore, DL models enhance cybersecurity by detecting suspicious network activities, such as 

unauthorized access or configuration tampering, thereby enabling proactive threat mitigation. This 

approach significantly strengthens the resilience of smart grids, reduces downtime, and ensures a 

secure and continuous power supply to consumers. The proposed system represents a substantial 

advancement over conventional fault detection techniques, offering higher accuracy, faster response 

times, and greater adaptability to the evolving threats in smart grid environments. 
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1. INTRODUCTION 

In modern power grids, Intelligent Electronic Devices (IEDs) are essential for efficient energy 

management and reliable electricity delivery. However, the growing complexity and interconnectivity 

of smart grid infrastructures make them vulnerable to equipment failures and cyberattacks. Traditional 

fault detection methods, such as rule-based systems or manual inspections, are often labor-intensive, 

error-prone, and incapable of identifying subtle indicators of impending failures, resulting in delayed 

responses and increased system downtime. This research addresses these limitations by proposing a 

Deep Learning (DL)-based classification framework for proactively detecting failures in IEDs. 

Utilizing supervised learning algorithms trained on labeled datasets derived from real-world and 

simulated power system scenarios, the framework can accurately classify different types of failures—

including equipment malfunctions, operational anomalies, and potential cyber intrusions. The primary 

motivation is to transition from reactive to proactive maintenance, improving the resilience and 
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reliability of smart grids while minimizing false alarms and unnecessary maintenance. By leveraging 

DL's ability to recognize complex patterns in large datasets, the framework not only enhances fault 

detection accuracy but also contributes significantly to cybersecurity by detecting abnormal network 

behaviors that may signify malicious activity. The practical applications of this approach are vast, 

encompassing smart grid maintenance, fault classification, and cyber threat mitigation. 

 
Figure 1 : Classification of Power Distrubution Network. 

Ultimately, this DL-based methodology ensures more robust, secure, and uninterrupted electricity 

supply systems, paving the way for smarter, safer energy infrastructures. 

2. LITERATURE SURVEY 

Rai et al. [5] proposed a convolutional neural network technique for fault classification in EPDS with 

DG units. The proposed method does not have the pre-processing phase; thus, three-phase currents 

and voltage signals were applied directly as inputs. A new method for short-circuit faults detection 

and classification in balanced and unbalanced distribution systems was presented by Zhang et al. [6]. 

The current’s positive, negative, and zero sequence components characterized the faults. The 

operating modes of DG units were considered using the Fortescue approach. A softmax regression 

model was introduced to minimize the impact of transient signals on the fault classification module 

and applied only two resistors with maximum value during the simulations. The discrete wavelet 

transform (DWT) was used in [7] on three-phase current signals, whose values were applied to 

formulate a decision tree to perform the fault classification. Decision tree input was formed by a 

comparison parameter obtained using the maximum value of three-phase current signals and zero-

sequence. Those parameters were applied as a reference to detect the fault phases. The fault resistance 

variation was not considered.In [8], a strategy based on fuzzy logic was used for fault detection and 

classification. Chaita nya et al. implemented two fuzzy inference systems (FIS). They were built to 

detect and classify low-impedance faults (LIF) and high-impedance faults (HIF). A Teager Energy 

Operator (TEO) was applied to extract three-phase current signal characteristics, which composed the 

FIS input set. In [9], fault detection was performed by applying the power spectral density calculated 

from the wavelet covariance matrix. The signal information was extracted through a wavelet 

transform (WT), where the signals were decomposed into three levels using the db4 mother wavelet. 

Elnozahy et al. [10] proposed a new method for detecting and classifying single-phase faults using 

DWT and artificial neural networks (ANN). The transient signals were analyzed based on 

the db4 mother wavelet to extract their characteristics. A method based on DWT and ANN for HIF 

detection was presented by Silva et al. [11]. The authors focused on incremental learning procedures 

to find new fault patterns. DG units were not considered. Decanini et al. [12] presented a method for 

automatic fault diagnosis. The detection process was based on statistical and direct analysis of three-
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phase currents and voltage signals in the wavelet domain. DWT and multi-resolution analysis (MRA) 

were introduced to extract the signal characteristics. The short-phase classification was performed by 

a set of Fuzzy-ARTMAP ANN. DG units were not considered in the system modeling. A combination 

of maximum overlap discrete wavelet packet transform (MODWPT) and empirical mode 

decomposition (EMD) were applied for HIF detection in [13]. That methodology was based on the 

estimation of fault current signals inter-harmonic through MODWPT. In [14], a method based on an 

adaptive neural fuzzy inference system was proposed for fault classification. Three-phase currents and 

voltage signals measured at the substation output were evaluated. The signal transient components 

were extracted via WT. Different fault types were detected and classified in [15] using a combination 

of wavelet singular entropy theory (WSE) and fuzzy logic. The algorithm was based on the singular 

wavelet values of each phase, since a phase with an anomaly presents values outside of the allowed 

limit. A proposal based on deep learning and deep belief networks (DBN) was implemented by Hong 

et al. [16] for fault classification in EPDS with and without DG units. After the DBN training with 

current and voltage signals, it was possible to obtain the signal characteristics and classify the fault 

types that occurred in EPDS.  

3. PROPOSED SYSTEM 

This study presents a comprehensive, multi-step pipeline for detecting anomalies in Intelligent 

Electronic Devices (IEDs) within smart power grids using a hybrid machine learning approach. It 

begins with the acquisition of a high-dimensional dataset from four relays (R1–R4), capturing over 

116 continuous features per timestamp, including voltage, current, impedance, frequency, and 

apparent power, each labeled as “Attack” or “Natural.” In preprocessing, missing values are removed, 

labels are encoded, and features are standardized, with the dataset split into training and testing sets. 

As a baseline, a LightGBM (LGBM) classifier is trained and evaluated for accuracy, F1-score, 

precision, and recall, with feature importance scores extracted to identify the most predictive 

variables. These selected features are then used to train a Multi-Layer Perceptron (MLP) model with 

two ReLU-activated hidden layers and softmax output, applying early stopping to prevent overfitting. 

This novel LGBM→MLP hybrid approach leverages tree-based feature selection to enhance deep 

learning performance on high-dimensional yet limited data, improving generalization and reducing 

training time. A detailed performance comparison between LGBM and MLP demonstrates the hybrid 

model’s superior recall on attack instances, crucial for cybersecurity applications, which is processed 

using the trained scaler and models to predict anomalies in real time. The inclusion of confidence-

based flagging for human review adds an extra layer of reliability, making the system highly practical 

for proactive threat detection in modern smart grids. 

Data Preprocessing 

Data preprocessing is a crucial stage in transforming raw sensor and relay data into a format suitable 

for machine learning applications, as it directly influences the model's performance and accuracy. This 

process involves three primary tasks: label encoding, train-test splitting, and standard scaling. First, 

label encoding is applied to the target variable, 'marker', which identifies whether a data point 

corresponds to a normal (Natural) state or an attack (Attack) scenario. Using scikit-learn’s 

LabelEncoder, these categorical labels are transformed into binary numerical values—“Attack” is 

encoded as 0 and “Natural” as 1—ensuring compatibility with supervised learning algorithms that 

require numeric class labels. Following this, the dataset is divided into training and testing sets using 

the train_test_split function, with 80% of the data allocated for training and 20% for testing. This split 

enables reliable evaluation of model generalization while preventing overfitting. The function also 

shuffles the dataset before splitting, which is vital for preserving the statistical distribution and 

avoiding biases that could result from data ordering. Finally, standard scaling is performed using 

StandardScaler to normalize all feature values, ensuring they have zero mean and unit variance. This 

step is particularly important for gradient-based models such as neural networks, which are sensitive 
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to feature magnitudes. Together, these preprocessing techniques—label encoding, random splitting, 

and normalization—prepare the dataset in a consistent and optimized form, paving the way for 

effective training and robust performance of machine learning models in detecting IED anomalies in 

smart power grids. 

 
Figure 2: Block Diagram. 

Multi-Layer Perceptron (MLP) 

What is MLP? A Multi-Layer Perceptron (MLP) is a type of artificial neural network that consists of 

multiple layers of nodes, known as neurons. MLPs are feedforward neural networks, meaning the 

information flows in one direction from input to output. The network includes an input layer, one or 

more hidden layers, and an output layer. Each neuron in a layer is connected to every neuron in the 

subsequent layer, forming a fully connected network. 

How MLP Works: MLP works by passing input data through multiple layers of neurons, where each 

layer processes the data and passes it to the next. The neurons use activation functions (such as ReLU, 

sigmoid, or tanh) to introduce non-linearity, allowing the model to learn complex patterns. During 

training, MLP uses a backpropagation algorithm to adjust the weights of the connections between 

neurons, minimizing the error between the predicted output and the actual target. 

Architecture: 

1. Input Layer: This layer receives the input features (e.g., voltage, current, etc.). Each node in 

this layer represents one feature of the input data. 

2. Hidden Layers: These layers perform the computation. Each hidden layer contains a set of 

neurons, each performing weighted summation and passing the result through an activation 

function. 

3. Output Layer: The final layer produces the prediction or classification result. In the context 

of anomaly detection, it classifies the data into different categories (e.g., failure, operational 

error, etc.). 

4. Weights and Biases: Connections between neurons have associated weights that are learned 

during training. Bias terms are added to the weighted sums before applying the activation 

function. 

Advantages of MLP: 

 Ability to Learn Non-linear Patterns: MLP can model complex relationships in the data by 

using non-linear activation functions. 

 Flexibility: MLPs can be applied to various domains, such as image recognition, anomaly 

detection, and time series forecasting. 

 Efficiency: With proper training and architecture, MLPs can converge to solutions relatively 

quickly. 
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Figure 3: Architecture of proposed MLP 

5. RESULTS 

Figure 3 show the performance of the LGBMClassifier on the test dataset shows a balanced and 

reliable classification between the two classes, "Attack" and "Natural," with an overall accuracy of 

80.33%. The macro-averaged precision, recall, and F1 score are 80.64%, 80.44%, and 80.31% 

respectively, indicating consistent predictive ability across both classes. Specifically, the model 

achieved a precision of 0.84 and recall of 0.76 for the "Attack" class, and a precision of 0.77 and 

recall of 0.85 for the "Natural" class. This suggests that while the model is slightly better at 

identifying "Natural" cases (higher recall), it maintains strong balance in performance, making it 

effective for distinguishing between anomalous and normal events in power distribution systems. 

 
Figure 4: Trained LGBM classifier 
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Figure 5: CM of LGBM Classifier 

 

Figure 5 is the The confusion matrix for the LGBM Classifier, used in the Power Distribution 

Anomaly Classification System, visualizes the model's performance in classifying anomalies as 

"Attack" or "Natural." It shows that out of the actual "Attack" instances, 9572 were correctly 

predicted as "Attack" (true positives), while 3097 were incorrectly predicted as "Natural" (false 

negatives). For the actual "Natural" instances, 10340 were correctly classified as "Natural" (true 

negatives), but 1778 were misclassified as "Attack" (false positives). 

 
Figure 6: Metrics of MLP 

Figure 6 shows that The MLP Classifier demonstrated outstanding performance in classifying power 

system data into "Attack" and "Natural" categories, achieving a remarkable accuracy of 98.01%. The 

macro-averaged precision, recall, and F1 score all hover around 98%, indicating not only high 

accuracy but also excellent consistency across both classes. Specifically, the model achieved a 

precision of 0.99 and recall of 0.97 for detecting "Attack" instances, and precision of 0.97 and recall 

of 0.99 for "Natural" cases.  
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Figure 7: CM of MLP 

Figure 7 shows that the confusion matrix for the MLP Classifier in the Power Distribution Anomaly 

Classification System illustrates the model's performance in distinguishing between "Attack" and 

"Natural" classes. It reveals that out of the actual "Attack" instances, 12254 were correctly predicted 

as "Attack" (true positives), while 415 were incorrectly predicted as "Natural" (false negatives). For 

the actual "Natural" instances, 12040 were correctly classified as "Natural" (true negatives), with only 

78 misclassified as "Attack" (false positives). 

 

 
Figure 8: Predicted output 

Figure 8 shows that the  prediction output showcases sample data points from a test dataset, where 

each row contains various sensor or signal-based numerical features such as voltage, current, 

positional values, and other derived statistics. After preprocessing and feeding these values into the 

trained LGBMClassifier model, the system classifies each row as either an "Attack" or "Normal." For 

example, based on patterns in parameters like voltage drops, current spikes, or unusual positional 

changes, the model has labeled the first input row as Attack—indicating anomalous or potentially 

harmful activity—while the second row is classified as Normal. 

5. CONCLUSION  

In this research, a robust comparison and implementation of two advanced machine learning 

models—LightGBM (LGBMClassifier) and Multi-Layer Perceptron (MLPClassifier)—were 

conducted to detect anomalies, such as system attacks or operational errors, from complex 
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multivariate sensor data. The LGBMClassifier, known for its gradient boosting efficiency, provided 

moderate performance with an accuracy of 80.33%, indicating reasonable detection capabilities for 

structured data. However, the proposed MLPClassifier significantly outperformed the baseline, 

achieving a remarkable accuracy of 98.01%, thanks to its deep learning ability to capture non-linear 

relationships and intricate patterns within the dataset. The preprocessing steps, such as label encoding, 

standard scaling, and robust evaluation metrics (precision, recall, F1-score), were meticulously 

applied to ensure reliable and consistent outcomes. Additionally, the developed system successfully 

handled unseen test data, classifying it accurately into "Attack" or "Normal" categories, thus 

confirming the model’s practical utility in real-world anomaly detection scenarios. 
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